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Disclaimer

The information in this document is subject to change without notice. The statements, configurations,
technical data and recommendations in this document are believed to be accurate and reliable but are
represented without express or implied warranty. Users must take full responsibility for their applications
of any products specified in this document.

This document is provided for your use to help understand the behavior of the product.

Although the information is believed to be substantially accurate at the time that it was written, this
document doesn’t imply that specific features or functionality are present in your version of the product.

InfoExpress Inc. makes no express or implied warranties regarding the product’s features or behavior as
described herein. For product specifications, please refer to the product documentation included with
product installation.

The software described in this document is furnished under a license agreement and may be used only in
accordance with the terms of that license.

Products that are referred to in this document may be either trademarks and/or registered trademarks of
the respective owners.

The information in this document is proprietary to InfoExpress Inc.
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Easy NAC Solution

Overview

The Easy NAC solution with CGX Access appliances provides the following features:

Agentless Visibility

CGX Access lets you see devices that join your network, without the use of agents. Visibility is
immediate, with any untrusted device being immediately restricted, as desired. Devices will be both
passively and actively profiled to determine operating system, manufacturer, and type of device.

Easy to Implement Enforcement

CGX Access uses ARP enforcement and HTTP redirection to control which devices can access the
network. ARP enforcement is an out-of-band enforcement method that doesn’t require network changes.
It works with any network infrastructure, both managed and unmanaged switches.

Simple LAN \ WLAN Protection

It is easy to control which devices are allowed to access the network. Untrusted devices and rogue
infrastructure that joins the network will immediately be detected and automatically restricted in real-
time. Devices can be allowed access with simple ON \ OFF controls or policies can be set for automated
access.

e

Automated MAC Address Whitelisting

CGX Access will regularly check with your Active Directory server to verify which devices are domain-
joined. Devices that are confirmed as domain-joined will automatically be granted full access to the
network. Devices that are not domain joined can be manually flagged as approved. In addition, device
profiling can also be used to automate the process of flagging approved devices.

Anti-Spoofing Protection

CGX Access provides a fingerprint feature to protect against MAC address spoofing. All devices on the
network are profiled for their MAC address, IP, Operating System, and Hostname. This information can
then be used to set a unique fingerprint for each device. Once a fingerprint has been set, the device(s) will
be protected from spoofing.

)

Enforce Anti-Virus and Security Policies

CGX Access integrates with enterprise Anti-Virus vendors and leading endpoint management solutions,
to verify endpoint security is active and up to date. By integrating with leading security solutions, CGX
Access can enforce compliance with security policies. Devices out-of-compliance can be restricted at the
point of network access.
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Orchestration

Security appliances that are designed to monitor devices and network traffic can send event-based alerts
for administrative action. CGX Access can receive e-mail alerts or event-based syslog messages from
Firewalls, APT, IPS, SIEM, and many other types of security devices and then take immediate action
when necessary. If CGX Access receives an alert that a device has malware, we can restrict it
immediately.

Automated Threat Response — Zero-day Behavioral Detection

CGX Access unique layer-2 visibility of the network allows for the immediate detection of suspicious
behavior, such as devices making excessive connections attempts to endpoints on the same network
segment. This real-time detection provides immediate protection against zero-day malware propagating
on the network.

BYOD Registration

CGX Access provides a self-registration portal to automate the BYOD registration process. Policies can
be set, by groups, to limit the number and type of BYOD devices. It improves security by tracking device
ownership, restricting the locations, and limiting network access to approved resources.

Guest Access

CGX Access lets sponsors register guest accounts or authorize guests to create their own accounts via the
landing page. Sponsors can authorize individual registrations or register groups for classes or meetings
with configurable expiration times.

MyCompany

Network Access Control

Welcome to the MyCompany network!

You have reached this portal because your device needs fo be registered as a guest or employee
device.

g Employee Device Registration

3 Guest Access
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Role-based Access Control
CGX Access enhances security by limiting devices to only the resources required. Guests are limited to
internet only access. BYOD and consultant devices can be limited to specific resources.

Email  Servers

ey

- BYOD - Consultant

Appliance Licensing Options

CGX Access is available as an appliance, mini-appliance or as a virtual appliance. Licensing is based on
the number of devices that CGX Access solution has visibility of. When using the Central Visibility
Manager, a distributed license option will enable a license to be shared between multiple appliances.

Please contact your authorized partner or InfoExpress for up-to-date information on licensing.
sales@infoexpress.com

Appliance Specifications

Appliance Access Mini | Access 100 | Access 500 | Access VM | Access VM Access VM
Specifications CGXA-S10 | CGXA-S100 | CGXA-S500 | CGXA-V50 | CGXA-V100 | CGXA-V200
Maximum Devices | 300* 2500* 10,000* 2,500* 5,000* 10,000*
Maximum Subnets | 10 100 200* 50 100 >200*
Number of Ports 4 6 8 8-10 virtual | 8-10 virtual | 8-10 virtual
adapters adapters adapters

* Capacity is approximate and depends on VLANS protected, endpoints, and features enabled.
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VM installation

Installing on ESX or ESXi server

The virtual CGX Access appliance can be deployed as an .ovf template native to VMWare. You will need
the CGX Access .ovf image, which is usually provided as a zip file. Please contact InfoExpress or your
business partner to obtain this file.

« Unzip the provided file to a location accessible to the vSphere client application.
o Inthe VMWare vSphere Client, choose File - Deploy OVF Template
e On the first screen, select the .ovf file

Q Deploy OWF Template EI@

Source
Select the source location,

Source

OYF Template Details
Mame and Location
Disk. Format

Ready to Complete
Deploy from a file or URL

|I:'l,Users'l,Admin'l,Desktopi,CGX-Access'l,CGX-Access.ovF j Browse. ..

Enter a URL to download and install the OWF package from the Internet, or
specify a location accessible from your computer, such as a local hard drive, a
network share, or a COYDYD drive,

Help | < Back. | Mext = I Cancel |

4

e Click next on the OVF Template Details screen. (There may be a warning screen here, but you can
proceed).

Provide a name and optionally a location for the template and click 'Next'

Select the datastore where the virtual machine files should be kept and click 'Next'

Select the desired format for your installation and click 'Next'

Select the desired network mapping for the interfaces and click 'Next'

Verify the options and click 'Finish' when ready to proceed

The vSphere client will then proceed to deploy the image.

Easy NAC: CGX Access Guide 10



Installing on Hyper-V server

The virtual CGX Access appliance can be deployed using Hyper-V Manager, Windows Server 2012 R2

and above only. The CGX Access Hyper-V image is usually provided as a zip file. Please contact
InfoExpress or your business partner to obtain this file.

Unzip the provided file to a location accessible to the Hyper-V Manager.
In the Hyper-V Manager, Click Action menu and select Import Virtual Machine
On the first screen, Specify the folder of extracted image and click next

Import Virtual Machine -

f_r' Locate Folder

Before You Begin

Locate Folder

Select Virtual Machine

Specify the folder containing the virtual machine to import.

Folder: |D:'|,CG>(—.-5.ccess—2.3'|] || Browse...

Choose Import Type

Surmrmary

[ermn ] (o)

o Select the listed virtual machine ‘CGX-Access-2.4’. Click next.
e Choose Import type as ‘copy the virtual machine (create a unique ID)’
e Click Next and specify the Destination folders for different settings

Easy NAC: CGX Access Guide 1



ﬁ Choose Folders for Virtual Machine Files

Before You Begin ‘You can spedify new or existing folders to store the virtual machine files. Otherwise, the wizard
Locate Folder imports the files to default Hyper-V folders on this computer, or to folders spedified in the virtual

machine configuration.
Seechikmaliadis [ store the virtual machine in a different location

Choose Import Type
. Virtual machine configuration folder:

|D: Hyper-vC\ | | Browse... |

Choose Destination
Choose Storage Folders

Chedkpaint store:

Si
UMMary |D:‘|,|—|y'per—\|'C\. || Browse... |

Smart Paging folder:
|D:‘|,|—|y'per—\«'c1l, || Browse... |

| < Previous | | MNext > | | Finish | | Cancel

e Select the Virtual Hard Disk destination folder in the next screen.

Choose Folders to Store Virtual Hard Disks

Before You Begin ‘Where do you want to stone the imported virtual hard disks for this virtual machine?
Location: |0t \Hyper VCWirtual Hard Disks | || Browse... |

[ | o> ] [ o | [ ]

« Verify the options on Summary page and click 'Finish' when ready to proceed.

e The Wizard will then proceed to deploy the image.

e The Virtual Machine will be listed in Hyper-V Manager.

e Select the virtual machine ‘CGX-Access-2.4’ and click ‘Settings’ from ‘Action’ menu.

Easy NAC: CGX Access Guide

12



o Select the Network Adapter and assign a Virtual switch from the right-side drop-down box as
highlighted below and Apply the setting.

# [ Network Adapter
Mot connected

Easy NAC: CGX Access Guide
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Configuring CGX Access

This section will walk the administrator through the steps needed to configure a CGX Access appliance.

Appliance Placement

CGX Access provides protection \ access control on the subnets it is attached to with layer-2 visibility.
The CGX Access appliance can protects up to 200 VLANSs concurrently with the use of 802.1q trunk
ports. The Managed IP interface is the primary interface and is used for appliance management. The
CGX Access appliance should be able to communicate with the AD server via the Managed IP.

For simple one subnet deployments or testing, the Managed IP should therefore be on a subnet you wish
to enforce access control on. To support multiple VLANS, additional network interfaces or trunk ports
can be used.

Data Center

I/ _. Local Area Networks
| ADand AV server | |/ | VIAN C
o will be checked to / 1
F . . [ VLAN B
AD Server confirm devices are [y A
being managed. [ Protection can be extended up to ¥ VLAN A

100 VLANSs with the use of VLAN (@)
trunking. & é
J

Optionally, up to 10 physical

network intefaces can be used. b

Automatic: Registration driven:

Restricted Full BYOD GUEST
Access Access Access Access

AV Server

L Managed IP and Captive portal are
bound to the first adapter

Initial configuration

CGX Access typically requires three static IP addresses in a deployment. One IP is used for management
of CGX Access appliance. The second IP is used for the captive portal (landing page), and a third IP is
used for a remediation portal. When protecting additional VLANS, each additional subnet protected will
also require one IP on its respective subnet. For example, when protecting ten subnets, a total of twelve
IPs will be used. These additional IP’s can be dynamic.

Note: The CGX Access appliance provides built-in ARP-based enforcement. Enforcement can be enabled
on up-to 200 VLANS, including the subnet with the Managed IP.

Basic IP configuration

o For physical appliances, use a direct connect ethernet cable for SSH access to the default IP
Address 10.0.0.250/24. Alternatively, plug-in a keyboard and HDMI monitor.

Easy NAC: CGX Access Guide 14



« For virtual appliances, open a console window and power on the VM.
Once the boot cycle is complete you will be prompted for a login.

. Login as admin/admin.
e From the main menu choose 1 (Run setup wizard) and follow the prompts to set the Managed IP
address and netmask, the default gateway, DNS servers, system name, time zone and date/time.

Note: Keep the admin password in a safe place. If it is lost without having access to an alternate admin
level account, there will be no way to recover the password.

Default user accounts are:

« admin - used for initial setup and configuration as well as ssh access for maintenance tasks
e cguser - used for uploading files through ftp

The default passwords are the same as the username
When the setup wizard completes, the system should be accessible on the network.

« Confirm that you can ping the management IP from another system on the same subnet and also
from a system on another subnet. If the pings fail double check the physical or virtual connections
and the basic IP configuration

« Connect to the CGX Access web GUI by opening https://<Managed ip> (that was configured
previously). Compatible browsers include:

o Internet Explorer 9 or higher
o Firefox v27 or higher

o Chrome Version 22 or higher
o Safari v7 or higher

[allsl=] =

[4 InfoExpress - CGX Access / x

« C | A Notsecure | berS://192.168.253.220/index.php?r=site/login Q &

Infoexpress

CGX Access

Standalone

Enter username and password to continue.
3
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e Login as user admin (default password admin). A modern browser such as Chrome is strongly
recommended. Older versions of IE or Firefox may not display the pages correctly.

Captive Portal IP Address
A separate IP address will be used for the Captive Portal \ Landing pages. To configure this IP address...

e InCGX Access GUI go to Configuration - Appliance Settings
e Provide IP and subnet mask in the field provide

System Configuration: 2

Date and Time:
Fri May 15 11:14:40 SGT 2020 Change

Configure Networking:
Adapters IP / Netmask Gateway Metric VLAN ID  Location Configuration State VLAN
Adapter #1 192.185.253.220/255.255 255 0 182.165.253.254 100 - Managed IP =

Adapt 55 = =

M-

Adapter #3 I o - -

f‘11':ap:t:e:[:l"“::=‘. 22-93:Be o v +

DNS Servers

Hostname

* locked
Domain Name * locked
Landing Pages

Suppart NAT'S

Host Namae for Cagtive Poral
Captive Portal's [P Address 283 128 3EY 331 /3EE IEE IEE O - v
[1P/Netmask) e ] Adapter #1
Hest Name for Remediation Porta

Remediation Portal's [P Address 185 1EE FEF FIWAEE IEE FEE . ¥
(IP/Natmask) s Adapter #1

e Click Submit button

Remediation Portal IP Address

An additional static IP and be assigned to an optional Remediation Portal. When Configured, the non-
compliant endpoints can be redirected to this page, so they are aware their device is restricted and know
the reason why. The redirection can be enabled via the ACL’s.

To configure a Remediation Portal IP, use the same steps as above.

Connecting to Active Directory

Authentication credentials are often stored in an Active Directory server. Active Directory can be used to
validate credentials with the following CGX Access features:
e Employee Device Registration (see Configuring Device Registration)
e Sponsoring Guest accounts (see Configuring Guest Access)
e Permissions for administrators to access the management GUI (see Advance
Configuration)
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Configure Active Directory server settings on CGX Access

e InCGX Access GUI go to Configuration > General Settings.
e Click on Servers:

Edit Setting

Active Directory Servers RADIUS Server DHCP Servers Mail Server

| Add new ActiveDirectory server |

Host or IP 192.168.253.100
Account Suffix @iex.demo

LDAP query User RMDO1
Mame

LDAP query Password T
Encryption None v

Group query DN prefix

| Test LDAP connection |

e Under "Active Directory Server", enter the host or IP address of the AD domain controller and the
Account suffix in the "Account Suffix" field. A Username and Password is often required.

e Use the “Test LDAP connection” button to test the settings

Note: the @ symbol should be included in the Account Suffix
Note: up to 20 AD servers can be configured per appliance

ISave

SMS Gateway

Easy NAC: CGX Access Guide
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AD Integration

Tip: For faster deployments, AD integration can be enabled. When enabled, devices joined to the domain
will be flagged as AD-managed, and automatically granted full access to the network.

e InCGX Access GUI go to Configuration - Integration
e Click on Active Directory Integration

Edit Action x®

Active Directory Integration

# Enable integration

AD query interval in seconds 3500

Use DNS for resclving AD hostnames

Policy

¥ Flag the device if it is 2 domain computer AD-managed v

Single AD Server

Flag users which have not logged in 3 days tale-lagin -
Multiple AD Servers
Flag users which have not logged in 15 days ctala-login v

Mote: If using multiple AD Servers, the lastLogin Timestamp attribute is only updated if it is 14
days or older, =0 15 days is the minimum check recommended

Save || Cancel | | Help

e Check “Enable Integration”

e Check “Flag device if is AD-managed”

e DNS can sometimes be useful to increase the number of devices flagged as AD-managed.
However, if DNS information is stale, it can lead to false positives.

Note: In some cases, AD computer objects may be stored in a non-default OU. In these cases, it may be
necessary to adjust the OUs that need to be queried. Custom OUs can be specified in the Active Directory
Server section under Configuration - General Settings

For Example, an Active Directory of domain CGX.ACCESS has an OU called “USA” and computer
accounts for the OU is stored under “Computers”. The custom OU query should look like
CN=Computers, CN=USA
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Computer Query Settings

Query covers Custom OlUs ¥

Custom OUs CN=Computers, CN=USA

Tast Query

Tip: It may be easier to set the Query to cover the Entire Directory.

Configuring Email and SMS Servers

CGX Access can send notification emails and SMS messages when certain events occur. These event
triggers are configured with device classifications and monitoring rules (covered in another section), or
for guest registration.

To configure the email and SMS servers used by CGX Access:

« Go to Configuration - General Settings and click on the “Servers” section.
o Select appropriate tab

Edit Setting

Active Directory Servers RADIUS Server DHCP Servers Mail Server Web Proxy Server
SMS Gateway

Outbound Mail Server
Host or 1P

User Name

Password
Cutgoing Encryption MSASSTARTTLS (Port 587) ~

[ 1gnere certificate validation
Send Email

Inbound Mail Server
Host or 1P [ same as Outbound

User Name

Password
Incoming Encryption IMAFP (Port 143) w

Test connection
When sending reports, guest confirmations, or password resets use the following email account

Sender Email Account webmaster@domain.com

Email Accounts
BCCed v

Save Cancel Help
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e Enter the needed information and click 'Save'.

e The Inbound Mail Server is for use with Orchestration integrations with E-mail

e Enter an email address used as sender address and optionally one or more addresses that will be
Bcce’d on guest registration emails

e Go to Configuration > General Settings and click on the “Contact Information for Notifications”
section.

Edit Setting x

Contact Information for Notifications

Contact 1 Contact 2
Name First Adminl Name Second Admin2
E-mail Address adminl@mycompany.com E-mail Address admin2@mycompany.com
SMS Number 16501234567222 SMS Number 14081234567333
{ e.g. 16505551212) ( e.g. 16505551212)

Save | Cancel | |Help

« Fill in the info for at least one administrative contact that should get notified when triggering
conditions occur

Notifications can be configured and triggered using Device Classification policies, Monitoring policies, or
Device Profiling policies. Different actions are available when a condition is detected:

Create New Action x

Clear Device Events Send Notification

Clear Device Flags Method (& Email
Flag Device " SMS
Send Notification  Email and SM3

Check All &pplicable [ Admin

Recipients Second Admin2

Meszage

Save Cancell Helpl
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Protecting Additional Subnets

With the use of ARP enforcement, CGX Access requires layer-2 visibility of ARP broadcast traffic to
detect and restrict devices. There are two methods that can be used to extend visibility to multiple subnets.

e Method 1 — Physical connection: Add additional network adapter and plug-in to a normal switch
access port to extend protection to additional subnet. The physical appliances support up-to 6
adapters and the virtual appliance can support up to 10 adapters. Hyper-V supports 8 adapters.

e Method 2 —802.1q trunk: Use 802.1q trunk ports so multiple VLANS can be protected with just
one or more adapters. With the use of trunk ports up to 200 VLANS can be protected. Multiple
adapters are recommended if there is extensive traffic from devices being restricted with ACLs.

o Virtual CGX Access appliances also supports 802.1q. Please note that additional
configuration in the ESX/ESXi or Hyper-V server would be required.

Adding Network Adapters

If using VMware, the virtual appliance is pre-configured with 10 virtual adapters. To configure adapters
inside the virtual appliance, go to:

e InCGX Access GUI go to Configuration = Appliance Settings
o Select the method the IP address will be assigned to the adapter

Configuration - Policies = NAC = Visibility «

System Configuration: ¥

Date and Time:
Fri May 15 17:05:15 SGT 2020 Change

Configure Networking:

Adapters IP [ Netmask Gateway Metric VLAN ID Location Configuration State VLAN
e e 192.168.253.220/255.255.255.0 192,168.253.254 100 - Managed 1P § +

Adapter #2

Adapter
MAC: 00:0

Adapter #£4
MAC: 00 :0c: 39:22:03:Be

o Complete IP address information if a static IP address will be used. DHCP can also be used.
e Metric field can be left blank (typically not required)
o Location is optional, and can be used in policies

Configure Networking:

Adapters IP / Netmask Gateway Metric VLAN ID Location Configuration State VLAMN
e e e 192.168.253.220/255.255.255.0 152.168.253.254 100 - Managed 16§ +
Adapterw2 = 152,168.20,220,255.,255.255.0 192,168.20.1 HQ-IT dept ~ Ststic 1P v +

AC: 00:0c:28:22:83:7a
Adapter #3
MAC: 00:0c:29:22:93:6 oft r +

e To confirm the network changes, click the Submit button

Easy NAC: CGX Access Guide 21



Configure Networking:

Adapters IP / Netmask Gateway Metric VLAN ID Location Configuration State VLAN
Adncter 1NN 192,168.253.220/255.255.255.0 192.168.253.254 100 - Managed 17 { -

Adapter #2

MAC: 00:0e 25:22:83:7, 192,168.20.220/255,255.255.0 192.168.20.1 HQ-IT dept = Ststic IP v +

Adapter #32 =

MAC: 00:0c:2§:22:93:8¢ ! oF v -
DNS Servers 152.188.252.100

Hostname cgx-singapore * locked

Domain Name iex dema * lacked

Landing Pages

Support NAT'S

Host Nama for Captive Portal
Captive Portal's IP Address 452,188,253 224/155.255 255.0
(1P/Netmask) TeAEmens soess

Host Name for Remediation Portal
Remediation Portal's IP Address
(1P/Netmask)

Adapler#1 ¥

253.222/255.255.255.0 Adapler#1 ¥

Note: When adding adapters to the CGX Access virtual appliance, the adapter must first be provisioned
within the VMware host and then connected to the virtual appliance.

Using 802.1q trunk ports
If the network is configured to support VLAN tagging, then adding additional VLANS is simple.

Note: One or more adapters connected to the CGX Access appliance must be attached to a switch port(s)
configured as a trunk port.

e InCGX Access GUI go to Configuration - Appliance Settings
e Click “+” button on the adapter attached to a trunk port

Configure Networking:

Adapters IP / Netmask Gateway Metric VLAN ID Location Configuration State VLAN
A2t T 192,168.253.220/255.255.255.0 192,168.253.254 100 - Managed 1P 0 L+
I CR—
:‘-f.:aq:lcecr:#zg. 22:3:8¢ / on M [
ﬂf:pc‘ceur:%;:-::-sz-& ! of v |+

e Complete VLAN ID and static IP address information, if necessary. DHCP can be used.

Add Vian x»

VLAN ID (1-4054)
100

DHCR ¥
IP / Metmask

Gateway

Cancel Save
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e To confirm the network changes, click the Submit button...

Configure Networking:

Adapters IP / Netmask Gateway Metric VLAN ID Location Configuration State WLAN
Al ap ey I — 152.168.253.220/235.255.255.0 192.168.253.254 100 - Managed 12§ +|
o v +|
Adapter #2 5100 100 DHCE T M
MAC: 00:0e:25:22:93:7a
101 01 DHCP ¥ W
5102 102 DHCP hd L]
Adapter #3 - =
MAC: 00:0c-25:22:93:64 L o ¥ + |
Adapter #4 ; —
MAC: 00:0c:28:22:93:6e ! ot hd + |
#
:?:?cecrz 22 22:93:98 2] A +|
DNS Servers 152 168.253.100
Hostname ogx-singapore ® locked
Domain Name i=x.dema = locked

Landing Pages
Support NAT'd
Host Name for Captive Portal
ptive Portal's IP Addn 12 9E1 371,768 68 26T 0
F_;'-_‘N‘éfr_:hf ' s 1$2.168,253.121,/2585,255 2550 Adapter#1 ¥
Host Name for Remediation Portal

Remediation Portal's [P Address 133,168 353.322/255 255 255 0 - )
(IP/Netmask) = 8.253.232125 3-233-233.9 Adapter #1

Note: One or more adapters connected to the CGX Access appliance must be attached to a switch
port(s) configured as a trunk port.

Additional 802.1q configuration in VMware ESX / ESXi

In order for CGX Access virtual appliances to support the 802.1q, a port group that supports
802.1g VLAN tagging is needed. To configure it in your VMware virtual switch in ESX/ESXIi,
please follows the steps below:

Edit host networking

Navigate to Host - Configuration - Networking = vSwitch - Properties.
Click Ports - Portgroup - Edit.

Click the General tab.

Set the VLAN ID to All (4095) to trunked all VLANS.

Click OK

ocoarwnE

(%) Add Network Wizard

Yirtual Machines - Connection Settings
Use network labels to identify migration compatible connections common to two or more hosts,

Copnection Type

Port Group Properties
Network Access
Connection Settings Network Label: |Trunk Port
e VLAN ID (Optional): 4095 -

7. Assign the CGX-Access virtual appliance to use the Trunk Port created as in follows:
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Standard Switch: vSwitchl

Virtual Machine Port Group

3 Trunk

Remove... Properties...
Physical Adapters
e . B vonic3 100 Ful 02

-

= 1 virtual machine(s) | YLAN ID: All (4095)

CGX-Access

®

The physical network adapter would be required to connect to the trunk port on the physical

networking switch.

Additional 802.1q configuration in Hyper-V server

For CGX Access virtual appliances to support the 802.1q, Hyper-V’s network adapters should be
configured to tag frames. To enable trunking, some commands need to be entered from Windows

PowerShell. The following screenshots show pre-requisite configuration.

e Hyper-V physical network adapter should support 802.1q tagging

e Switch port on which CGX Access trunk port is connected should support 802.1q tagging.

e From Virtual switch manager, configure virtual switch as “External Network”

i Virtual Switch Manager for WIN-0JJRM3DBOTU = [|= -
% _Virtual Switches whw Virtual Switch Properties
i‘ﬁ Mew virtual network switch
o vSwitch1 S
Intel(R) 82578DC Gigabit Netwark ... vSwitch1
# Global Network Settings
— Motes:
W MAC Address Range
00-15-5D-64-6D-00 to 00-15-5D-6... -
W
Connection type
What do you want to connect this virtual switch to?
(®) External network:
| Intel(R) 82578DC Gigabit Network Connection w

[] Allow management operating system to share this network adapter

) Internal netwark

() Private network

VLAN ID

Remove

.ﬁ. SR-I0V can only be configured when the virtual switch is created. An external

~ virtual switch with SR-IOV enabled cannot be converted to an internal or private
switch.

OK | | Cancel
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Select VM CGX-Access-2.3 (or vmname) and from right hand pane, click on settings. Assign

virtual switch to the network adapter on CGX Access.

[= L= |

“"‘L Add Hardware
ik BIOS
Boot from CD
T Memory
2043 MB
[} Processor
4 Virtual processors
= [ IDE Controller 0
a Hard Drive
CGEX-Arcess-2. 3. vhdx
= [Ef IDE Controller 1
4% DVD Drive
Mone
B 5CSI Controller

W Metwork Adapter 2
Not connected
0 Metwork Adapter 3
Mot connected
U Network Adapter 4
Not connected
0 Network Adapter 5
Mot connected
0 Network Adapter &
Not connected
0 Network Adapter 7
Not connected
0 Metwork Adapter 8
Mot connected
3 com1
Maone
" com2

W Network Adapter 1
vSwitch1

E-] Settings for CGX-Access-2.3 on WIN-0JJRM3DEOTU
CGX-Access-2.3 v] PG
# Hardware ~

U Metwork Adapter

Spedfy the configuration of the network adapter or remove the network adapter.
Virtual switch:
[ vswitch v

VLAN ID
[] Enable virtual LAN identification

2

Bandwidth Management
[] Enable bandwidth management

i

To remove the network adapter from this virtual machine, dick Remove.

I@l Use a legacy network adapter instead of this network adapter to perform a
network-based installation of the guest operating system or when integration
services are not installed in the guest operating system,

1" Some settings cannot be modified because the virtual machine was running when
this window was opened. To modify a setting that is unavailable, shut down the
virtual machine and then reopen this window.

OK | | Cancel

Start Windows PowerShell and enter following command to configure “Network Adapter 1” as
trunk port with allowed vlans 0,2,3,5,100 and Native Vlan as 0 (1 on cisco)

Set-VMNetworkAdaptervlan -VMName CGX-Access-2.3 -VMNetworkAdapterName "Network Adapter 1"
-Trunk -AllowedVlanldList "0,2,3,5,100" -NativeVlanld 0

To verify enter following command.

Get-VMNetworkAdaptervlan -VMName CGX-Access-2.3

Easy NAC: CGX Access Guide

25



ey Administrator: Windows PowerShell I;‘i-—

workAdaptervian -VMName CGX-Access-2.3 -VMNetworkAdapterName “Network Adapter 17 -TrjH
seVlanId 0

adaptervlan -wvmname CGX-Access-2.3

7 Untagged
dapter i Untagged

‘Administrators

Configuration required on Switch port. (cisco switch configuration used in example)

In this example, we will allow vlans 2,3,5,100 with native vlan 1 (Cisco vlanl = HyperV-vlan0)
Switch#configure terminal

Switch(config)#interface fastEthernet 0/3

Switch(config-if)#switchport trunk encapsulation dotlq

Switch(config-if)#switchport mode trunk

Switch(config-if)#switchport trunk allowed vlan 2,3,5,100

Switch(config-if)#switchport trunk native vlan 2 [in case you want a native vlan other than 1]
Switch(config-if)#exit

Configuring CGX Access Network adapters with Vlans
o Start CGX Access VM
e InCGX Access GUI go to Configuration = Appliance Settings
e Click “Add VLAN” button on the adapter attached to a trunk port
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(<] press - CEX Access Admin X +
« C Y A Notsecure | 10.20.0.200/index.phpfr=site/index
CGX Access Configuration + s MAC +  Visibility +
aedusne
b CGX Access Management
System Configuration: (2
¢ CGXAccess Logs
* Agent Logging Server Date and Time:
= N - - Mon May 18 5:48:07 15T 2020 shangg
R Soppexilisoly Configure Netwarking:
Adapters IP [ Netmask
-
3?:"{‘:‘;: :; 02182:47 10,20.0.200/235,233.233.0
Adapter #2
MAC; 0010012902821 51 d
Adapter #3 i
MAGH 0010020021821 30 !
Adapter #4 7
MAC: 0010c129:102:182163 4
DNS Servers 10.20.0.
Hostname COX-Aceans
Domain Hame

Landing Pages

Support MAT'd L
Host Name for Captive Portal
Captive Portal's IP Address.

{17/ Hetmask)

Host Name for Remediation Portal
Remediation Portal’s IP Address
(1P/Metmask)

193.238.235.0

Static Routes

Active Directory Domain Settings:
€6 Access is not joined to Active Directory

Site Settings
CGX Access Server Mode

Confioure Services:

Gateway Metric

10.20.0.2 100
500
1000
1500

Adapter #1 v

Adapter #1 ¥

Standalone Sarver
Submit

VLAN ID

vLinks Location

vianl

Configuration State

Managed IP ¢
o - +
o 0 +
o v +

Lonfigure

Sonfigure

e Complete VLAN ID and IP address information.

Static IP addresses or DHCP can be used.

(<] press - CGX Access Admin X +
< C 0 A Motsecure | 10.20.0.200/index.phpir=site/index
CG).(J -‘E\.('».(:'GSS Configuration = Pol NAC Vis -
* s Marssgerme

System Configuration: (¥
* CGXAccess Logs

ing Server

Date and Time:
Mon May 18 9:03:44 IST 2020

Changg

Configure Networking:
Adapters

Adapter #1
MAC: D010¢1 29102182147

IP f Netmask
10.20.0.200/233,2593.253.0

Adapter #2
MAC: 00:0ci 28100182150
Adapter #3

MAC) 00:0c129:02:821 % d

Adapter #4

MAC) 00:0c129:02:82163 y

DNS Servers 10.20.9.3
Haostname cgraccans
Cionain Name

Landing Pages

Suppert NAT' -

Hast Name for Captive Portal
Captive Portal's IP Address

(1P Metmask)

Host Name for Remediation Portal
Remediation Portal’'s IP Address
(IP/etmask)

.295.254.5

Static Routes.

Active Directory Domain Settings:
CGX Access i not joined to Active Directory

Site Settings
CGX Access Server Mode

Confioure Services:

Add Vian

VLAN ID (1-4094])
3

DHCP v
IF [ Netmask

Gateway

viinks
Ha wLinks v

Standalone Server
Submit

Cancel

Enforcement is disabled

»® Location

vian1

Save

Configuration State VLAN

Managed IP & +
[} v *
o v +
o 0 +
Sonfigure
Sanfigurs

e Repeat above step for adding more VLANS then click on submit
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' Y fafcErpens | COX Arcase A, 3¢ _

ctive Directory Domain Settings:

R R T S S e I e

€ 3> C O A Notsecure | hitp//10.20.0.218/index.php?r=site/index
CG)_( ufssess Configuration ~ Policies ~ NAC ~  \Visibilty ~
Stanax
* CGX Access Management
> System C @
Date and Time:
Mon Ape 8 8:31:11 IST2019  Changs
L Sapport Tooks Configure Networking:
1P / Netmask Gateway VLAN ID  Configuration
10.20.0.218/253.235.255.0 10.20.0.2 (Management 1P)
Adapter #1 — —
MAC: €0:15:54:6416d:14 2 Using DHCP for 1P adaressigateway v |
[ 3 Using DHCP for IP acdressigateway v
Adapter #2
MAC: £0:13:54:64:64:13 (2 on ¥
Adapter #3 T
MAC: 00:13:54:64:64116 v o v
Adapter #4 7
VA 00,15 54164164117 LA o v
Adapter #5
VA0 15546464118 ¢ A o8 %
Adapter #6 [
MAC: €0115:54164164:19 v o v
Adapter #7
MAC: €0:15:5d163 164128 2 (] L]
Adapter #8 v
MAC: G0:13:54164/6d:10 / L off ¥.
[xo.zc.o.:{ |
COX-Access
-
i
ﬁm“:m’m')'””“"“ 10.20,0.219/255.235.255.0 | Adapter #1 v
-5 — b
S e st
P

* o @ :
viekome admin
State
) [[add vian |
feen]
‘Lnunvnl
| Add vian |
[(Ada vian |
[(ade vian

o If DHCP is configured, you should see IP address assignments to Vlan NICs

Site Settings

= a *
@ Infobxpress - CGX Access Admin X o
€« > C { A Notsecure | 10.20,0.200/index.php?r=site/index # 90 0 o H
CGX Access
- - - ty - Welcome admin (R
AR ‘Configuration Policies NAC Visibility min
-
System Configuration: @
Date and Tire:
Mon Moy 18 9:12:12 15T 2020 Change
Configure Networking:
Adapters IP [ Netmask Gateway Metric VLANID  vLinks Location Configuration State VLAN
[1e.20.0.200r238.255.255.0 [0.20.0.2 [0 [ ] vianl - Managed 1P & +
et [172.16.0.3/23%.255.0.0 [7216102 s | B THo vLinks v iz - DHCP s [m
[192.168.10.108/235.255.255.0 [192.168.10.2 [s00s 5 e vLinks v wlan3| - DHCP LA L]
ladd wlan3
Adapter #2 IF E
ot . e or T L+
A 3 [ . .
R e . l1000 o v [+]
A "4 i . .
vwa:%‘ee:;g:n:m:gz:u [ Lt o v L+
DNS Servers 10.20.0.3
Hastname cgaccess ]
Domain Mame
Landing Pages
Support NAT'd b
Hosthame for Coptive portal ||
Captive Portal's IP Address I ;
(1P Hetmask) 10.20.0.221/255.255.255.0 | |Adapter#1 * | |None v
Host Name for N |
Remediation Portal’s IP Address [ 1 [
fird s Adapter #1 * || None A
| Submit |
Static Routes. Sonfigure
Active Directory Doman Settings:
CGX Access is not joined to Active Directory Lonfigure
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Enforcement Overview

CGX Access uses ARP enforcement to restrict access with landing page redirection. The use of ARP
enforcement greatly simplifies the deployment of CGX Access, as no network changes are required. ARP
enforcement is also used to provide role-based control. To provide role-based control, CGX Access
supports Access Groups, such as: restricted, limited, full-access, guest-access, consultant, and byod-
access, etc. Each access group will have a configurable ACL to allow for the role-base control to be
customized.

By default, subnets are placed in monitoring mode. It is recommended that the basic setup be completed,
ACLs fine-tuned, integrations enabled, and white listing of devices be performed before enabling
enforcement. When one or more subnets are in monitoring mode a status message is clearly visible across
the top of the management console.

CGX Access Configuration ~ Policies ~ NAC ~  Visibility ~ Enforcement is disabled on 1 of 2 subsets

When ready, enforcement can be enabled in the Network Map. Enforcement can be delayed a few minutes
when first enabled.

e Goto NAC > Network Map

CGX Access Configuration ~ Policies ~ NAC ~ Visibility ~ Enforcement is disabled on 1 of 2 subnets Welcome admir 20 €I

Network Map
CGX Access m

Default configuration (applied to all subnets) Show Configuration

Subnets
Network Last seen Mode Action
192.168.253.0/24 44 seconds ago Enforce
192.168.74.0/24 44 seconds ago Monitor v Show Configuration

Save Cancel Help

Note: VRRP and HSRP Redundancy

For CGX Access to function properly, it needs to know the MAC/IP of routers/gateways on the
subnet. In case VRRP or HSRP is used, it is required that router's virtual and actual MAC addresses
be configured in the "routerlist” under subnet configuration in "Network Map".

e Goto NAC - Network Map
e Find the desired subnet and click on the “Show Configuration” link
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Configuring Access Policies

CGX Access includes default Access Groups. Customized Access Groups can also be configured. The
defaults are:

oakrwdE

8.

9.

restricted (with redirection to captive portal)

full-access (complete access)

guest-access (default is internet only)

byod-access (full access by default, but can be changed to limit access to internal resources)
consultant (full access by default, but can be changed to limit access to internal resources)
limited (full access by default but can be changed. This access group is recommended for
remediation purposes, but can be used for a variety of use-cases)

Restrict-FB — Provides access to Facebook while restricted to enable Guest Access authentication
using Facebook credentials.

Restrict-Azure - Provides access to Microsoft while restricted to enable BYOD authentication
using MS Azure credentials.

Restrict-Agent — Restricts a device failing an agent audit to remediation resources only

Each access group has a customizable ACL associated with it. Every device joining a protected subnet
will be assigned an access group. Restricted access is the default for new and untrusted devices.

Access Groups are assigned in a two-step process where conditions are first evaluated in the Device
Classification Policy so a role can be assigned. Second, roles are then assigned one of the six access
groups.

o * .
® o
0@ °.

Conditions
‘ese’

Information from profiling, Based on conditions, a Role is set Based on Role, one of the
device registration, flags, etc. by the Device Classification Policy. access groups is assigned.

Device Classification Policies

In CGX Access GUI:

Go to Policies = Device & Role Classification.

CGX Access has a set of preconfigured device classification rules which will address typical
requirements but can be modified to suit unique needs.
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Device Classification Policy

Classify devices based on their characteristics
Add Rule

Conditions
Device is on routerlist
Device is on whitelist

Device is on blacklist

Has any of these flags: APT-Event, FP-mismatched, FW-Event, infected,

Actions taken when conditions are met

Set device role to full-access
Set device role to full-access

Set device role to restricted

Set device role to restricted ® = =
IPS-Event, SIEM-Event
Has any of these flags: AV-off, AV-out-of-date, non-compliant, patch- . .
R v . g ! ! P P Set dewvice role to non-compliant @z =%
failed, patch-pending
Has any of these flags: managed-device, full-access, AV-managed, AD- .
Y ,g 2 . o L2 Set device role to full-access ® = =
managed, networl-infrastructure, router, switch, printer
Failed Agent Audit Set device role to failed-agent-audit ® = =
Passed Agent Audit Set device role to full-access @ =%
Completed Guest or Device Registration X
P g Set device role to BYOD @ & =%
Has any of these flags: byod
Completed Guest or Device Registration .
P g Set device role to consultant @ @
Has any of these flags: consultant
Completed Guest or Device Registration Set device role to guest @ =%
Device 1lst seen less than 10 minutes ago Send Email to Admin i G =

Note: If none of the above conditions are met, a device will be assigned to the Untrusted Role

The classification rules are evaluated top-down. The device role is assigned by the first rule with
matching conditions. Other allowable actions such as sending a notification will be executed by all rules
that have matching conditions.

Rules can be arranged in the desired order by dragging rules up or down in the list as required. If a device
does not match all the conditions in any rule, then the device will be assigned the Untrusted Role which is
restricted by default.

Individual rules can be enabled or disabled with a click of a button. Disabled rules will not be evaluated.
Set device role to guest @l x
Send Email to Admin i E =%

If changes are made, click the “Activate” button for the changes to take effect.

Completed Guest or Device Registration

Device 1st seen less than 10 minutes ago

Roles & Access Policy
In CGX Access GUI:
e (o to Policies = Roles & Access

CGX Access has a set of preconfigured Roles & Access policies which will address typical customer
requirements but can be modified as necessary.
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Roles & Access Policy

Assign access group to devices based on roles, time and location

New Rule

restricted role:

restricted during anytime from anywhere
full-access role:

full-access during anytime from anywhere
untrusted role:

restricted during anytime from anywhere
guest role:

guest-access during anytime from anywhere i

BYOD role: »®
byod-access during anytime from anywhere

consultant role: x
consultant during anytime from anywhere

non-compliant role: ®
limited during anytime from anywhere

failed-agent-audit role: x

restrict-agent during anytime from anywhere

In the default Roles & Access policies above, notice how both restricted role and untrusted role would be
assigned the restricted access group. For management and reporting purposes, it can sometimes be
helpful to setup up multiple roles even if these different roles get the same access group.

It is also possible to set time and locations when access groups would be assigned. One example of how
this would be helpful is with guest access. It is possible to configure the guest role to only be assigned
during office hours and from approved locations. Time and locations must be first be defined to use this
feature. To define time and locations go to Policies - Time/Location/List

ﬂ =
If changes are made, click the “Activate” button for the changes to take effect.
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Access Control Lists

Each of the access groups has a customizable ACL that is associated with it.
In CGX Access GUI:

e GotoNAC > ACLs

NAC ACL Policy

Rules to enforce NAC access groups

MNew Rule

Access Group restricted

Access Group full-access
has complete access

Access Group guest-access
Access Group byod-access
has complete access
Access Group consultant

has complete access

Access Group limited
Access Group restrict-FaceB
Access Group restrict-Azure

Access Group restrict-agent

To make changes to any of the ACLs, click on the access group you would like to change, and edit the
ACL in the dialog box.

Edit Action ®

Configure NAC rules for access group

Access group restricted
Condition Apply ACL ~

ACLrules  ALLOW WHEN PROTO=="UDP' AND PORT==67
ALLOW WHEN PROTO=="TCP' AND PORT==67
ALLOW WHEN PROTO=="TCP' AND PORT==11698
DNSREDIRECT(CaptivePortal)
DENY WHEN TRUE

Save Cancel Help

The above restricted ACL allows DHCP traffic and NAC agent traffic on TCP port 11698. It will
automatically redirect DNS traffic to the CGX Access landing page. All other traffic is denied.
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ACL Examples

1) ALLOW WHEN TRUE or ALLOWALL
Allows all the traffic.

2) DENY WHEN TRUE or DENYALL
Blocks all the traffic.

3) ALLOW WHEN PROTO==TCP' AND PORT==80
Allows HTTP traffic to flow.

4) ALLOW WHEN PROTO=="TCP' AND PORT==11698
Allows NAC agent (TCP 11698) traffic to flow

5) ALLOW WHEN (PROTO=="TCP') AND PORT==80 AND ADDR=="192.168.100.200'
Allows HTTP traffic to the 192.168.100.200 IP Address.

6) ALLOW WHEN (PROTO=="UDP' OR PROTO=="TCP') AND PORT==21 AND
ADDR=="192.168.0.0/24"'
Allows FTP traffic to the 192.168.0.0/24 subnet.

7) HTTPREDIRECT http://company.com WHEN PROTO=="TCP' AND (PORT==80 OR PORT==443)
Redirects all the HTTP traffic to 'http://company.com' URL.

8) HTTPREDIRECT (CaptivePortal)
The above is a special truncated syntax for HTTPREDIRECT rule which supports CGX landing pages
automatically. This redirection URL will automatically use the CGX Access Captive Portal IP.

8) DNSREDIRECT (CaptivePortal)
The above is a special truncated syntax for DNSREDIRECT rule which supports CGX landing pages
automatically. DNS-reply packets be modified to automatically use the CGX Access Captive Portal IP.

9) ALLOWSITE("facebook.com™)
This command allows both DNS replies and traffic to the Facebook site. It should be placed above the
DNSREDIRECT rule

10) ALLOWSUBSITE("facebook.com™)
This command allows both DNS replies and traffic to the Facebook site and its subdomains. It should be
placed above the DNSREDIRECT rule

11) DNSREPLACE(CaptivePortal)
This command is useful for environments without DNS servers. Will reply to DNS requests with the CGX
Access Captive Portal IP.

12) ALLOW WHEN (PROTO=="TCP' OR PROTO=="UDP') AND LOCALPORT==3389
Allows RDP (mstsc) access on restricted endpoint. LOCALPORT is used to specify port on restricted
device.
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13) ALLOW WHEN PROTO=="TCP' AND LOCALPORT==3389 AND
LOCALADDR=="192.168.10.20'
Allows Remote desktop to only one restricted endpoint 192.168.10.20 from all other protected end points

14) ALLOW WHEN PROTO=="TCP' AND LOCALPORT==3389 AND
REMOTEADDR=="192.168.10.0/24'
Allow Remote desktop to restricted devices from subnet 192.168.10.0/24

15) ALLOW WHEN PROTO=="TCP' AND (PORT==20 OR PORT==21) AND ADDR=="10.20.0.5'
Allow FTP from restricted devices to FTP server 10.20.0.5

ACL Syntax

Each ACL rule has the following syntax:
<ACTION> WHEN <CONDITION>
<ACTION> can be one of the followings:

e ALLOW
Means the packet will be allowed to pass if <CONDITION> matches

o DENY
Means the packet will be blocked if <CONDITION> matches

e HTTPREDIRECT <url>
Means the packet will be modified with HTTP <url> redirection content inserted when
<CONDITION> matches

« DNSREDIRECT <IP-address>
Means the DNS-reply packet be modified with <IP-address> if <CONDITION> matches

e DNSALLOW
Means the DNS-reply packet will be allowed to pass if <CONDITION> matches

<CONDITION> is a <SIMPLE-CONDITION>
or any combination of <SIMPLE-CONDITION> using parenthesis and AND|OR OPERATORs.

<SIMPLE-CONDITION> can be one of the followings:

o ETHTYPE <OPERATOR> <type>
Check for packet Ethernet type, <type> can be one of these strings: IP, ARP

e DIRECTION <OPERATOR> <direction>
Check for packet direction, <direction> can be one of these strings: IN, OUT
Packets can be captured in both directions:
IN direction means the packet flows from the protected to the rogue
OUT direction means the packet flows from the rogue to the protected
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PROTO <OPERATOR> <proto>
Check for IP protocol type. <proto> can be one of these strings: ICMP, TCP, UDP, IGMP

LOCALPORT <OPERATOR> <no>
Check for TCP/UDP port against the number <no> in the case of IP/TCP/UDP packet.
This is always the port on restricted device.

REMOTEPORT <OPERATOR> <no>
Check for TCP/UDP port against the number <no> in the case of IP/TCP/UDP packet.
This is the destination port for outgoing packet and source port for incoming packet.

PORT <OPERATOR> <no>
Check for TCP/UDP port against the number <no> in the case of IP/TCP/UDP packet.
This is the destination port for outgoing packet and source port for incoming packet.

LOCALADDR <OPERATOR> <addr_or_subnet>
Check for IPv4 address or subnet against string <addr_or_subnet>.
This is always the IP address of restricted device(s).

REMOTEADDR <OPERATOR> <addr_or_subnet>
Check for IPv4 address or subnet against string <addr_or_subnet>.

This is the destination IP address for outgoing packet and source IP address for incoming packet

ADDR <OPERATOR> <addr_or_subnet>
The same as REMOTEADDR

HOSTNAME <OPERATOR2> <site_name>
Check if DNS hostname inside DNS-reply packet matches <site_name>

TRUE
This condition is always true

FALSE
This condition is always false

<OPERATOR> can be ==, I=for strings and ==, !=, >, <, <=, >= for numbers.

Also, ! prefix-OPERATOR can be used to negate the [SIMPLE-CONDITION], like this:

I(PROTO=="TCP')

<addr_or_subnet> can contain IP-address range, like '192.168.0.1-192.168.0.100'
All strings should be quoted using single-quotes: ‘example’
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Flagging Devices and Whitelisting

In NAC deployments, it is a common requirement to grant access (whitelist) specific devices that are not
normally registered by end-users. Typical examples include printers, network infrastructure, VolP phones
and other types of devices.

An easy way to grant access is by using the concept of Flagging. The CGX Access solution supports the
ability for administrators to create and set flags on specific devices. Then using device classification
policies, devices with specific flags can be granted full-access, blacklisted or assigned some other access.
By default, devices with any of these flags: network-infrastructure, router, switch, AD-Managed, AV-

Managed, managed-device, full-access, and printer, will automatically be granted full-access. This list
can be modified to address unique requirements.

Device Classification Policy

Classify devices based on their characteristics

Add Byle
Conditions Actions taken when conditions: are met
Device is on rouberlest Set device role to full-access
Dewice 15 on whitehst Set dewice raole to full-access
Dewvice is on blackhst Set device role to restricted

Has any of these flags: APT-Event, FP-mismatched, FW-Event, infected,

) . Sat device role to restricted @ B %
[F5-Event, SIEM-Eveant
Has any of these Aags: AV-off, AV-out-of-date, non-compliant, patch-
N ¥ ) e A e ' - Sat devics role to non-compliant @ & =
failed, patch-pending
Has any of these flags: managed-device, full-access, AV-managed, AD- :
cd : ) B R - ~ = Sat device role to full-access @ & =%
managed, nebwork-infrastructure, router, switch, printer
Failed Agent Audit Sat device role to failed-agent-auwdit 2 x
Passed Agent Awdit Set device role to full-access 2 B %
Complated Guest or Device Registraton
N v Sat device role to BYOD 2 = =
Has any of these flags: byod
Completed Guest or Device Registration
- 5 Sat device role to consultant e E =
Has any of these flags: consultant
Completed Guest or Device Registration Sat device role o guest @ B %X
Device 1st seen less than 10 minutes ago Send Email to Admin - & x

Hote: if none of the above condiions are mat, a device will be assignad to the Untrusted Rola

CGX Access automates the process of flagging. The CGX Access solution will automatically flag a
device based on the results of device profiling. If CGX detects that a device is a printer, it will flag the
device as a printer. If using the default Device Classification Policy, the printer would then be granted
full-access. The same is true for network infrastructure like switches and routers.

Flags
CGX Access supports two types of flags, User Defined Flags and Reserved Flags. User Defined Flags can

be created and changed as required. The Reserved Flags are set automatically by the CGX Access device
profiling system and cannot be deleted.
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» Go to Configuration = General Settings - Click on “Names Used by Policies”:

Edit Setting

Names Used by Policies

Note: All strings are case sensitive

full-access
restricted
byod-access
guest-access
consultant
limited

Device Flags

User Defined Flags consultant

Reserved Flags

printer

webserver

switch

router
network-infrastructure

byod v
virtual

Save | Cancel | Help

These two types of flags can be leveraged to address many unique requirements. For example, if printers
need to be physically checked before access is granted. Then a policy can be set to send an alert to the
administrator when a device was automatically flagged as a printer shows up on the network. Once the
printer has been inspected, the administrator can then assign a User Defined Flag, i.e., approved-printer,

which would allow it access to the network.

Setting Flags

Flags can be manually assigned to devices via the Device Manager.

e Go to Visibility - Device Manager

If the list of devices is long, show the Report Filters at the top of the screen to narrow down the

results.

Setting the flags manually can be done for one or more devices in a few steps.

e 1. Select the device(s) where a flag is desired
e 2. Select the action - Add flag to selected device(s) = Select Flag

e 3. Click Apply to selected devices
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Device Manager

All Unique Devices Identified by CGX Access Back Refresh Export Help
I Set flag v | v Apply to selecied devices |
Total # of devices: 8
—
Flags Access
pMAC Hostname 0s o IP Address Last Seen Grant Access
/ Lists Status
p00C:20:45:702E  MANAGEDO1 [Windows 7 Professional wirtusl AD-managed @ @ B
Aople IOS 9/10 or newer Q
©
Bevice(iPod, iPhone or iPad ®
Méncows 10 Pro 18200 ® Q e
e e ©
o e © -
lApole ICS /10 or newer
Windows XP [ ] c o]
3350 FOBFACAT BRWISSCFOIFACIT fulsccess Brother Frinter ® Q 5

Whitelisting \ Blacklisting

CGX Access also supports adding a device(s) to a manual whitelist or blacklist. The examples below will
assume whitelisting, but blacklisting works the same way.

In the Network Map, devices can be added by MAC Address or IP Address to the global whitelist or to a
whitelist specific to a subnet. If entered into the Default Configuration, the whitelisting would be
configured for all subnets. When adding devices to the Default Configuration, it’s best to use MAC
addresses, so it can be relevant to all subnets.

e Goto NAC - Network Map - Show Configuration

Network Map
CGX Access

Default configuration (applied to all subnets) Hide Configuration

Routerlist Whitelist Blacklist

5 5 .5

The Network Map can also be used to configure IP addresses or MAC addresses that should only be
whitelisted on specific subnets.

e Goto NAC - Network Map
¢ Find the desired subnet and click on the “Show Configuration” link

Easy NAC: CGX Access Guide 39



Subnets

Network Last seen Mode Action

192.168.253.0/24 18 seconds ago Enforce v | Show Configuration |

Once the “Show Configuration” link has been clicked, the view will expand to show the Whitelist
box specific to this subnet. Both IP Addresses and MAC Addresses can be added.

Network Last seen Mode Action
192.168.253.0/24 18 seconds ago Enforce v Hide Configuration
Routerlist Whitelist Blacklist
P P P

Adding Devices to the Whitelist or Blacklist

For quick additions to the Whitelist or Blacklist you can click the ON | OFF controls in the Device
Manager. ON is the technical equivalent of being on the Whitelist, while OFF is the equivalent of being
on the Blacklist. Auto means access is set automatically following the policies defined under Device and
Role Classification.

e

When adding multiple devices to the whitelist it can be convenient to add devices via the Device
Manager.

e 1. Select the device(s) to be whitelisted
e 2. Select the action - Add to list > Select whitelist
e 3. Click Apply to selected devices
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Device Manager

All Unique Devices Identified by CGX Access Back Refresh Export Help
R a——
Total # of devices: 8 blackiist
pMAC Hostname 2::;’ Roles Location OS r:::s IP Address Last Seen :;:? Grant Access
) ANAGED o S vintusl AD-mansged < ® ° ]
v 40 an-Wstch estricte 1% @ G 5]
QFUFAC RWISEFOIFA sccess printer webserver 19218325352 @ g "
v D o 1% @ G ©
v 55:C JONATHAN-TH estricte: 192.188.74.1 @ ° ®
C. H TKSH hacoess (- 1 () ° o}
9:03:7E: l-acce: 5 19 [} c ]
AA  SA E restrictas ws XP us! 1 @ ° (5]

Note: Devices that are in the whitelist will be shown as ON. Devices in the blacklist will be shown as
OFF. Their respective list will also be shown in the Flags / Lists column.

Anti-spoofing Protection

When using MAC-based authentication on the network, MAC address spoofing can be a concern, as it is
easy to change a MAC address. CGX Access provides a fingerprint feature to protect against MAC
address spoofing. All devices on the network are profiled for their MAC address, IP, Operating System,
and Hostname). This information can then be used to set a unique fingerprint for the device. Once a
fingerprint has been set, the device(s) will be protected from spoofing. For example, a printer can include
the host name and printer as its OS type. If a Windows, Apple or Linux device tries to spoof its MAC
address, the spoof would be detected, and the device can be restricted.

Setting Fingerprints
Fingerprints can be set using the Device Manager
e 1. Select the device or devices where a fingerprint is desired

e 2. Select the action - Set Fingerprint
e 3. Click Apply to selected devices
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Device Manager

All Unique Devices Identified by CGX Access Back Refresh Export Help

updated st Sun Jan 14 2018 20:54:28
Show Report Filter

3

v Apply to selected devices

R ol Devices PorPage 10 Page 1of 1. First <<[1]>> Last

manually Access Flags Access

network-infrastructure

Roles Location OS IP Address Last Seen Grant Access
Clear manually set OS 2 Group / Lists Status
Scan dauic Ay ) R = i 2018-01-14
I — | fubaccess Windows 7 Professions! virtusl AD-mansges 10218825384 20007 ) (s} 8
: Appie 10S @/10 or newer 20180114 @
xch restricted  untrusted 102.188.253.51 e
. device(iPod, iPhone or iPad| 185101
1 saac.scar B o Apa Fui- SR 2018-01-14
¥ PSSRFeLFACIT BRWISSIFUSFACIT ful-access Brother Printer printer webserver 192.188.253 53 St ®
sccess 10:2¢:08
A S @/10 or new 2013-01-14
k0$aADAAZ22 Jonsthaniphone restricted  untusted /ppa 105 GHO or naiwer w2ies2sase  0ie0 @ ®
device(iPod, iPhone or iPad 201755
o 2 TLANLT] ar = > 2018-01-14
PO-50:55.CO.00:08 JONATHAN-THINK  restricted  untrusted Windows 10 Pro 16209 webserver virtual 182.188.74.1 17 ®

DO0C20:4C2C:B1 WIN-EHIKPKITKSH full-access 192 53.100 . o, [}
webserver virtual 20:54
network-nfrastructure 2013-01-14
¥ KO25E0:03:.7ES0 full-sccess Linux26.23-26.38 102.168.253254 B
wetsever 20:54:07
~ 2018-01-14
20.51.DB:AA  SALES-MIKE restricted  untrusted Windows XP wrtusl 102 188.253 52 ]

205407

e 4. Confirm details to be included in the fingerprint > Save

Set device's fingerprint x

Check all the fields to be included in the fingerprint

¢ |MAC Address
IP Address

v
oS Windows Server 2008 v

¢ |Hostname -
Windows

Windows Server 2008

|Cancel| |Save

4

Devices with set fingerprints will have a blue fingerprint icon displayed in the Device manager. Clicking
on the fingerprint will show the information include in its unique fingerprint.

Access Flags Access
MA Hi Ri 5 P
C ostname Group oles Location OS { Lists Address Last Seen Status Grant Access
full-
00CC29:48.70:2E  MANAGEDD1 full-access P Windows 7 Professional virtusl AD-managed 192138252 54 [} @ ®
CO25ER03.7E:S0 fulaccess Linux26.23-25.38 networkinfrasiructre. | ygprisssss s, 201801 = a0 .
BCCESS webserver
7F-O0CAECT \ Apple [0S 910 or newer || Fingerprint Detail x
40:4D7F-0C1ECT  Jonathan-Waich restricted device(Pod, iPY ociPsd 19 [°]
vice( 1Prone o i
+ 0S5 : win2008 .
full-access ;.. Brother Printer printer webserver 195 +1P: 192.168.252.100 % B8
coess ‘
. T + MAC : 00:0C:25:4C:8C:B1
4098AD:ATAS32 Jonathan-phone restricted  untrusted ottt 19 + HOSTNAME : WIN-EHSKPK2TKSH [}
device(Pod, iPhone or iPad]
00:50:53:CO-00:08 JONATHAN-THINK  restricted Windows 10 Pro 16200 webserver virtug’ 190 ®
i L & r 2008 R2 twork-nfrast
000C:20:4CBCB1 WIN-EHOKPKZTKSH full-sccess s e < St AT [Changel [Delete] [Close
scoess Enterprise 7801 Service Pack 1 webserver virtug! 4
A0 e = 2018-01-14
000C:20:51:.D8:AA SALES-MIKE restricted  untrusted Windows XP virtusl 21-08:35 . =]
LRt

Tip: The gray fingerprint icon can be clicked to set quickly set a fingerprint.
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MAC Spoofing Detection

Once a fingerprint has been set, any changes in the fingerprint details will causes a mismatch and actions
can be taken. In the example below, a Windows XP device had spoofed the MAC address of the printer.
Since the Operating System and the host name didn’t match the fingerprint. The fingerprint icon was
changed to red and device was assigned a FP- mismatched flag so actions can be taken.

Access Access

MAC Hostname Roles IP Address Last Seen Grant Access
Group Status
o amamay TV full- i 200 14
COACECET Lo orey, Mboccess ¢ 253 : ® Q 158
¥ 3BLUFUEFACIT |Ssleshike restricted @ Fingerprint Detail x @
-access rioal AD-maneged > + OS : others -

| + MAC : 38:59:F9:6F:AC:37

+ HOSTNAME : BRW3859FS6FAC37
Mismatched valu

ul + OS : windows,w
CO25:E0:03:.7E:B0 ful-access R Linux26.23-2638 e Nl 1821881 <+ HOSTNAME

Change| Delete Close

Using Policies > Device & Role Classification rules, actions can be taken when a FP-mismatched is
detected. The policy below shows the device will be assigned a restricted role and alerts will be sent to the
network administrators.

Device Classification Policy

Classify devices based on their characteristics

Add Rule
Condstions Actions taken when conditions are met
Device is on routeriist Set device role to full-access
Device is on whitelist Set device role to full-access
Device 15 on blackhist Set dewvice role to restricted
Set device role to High-Risk
Has any of these flags: FP-mismatched . A @ & =%
Send Email and SMS to Second Admin2, Admin
Has any of these flags: SIEM-Event, IPS-Event, infected, FW-Event, FP-
: % N Set device role to restricted @ @ x
mismatched, APT-Event
Has any of these flags: patch-pending, patch-failed, non-compliant, AV-
i 22 e ¢ Set device role to non-compliant @  x
out-of-date, AV-off
Has any of these flags: printer, switch, router, network-infrastructure, -
il R Set device role to full-access @ @ x

AD-managed, AV-managed, full-access, managed-davice

Tip: The Fingerprint feature can be used in static IP environments to lock the IP\ MAC combinations to
quickly detect and alleviate IP conflicts.

Rogue DHCP Server Detection

With personal Wi-Fi routers and misconfigured virtual machines, it is not uncommon for rogue DHCP
servers to show up on the network. CGX Access can be configured to detect rogue DHCP servers, so
they can be quickly identified and removed from the network.
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e Go to Configuration > General Settings.
e Click on Servers:

Edit Setting x
Active Directory Server RADIUS Server DHCP Servers Mail Server SMS Gateway

DHCP Servers

o
(X
=
i
I
L
el
(=

# Detect rogue DHCP servers

Save | Cancel || Help

e Under DHCP Servers, input the IP addresses of all the authorized DHCP servers on the network.
e Select “Detect rogue DHCP servers”

Note: Any DHCP server not on the authorized IP list will be flagged as DHCP-rogue.
Using Policies & Device & Role Classification rules, actions can be taken when DHCP-rogue is

detected. The policy below shows the device will be assigned a restricted role and alerts will be sent to
the network administrators.

Device Classification Policy

Classify devices based on their characteristics

Add Rule
Conditions Actions taken when conditions are met
Device 15 on routerisst Set device role to full-access
Device is on whitelist Set device role to full-access
Device is on blackiist Set device role to restricted
2 Set device role to restricted A
Has any of these flags: DHCP-rogue @ c’J x
[ = Send Email and SMS to Second Admin2, Admin
Has any of these flags: SIEM-Event, IPS-Event, infected, FW-Event, FP-
4 Set device role to restricted @ & =
musmatched, APT-Event
Has any of these flags: patch-pending, patch-faded, non-comphant, AvV-
= Set device role to non-compliant @ ¢ =%
out-of-date, AV-off
Has any of these flags: printer, switch, router, network-infrastructure, _
4 g Set device role to full-access ©@ C x

AD-managed, AV-managed, full-access, managed-device
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Time \ Location \ List Policies

It can be useful to use time, location or lists of IP addresses to help determine what access should be
granted. For example, the default settings will allow guests to access the internet at any time, and from

any part of the network. If we wanted to limit where and when they can access the internet, we can use
the Location and Time Policies.

Location Policy

Option 1: Location names can be set by adapter or VLAN under Configuration - Appliance settings

Configure Networking:

Adapters IP / Netmask

Gateway Metric VLAN ID Location Configuration State WVLAN
Adaplart 1 - 152.168.293.220/255.253.235.0 152,168.253.254 100 - Managed Ip 0 +
Adaptans T . 192.168.20.220/255.255.255.0 152.168.20.1 SwmiciP ¥ +
Adapt #3
MAC 50 s 25 22:63:84 ot v ¥

Option 2: Define location names by IP range.

 Go to Policies > Time/Location/List and click on Location-policy.

Edit Action *®

Set Device's Location

Location name Guest WiFi

Device's IP within 192.168.254.1-192.168.254
theze ranges 254
One per line
(e.g. 192.168.39.1 -
192.168.39.255)

Location definitions can be based on IP addresses. Once the Location name has been saved, it can
now be added as a condition for Guest Access in the Device & Role Classification Policy.

e (o to Policies = Device & Role Classifications

Device Classification Policy

Classify dewvices based on their charactenistics
Add Rule

Condiions Actions taken when conditions are met
Device is on routerlist Set device role to full-access
Device is on whitelist Set device role to full-access
Dewvice is on blacklist Set device role to restnicted
[:-:-mp:e*te::l Guest or Device Registration ] N
Set device

Device location matches any of Gueast WiFi

role to guest @ & 4

The above Device Classification Policy now has two conditions for guest access to be granted. If we
wanted to limited access to office hours, we could set a third condition based on time.
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Time Policy

e Goto Policies > Time/Location/List and click on Time-policy.

Time definitions can be adjusted, or new ones created. Below is an example of how work hours
might be defined:

Edit Action

Set Time Period

Time period name wiork hours {8-8)

Dzte Requirement Fall within zny of the dates below ¥

Diates (one per ling)

A

a.g. mm/dd, mm/dd/yy, mm/ddfyyyy, mmidd - mm/ddfyy

Time Requirement Fall within any of the hours below ¥

Days of week and M-F B:00-18:00
hours{one per ling)

A

e.g. M-Th 8:00-12:00, 12:00-17:00. In 24-hour format, one per line.
Leave hours empty to indicate 24 hours
'From” day must be earlier than To' day {i.e.F-M not allowed)

| Save || Cancel | | Help |

Once the Time Period name has been saved, it can now be added as a condition in a Device & Roles
Classification Policy.

e Go to Policies = Device & Role Classifications

Device Classification Policy

Classify devices based on their charactenstics
Add Rule

Conditsons Actrons taken when conditions are met

Device is on routerlist Set device role to full-access

Device is on whitelist Set device role to full-access

Device 15 on blackhst
[Cornpleted Guest or Device Registration

Device location matches any of Guest WiFi Sat device role to guest
During work hours (3-6)

Set dewvice role to restricted

@ &z =

The above Device & Role Classification Policy now has three conditions for guest access to be
granted.
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Device-Lists Policy

Device-Lists Policies provides an easy method to define a list of IP addresses or MAC addresses to help

determine what access should be granted. It is commonly used to define a group of IP address that needs
to be whitelisted.

e Go to Policies = Time/Location/List and click on Device-lists.

Device Lists can be adjusted, or new ones created. Below is an example of how to create a device list for
a server farm using IP addresses:

Create New Action x

Define IP Address List Define IP Address List
Define MAC Address List

List name Server Farm ]

1P addresses or 10.0.0.100-10.0.0.150
ranges 10.0.0.200-10.0.0.250

e.g. 10.0.0.1, 10.0.0.1-10.0.0.255

Save | Cancel | Help

Once the Device-List has been saved, it can now be added as a condition in a Device & Role
Classification Policy.

e (o to Policies = Device & Role Classifications

Device Classification Policy

Classifty devices based on their characteristics

Add Rule

Conditions Actions taken when conditions are met
Daevica is on routerlist Sat device role to full-access
Davice is on whitelist Sat device rola to full-access

Devige is on blacklist Set device role to restricted

[Dew{e is @n Server Farm Sat device role to full-access l @& & x

The above Device & Role Classification Policy will assign the Server Farm to have full-access.
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Configuring Guest Access

CGX Access supports multiple login methods for guest registration. Typical options include self-service
registration, sponsor registration, or self-service registration with sponsor approval. Registration with
Facebook credentials is also supported. CGX Access can support all these methods simultaneous, so
different registration processes can be used for different use cases. Guest Access is a standard feature that
is enabled by default, but a few steps are recommended to customize or enhance the guest experience.

Customize Captive Portal

e Go to Configuration = General Settings and click on “Site Information™:

Adjust the Company Title, Welcome Page Title, and any other details desired.

Edit Setting ®

Site Information
General

Company Title MyCompany
Copyright MyCompany. Copyright &copy; 2020. All Rights Reserved.

Session life time 86400
(seconds)

Texts on Landing Pages

Welcome Page Title Welcome to the MyCompany netwaork!

Welcome Page | You have reached this portal because your device needs to be
Message | registered as a guest or employee device.

Additional Message

Remediation Portal | You have reached this page because your device is non-compliant. For
Message | assistance please contact the helpdesk.

Guest Device Link Guest Access
Caption

Save Cancel Help

Customize Guest Portal

Go to Configuration - General Settings and click on “Guest Registration”:

o Edit the title and message boxes as desired.
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o Enable or disable terms and conditions
o Set the number of days to keep guest history details

Edit Setting

Guest Registration

Login Page Title

Login Page Message

Sponsor Page Title

Miscellaneous

# days to keep
the guest history

Guest Login

Self-service Guest
Template

Show Terms of Use

Welcome to Guest Reaqistration!

You have reached this portal because your device needs to be
validated for guest access.

Guest Management System
[] Get Guest's IP from the client side and proxy headers

30

Allow guest login by access code

Allow guest login by credential

[T Allow requesting guest access from sponsor
Allow self-service guest registration

1 day guest w

[J Allow guest login with Facebook

Save Cancel

e Scroll down to enable your organizations preferred login methods

Edit Setting

the guest history

Guest Login

Self-service Guest
Template

Allow guest login by access code

Allow guest login by credential

[ Allow requesting guest access from sponsor
Allow self-service guest registration

1 day guest w

[ allow guest login with Facebook

Help
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Allow guest login by access code — Enabled by default, this option allows for a guest to use a
sponsor-provided access code to self-register a guest account. Based on Guest Templates, different
access codes can require different registration information or grant different access to the guest \
consultant. Approval can also be required after the guest registers.

Guest Login

Access Code:

Allow guest login by credential — Enabled by default, this option allows for a guest to use their
guest credentials to login. Guest Credentials can be created and provided by a sponsor or created by
the guest as part of an earlier self-registration process.

Guest Login

Username:

Password:

Forgot Your Password?

Allow self-service guest registration — Enabled by default, this option allows a guest to provide
their contact information required and get immediate guest access without requiring an access code.
Based on the guest template used, approval can be required, and the information they must provide
can be customized. It also possible to provide the guest with an option on how long their registration
should be active.
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Guest Login

() Ihave an access code.
O | have guest login credentials.

@ Register for Guest Access.

Full Name * :

Email Address * :

Cell Phone = :

Company * :

Expire after:

Request Access

Allow requesting guest access from sponsor — Disabled by default. If enabled, this option allows a
guest to provide their sponsor’s e-mail address. Sponsor will be notified, and if sponsor approves, an
access code will be sent to the guest, via e-mail or SMS.

Guest Login

() Ihave an access code.
O | have guest login credentials.
@ Request access code or credential

O Register for Guest Access.

Your name:

Your Sponsor's email:

Receive credential by:
Email @ smg O

Your Email:

Send Request

Allow guest login with Facebook — Disabled by default. If enabled, a Facebook login button will be
disabled on the captive portal. The guest can then use their Facebook credentials to authenticate as a
guest.
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?, Guest Login

Please select your login type
® | have an access code.
have guest login credentials.

O Register for Guest Access
f Login with Facebook

Please enter your provided Access Code.

Access Code:

Note: to use this feature, the organization must enable an APP on its Facebook account. Please see
Appendix A for Facebook setup instructions.

Automated Guest Registration — CGX Access supports an optional automated guest account
creation feature. Using syslog, third-party systems can send guest information to the appliance. For
example, when a guest registers at reception, the front desk system can send guest details to CGX
Access, which will create a guest account for the user. Contact InfoExpress or your authorized
partner for more information on this enhanced feature.

Guest Registration Templates

As outlined above, CGX Access supports multiple registration methods to support a variety of guest
registration experiences. To customize these different methods, templates can be used to address unique
registration requirements. For example, some guest templates can require basic guest info and grant
internet access for 1 day. While other templates may require more in-depth information and require
approval before granting 3 days of server access.

A few registration templates are pre-configured on CGX Access. These templates can be modified, and
new templates can be created. The default templates include:

e Consultant Registers Themselves
Consultant register themselves using an access code
Account expiration set for 1 week, with authentication every 12 hours
A consultant flag is assigned, so that the guest would be given consultant access
Approval is not required, but can be enabled
o Limited to 1 device
e 1-day guest — no approval necessary
o Arandom password \ username is created automatically once user inputs their details

O O O O
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o Account is valid for (12-hours)
o No approval is necessary, but can be enabled
o [Facebook Guest Registration

o Used only when user uses Facebook to sign-in for guest access
o Controls the length of time a user is allowed guest access and how often they must re-

authenticate
e Automated Guest Registration

o Used only when the custom Automated Guest Registration Feature has been configured.
This feature allows 3" party servers to send guest accounts details to the CGX Access

appliance.

o Controls the length of time a user is allowed guest access and how often they must re-

authenticate

Customizing Device Registration Templates for Guests

e Go to Configuration - Device Registration Templates - Guest Registration Templates
e Select an existing template or Click “Add template” to create a new one

Add Action

Guest Registration

Employee Device

Registration @® Self-Registration

(O Sponsor Registers Guest

Method Name Description

Username Created Automatically w Username Length

Password Created Automatically ~ Pazsword Length

[] show guest Credentials on registration
Select the information that the guest must enter

[] Guest Name

[ Host's Name

[] Phene Number

Confirm Guest No Approval necessary ~

Code Expires after
(e.g. 12h, 1d, 1w)

Access Code Type Group use ~

Access Code Prefix

[ Allow set access code manually

Re-authentication
after
(e.g. 12h, 1d, 1w)

Account Expires after
(e.g. 12h, 1d, 1w)
[] Sponsor Can Set Account
Expiration
[] Guest Can Set Account
Expiration

Max Devices per 1
Guest

[] Coempany Name
[ E-mail Address

[ Company Address

[JFlag Guest

[JSponsor Can Set Access Code
Expiration

12h

Save Cancel Help
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The above image shows various fields for the guest registration options. Here administrators can adjust
the user experience, required fields, and account validity, etc.

The first step is to decide if the template is for guest Self-Registration or Sponsor Registration. With
Sponsor registration, an approved employee(s) will create the account and pass the details to the visitor.

When a sponsor registers a guest, there is no need for the Access Code concept, so this template has less
options.

i@ Self-Registration () Sponsor Registers Guest

Guest Template options (for Self-Registration)

Method Name — Use a name that would be meaningful for the Sponsors who may use it

Description — Optional (can be used to provide more details about the template)

Username Created — Decide if the account name is auto generated by the system or the guest

Password Created - Decide if the account name is auto generated by the system, or the guest

Show guest Credentials on registration — After a guest completes the registration process their browser
will show a successful web page. If selected, this checkbox with remind or inform the user of their
credentials on this success page.

Select the information that the guest must enter — Select the boxes that the guests are shown during the
registration process. Additional custom fields can be added under Configuration - General Settings -

Registration Fields.

Confirm Guest — This dropdown box allows you to configure an additional verification check.

Confirm Guest | No Approval necessary v

No Approval necessary

Approval Required By Sponsor
Send Access code by Email

Send Access code by SMS

Approval Required by Sponsor — With this option a sponsor e-mail is configured in the template. This
sponsor will receive an e-mail when a guest registers using this template. The Sponsor can 1-click a link
in the e-mail to approve the guest. If outside the office, the sponsor can also reply to the e-mail with a
keyword, like (approve, accept, OK, etc.) to also approve the guest. (e-mail approval requires the e-mail
orchestration feature to be enabled.

Send Access code by Email — When using this method, the e-mail provided by the guest during
registration will be sent a code, that must be typed into the guest portal to complete the registration
process. Note: the guest will need access to his e-mail account.
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Send Access code by SMS — When using this method, the phone number provided by the guest during
registration will be sent a code, that must be typed into the guest portal to complete the registration
process. Note: an SMS gateway must be configured to use this feature.

Flag Guest — When checked, a Flag can be selected and assigned to the guest’s device. This flag is useful
for assigning a specific type of access to this guest. For example, if assigned a consultant flag, they will

be assigned consultant access. For more details on flags, see the section titled Flagging Devices and
Whitelisting.

Access Code Type — Access codes are useful when using different templates for different types of guests.
This setting allows you to configure if the access codes created can be used more than once (Group use)
or one-time only. Group use can be more convenient, while one-time use offers more security for when
access is being provided to sensitive resources.

Code Expires after — This setting allows you to configure how long an Access code, once created, will
still be valid. For Group use codes, you may want to change them on a regular basis. You can provide a
default value, but also choose to let sponsors change this value, when the Access code is first generated.

Access Code Prefix — By default, access codes are randomly generated, with a prefix that can be used to
help you remember what the code is for. For example, if you create a template designed for events, you
may want to use a prefix EV. Then all access codes generated using this template will start with EV. A
simpler approach is to check the box to allow the sponsors to create any code they prefer manually. With
this approach, they can create access code called Dec20-event. This would be easier for both sponsors and
guests to remember.

Account Expires After — Sets the duration of the account once it has been created using this template.
Once the account expires, the guest will need to complete the registration process again, if necessary.
Using the checkboxes provided, the administrator can choose to allow sponsors or guests to adjust the
length of time their account should last.

Max Devices per Guest — Sets the max number of devices that a guest can use with their account.
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Setting up Sponsors

CGX Access can query the Active Directory server to validate permissions for sponsors to access the
management Ul. Approved sponsors would only be given access to guest management functionality.

Using the "Active Directory Users and Computers” MMC:
e Add the group “GRM-Sponsor”

Note: upper/lower case is significant when creating AD groups.

E_ server Manager

i Fie Action View Favorites Window Help
Ll Al el =N AERERERN 7)o
S Server Manager (WIN-EHIKPKZTKSH) Users 41 ochjects [Filter Activated]
= :‘:;-‘ Roles T = m—— | n
g Active Directory Certificate Services Sme 1pe cseiption
= E7 Active Directory Domain Services 5 con_sap User
5 7 Active Directory Users and Computers [ WIN-EHSKPKITKSH .!RDenled RODC Password ... Security Group ... Members in this group can...
B 5 iex.demo 2 DHCP Administrators GRM-Sponsor Properties 21l
= Builtin _-‘E‘DHCP Users
= Computers E{DnsAdmins General | Members | MemberOfI Managed E)'I
2 Domain Controliers 2, DrsUpdateProxy
~| ForeignSecurityPrincipals SE‘Domain Admins % GRM-Sponsor
| Managed Service Accounts .!EDomain Computers
B ~ Users 2, Domain Controllers
[ Active Directory Sites and Services .!E‘Domain Guests Group name (pre-Windows 2000): IGF!M—Sponsor
DHCP Server 52, Domain Users
i DNS Server 82 Enterprise Admins Description: I
%;k Nﬁetwork Policy and Access Services .!E,Enterpr\se Read-only Do.. .
5 Web Server (II5) aGRM-Spcnsor E-mail I
& Features
= ) 82, Group Policy Creator Ow..
#m Diagnostics 2, Guest —Group scope Group type
= ) £
_jé ;?Dnﬁguraton 2, ME_ADMIN ) Domait lacal % Securty
! rage E =
2, IME_USER & Global " Distribution
?_) InfoExpress " Universal
SE‘RAS and IAS Servers
2 Read-only Domain Contr. . Notes
82, rRD I |
-
?_) rnd01
?_) rnd02
82 5ales =
?_) sales01
]
& sales02 ok | cancel | s |
82, 5ap_Consultant -
.:E‘Sdﬂema Admins Security Group ... Designated administrators...
4 82, 50L5erver20055QLErow. .. Security Group ... Members in the group hav... LI

Once the GRM-Sponsor AD group has been created, staff can be given sponsor rights (by adding their
user-id to the GRM-Sponsor group).

By default, sponsors can sponsor all types of guest accounts. To limit sponsors to only certain guest types
(for example, if the reception staff is only permitted to create daily visitors), please follow these steps:

e (o to Configuration - Device Registration Methods
¢ Verify the types you want the sponsor to be able to administer

e (o to Configuration - Permission Manager and select the GRM-Sponsor Role (or another role
you may have created)

e Select the appropriate Registration Methods the sponsor should be allowed to administer
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Guests/BYOD devices
Access to Device Registration Templates @ Moaccess (O Readonly (O RAW
Allow to Sponsor
Al guesttypes
Consultant Register Themselves
1 day guest

Access to Device Registration Manager @ MNoaccess (O Readonly () RW

Sponsoring Users

Creating a “Consultant Registers Themselves” Access Code

e A user who has either GRM-Sponsor or CGX-Admin permissions can go to Visibility - Guest
Registration Manager. If a user only has sponsor access, they can log in to the main CGX Access
web GUI and will have limited access to the Sponsor Guest pages.

e Choose “Consultant Registers Themselves” from the pick list and click on “Create a
Sponsorship”:

CGX Access

Remote Server

Visibility ~

CGX Access / Reqistration Manager
Sponsor Guest Guest Accounts Report Guest Request

Sponsor a Guest's Access to MyCompany's Network

Select a registration template:

Consultant Register Themselves Create a Sponsorship
Consultant Register Themselves
1 day guest

e Complete the fields as desired and click “Save™:

Visibility ~

CGX Access

Remote Server

CGX Access / Registration Manage:
Sponsor Guest Guest Accounts Report Guest Request

Sponsor a Guest's Access to MyCompany's Network

Period Valid Expire * : +1 weeks
Access Code Expire : 2021-05-31 05:43:35
Authentication Interval * : 43200
Access Code * AVTdays
Back

To create other types of access codes, follow the process outlined above. When additional
information is needed, the web Ul will request them.
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Configuring Device Registration

CGX Access supports device registration and is commonly used to support Bring Your Own Device
(BYOD) initiatives. Employee’s or student devices are checked by validating their credentials against
Active Directory or a Radius database. When a new device joins the network, it will be redirected to the
captive portal. Staff would then be able to register the device, and this registration would be valid for
days, weeks, or months. Several configuration options allow administrators to have access control of the
BYOD devices. Administrative options include:

e Which AD groups are allowed to register BYOD devices
e Quantity of BYOD devices allowed per user (by group)
e Type of BYOD devices allowed

e Network access granted

Customizing the Device Registration portal
e Go to Configuration = General Settings and click on “Employee Device Registration”.

Edit Setting x

Employee Device Registration

Show Terms of Use

Login Page Title Welcome to Employee Device Registration!

Login Page Message You have reached this portal because your device needs to be
validated.

Employee Device Employee Device Registration
Registration Title

Save || Cancel || Help

e Edit the title and message boxes as desired.
e Opt-in or Opt-out to show Terms of Use
e Click on save to accept any changes to the configuration.

Confirm Active Directory settings
To validate AD credentials, the AD server must be configured correctly. To verify settings, use the GUI.

e Go to Configuration - General Settings.
e Click on Servers:
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Edit Setting x

Active Directory Servers RADIUS Server DHCP Servers Mail Server Web Proxy Server

SMS Gateway

| Add new ActiveDirectory server |

Host or IP 152.168.253.100
Account Suffix @iex.demo

LDAP query User RMNDO1
Mame

LDAP query Password | sessssss
Encryption Mone ¥
Group query DN prefix
Query timeout

| Test LDAP connection |

| Save || Cancel || Help |

e Under Active Directory Server, confirm the host or IP address of the AD domain controller and
the Account suffix in the "Account Suffix"” field. The @ symbol should proceed the Account
Suffix.

By default, all domain users with valid credentials will be able to register their BYOD devices. It is
possible to limit which groups can register their devices, and to set different policies for different
groups. The enable granular AD registration, the AD groups must be specified in the CGX Access
server.

e Go to Configuration - General Settings.
e C(Click on “Names Used by Policies™:
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Edit Setting

Names Used by Policies

MNote: All strings are case sensitive

Access Control Lists byod-access
names  consultant

excluded
full-access
guest-access
limited
Restrict-Agent
Restrict-Azure
Restrict-FaceB
restricted

Device Flags

User Defined Flags Approved
CCTV
consultant
107 -
Pending-approval

Active Directory or sales

LDAF User Groups RMDO
VIP
IT-Dept

Reserved Flags AD-managed
app-control-off
APT-Event
arp-scan-ignoring
AV-Config
AV-managed -
AV-off

Save || Cancel | | Help

Add the Active Directory groups that would need to register their devices. Groups that are added will
be shown as a configurable option when customizing Device Registration methods.

Customizing Device Registration Methods

e Go to Configuration - Device Registration Templates = Device Registration Templates

Employee Registers Personal Devices - Employee registers their own device.

Must enter full name, phone #, location
Access expires after 365d

Users must re-login after 365d

Max device(s) allowed for useris 2

Will be flagged as "byod”

MsAzure AD Employes Registration - MsAzure AD Employee Registration

Account expires after 12k
Employes must re-login after 12h

Max device(s) alowed for employee is 1

There are two default templates for employee device registration, one for customers use cloud based MS
Azure AD, and another traditional AD servers. To make changes to a typical registration...

e Click on the “Employee Registers Personal Device” registration type:
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The above defines various parameters that can be customized for the device registration method. The
default method is configured to apply to all users with valid credentials.

Additional device registration methods can be created for different AD groups to have different

Edit Action
Employee Device Registration

Select the groups that this template is applicable to

All user groups ~

Selact the information that the user must enter during registration

[#]Full Name
Organization
|:|E-rnai| Address
[#]Phane Number

DDepartrnent Flag
[JAddress byod “
Location

Access Expires after (e.g. 12h, 1d, 1w)

365d

User Must Re-login after (2.g. 60m, 12h, 2d)

30d

Max Device(s) Allowed for User

k]

Save

Cancel

Help

parameters. This can be useful in situations where different length of access, device quantity allowed, or

different information needs to be gathered on the user.

To modify:

Note: When you have multiple Device Registration Methods, they are evaluated in order from top

Change the top pulldown box to 'Any of the groups checked'
Select the AD groups that the template will be applied to:

Edit Action
Employee Device Registration

Select the groups that this template is applicable to

Any of the groups checked r
["all user groups |
Any of the groups checked
# sales
RND
VIP
IT-Dept

Change the parameters for information gathered, access expiration, etc.

Click 'Save' and Activate changes.

down. Methods can be re-arranged by dragging and dropping them in order they should be evaluated.
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User Experience

When a user is connected to the network, the browser will be redirected to a page like this:

MyCompany

Network Access Control

Welcome to the MyCompany networkl

You have reached this portal because your device needs to be registered as a guest or employee device.

g Employee Device Registration

3 Guest Access

Users can click on the Employee Device Registration link to be presented with a login screen similar to
this:

MyCompany

Network Access Control

Welcome to Employee Device Registration!

You have reached this portal because your device needs to be validated.

g Device Self-Registration Login

Please enter your Active Directory (employee) credentials

Username

Password

At this point, the employee will enter their AD credentials. Depending on the configuration they may be
prompted to complete an information form such as Full Name, Organization, Location, etc. After
completion the appropriate access will be assigned.

This device will be remembered by the system based on the timeout specified in the device registration
template. The user will not be asked for credentials until the device ages out of the database or the timer
for login requests has expired.
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Integration: Anti-Virus \ Endpoint Management

CGX Access supports integration with enterprise AV and endpoint management vendors. By leveraging

the integration at the management server, CGX Access can enforce compliance with security policies,

without the use of agents. Devices out-of-compliance can be restricted, and an administrator(s) alerted.

Supported Solutions:

Sophos Enterprise Console - 5.x +

Sophos Central (cloud)

Symantec Endpoint Protection Manager - 12.x and 14.x
Symantec Endpoint Protection Cloud

McAfee ePO - 5.x +

Trend Micro OfficeScan - XG+

Trend Micro Apex Central (cloud)

Kaspersky Antivirus - 10.x+

ESET Antivirus - 6.5+

Microsoft SCCM \ WSUS — 4.x +

Microsoft Intune

Microsoft Windows Management Instrumentation (WMI)
IBM BigFix - 9.x +

Kasaya VSA

Managed Engine Patch Manager

Moscii StarCat 2013 and StarCat 10

Carbon Black Cb Response — 6.x +

InfoExpress CyberGatekeeper 9.x +
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Sophos Integration

Easy NAC support integration with the on-premise Enterprise Console or the Sophos Central cloud
version. Either option can be enabled individually or together to support a migration to the cloud.

Configuring Enterprise Console:

e InCGX Access GUI go to Configuration - Integration
o Select Sophos
o Check “Enable integration” and select the “Enterprise Console (SQL Server)”

Edit Action ®

Sophos
# Enable integration

Configuration

# Enterpnse Console (SQL Server)

Host or IP 192.168.253.100 Username

Database SophosS40 Test connection

[
=]

Query interval

(seconds)

CGX Access communicates with the Sophos Enterprise Console by querying the SQL database.
Setup the SQL Server used by Sophos to support SQL queries over TCP 1433. See below.
Enter Hostname or IP / database port / database name

Enter Username / Password to connect to database

Use "Test connection™ button to validate settings = Save changes

Sophos SQL Prerequisites:

e Configure the MS SQL Server on the Sophos server to enable TCP/IP and specify a port such as
1433

e Install and use MS SQL Server management studio to create an account with permission to read
the Sophos DB

e Sophos uses different schemas. Check which schema/database name Sophos is using: Examples
include: SOPHOS540 (Sophos EP 5.4), or SOPHOS521 (Sophos EP 5.2)

e Configure the firewall on the Sophos server to allow CGX Access to communicate with the MS
SQL Server port: 1433

Tip: It may be helpful to search, “how to enable remote connections on SQL version...” referencing
the specific version used by your Sophos Server.
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Configuring Sophos Central:

e In Sophos Central go to System Settings - API Token Management
o Create an API Token for CGX Access

CGX Access

yste o1 AP Token Mansoern

Name CGX Access
Expires® Dec 18, 2019

APl Access URL >
https//api3 central sophos com/gateway

x-api-koy: ZAyzTge9X7d3s3c30rCvalwNwa2HjWdEZNxyKjs
Authorization: Basic

NmZIMzQxM2UtZTBhYy00ZGJkLTKOY| YINZE4ZmY3N202MDBIOKZDUTZPWUJIF SUNDQOJKVKFFNOtTS1dJUDVO
QUSSSFJIUK2paQXIBN2dj0Vg3ZDNzM2M2T 3J0djkxd053Y T laldkNipOeHILanM=

APl Access URL + = < = A =
Hoad url: https;//api3.central sophos com/gateway, x-api-key. [ZAy27gc9X7d3s3¢30rCvI1wNwaZHjWABZNxyKjs,
eaders

Authorization: Basic
NmZIMzQxM2UtZTBhYy00ZGJIKLTKOY|YtNZEAZmY3N2Q2MDBIOKZDUTZPWUJIF SUNDQOJKVKFFNOtTS1dJUDVQ
QUSSSFIUK2paQXIBGN2dj0Vg3ZDNzM2M2zT3J0djkxd053Y T laldkNipOeHiLanM=

o Copy the API Access URL + Headers

e InCGX Access GUI go to Configuration - Integration

o Select Sophos

e Check “Enable integration” and Check the “Sophos Central”

« Place cursor in API field and right-click to paste the API Access URL + Headers

Edit Action

Sophos

#| Enable integration

Configuration

Enterprise Censcle (SQL Server)

¥ Sophos Central
API Access URL + ||
Headers
Test connection
Query interva 20 Pasts Cirl+V
(seconds)

e Test the Connection
o If test is successful Save changes

o Iftest is unsuccessful, check that the CGX Access appliance has access to the Sophos Cloud.
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Setting and Enforcing Anti-Virus Compliance Policies

Once the communications between the CGX Access appliance and Sophos server have been successfully
tested, policies can be set to enforce compliance with AV policies.

Select the flags that should be assigned to devices that meet or fail the specific conditions.

Policles
¥ Flag devices running SAY A araged ¥
¥ Flag devioes with ingckneg on-BCOEES SCENNET A L
¥ Flag devices infected with makvare rfgcted L
Flag Dwvices with in-active applcation contrg app-control-off v
Flag Devicas with in-active device control dew-control-off L
¥ Flag devices with AV signature clder than i0 days Av-put-cf-date L
* Flag devices that have not connected in 7 days Alfestale L
-

Save || Cancel || Help

There are several conditions you can select to monitor. When selected CGX Access will set flags on
specific devices that meet or fail the conditions. Using Device & Role Classification policies, devices
with specific flags can be assigned different roles.

Device Classification Policy

Classify devices based on their characteristics

Add Rule
Conditions Actions taken when conditions are met
Device is on router|ist Sat device role to full-access
Device is an whitelist Set device role to full-access
Device is on blacklist Set device role to restricted

Has any of these flags: APT-Event, FP-mismatched, FW-Event,
infected, IPS-Event, SIEM-Event
Has any of these flags: AV-off AV-out-of-date, non-compliant, N
&l i le e - i 5 X
[pa:ch-h-h:. patch-pending Sat device role te non-compliant @ ©

Has any of these flags: managed-device, full-access, A\~

Set device role to restricted 2@ & x

managed, AD-managed, netwerk-infrastructure, router, switch, Set device role te full-access ®@ E x
printer

The example above shows a device will be assigned a non-compliant role if it has been flagged as AV-off

or AV-out-of-date. The placements of the rules are important and are evaluated top-down. The first rule
that applies, take precedence.

Tip: The AV-managed flag is helpful in expediting deployments. Any device that is being managed by
the corporate AV server can automatically be granted access to the network.
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McAfee ePolicy Orchestrator Integration

e InCGX Access GUI go to Configuration - Integration
e Select the “McAfee ePolicy Orchestrator”

Edit Action *
McAfee ePolicy Orchestrator
# Enable integration
SQL Server Configuration
Host or IP 10.20.0.95 Username SA
Port 1433 Password (TTITTI T
Database | ePO2KSR2SP1-IE10 Test connection
Query interval
(seconds)
Policy
¥ Flag devices running PO Agent AvV-managed
¥ Flag devices with inachive on-access scanner AN -off
¥ Flag devices with AV signature older than 10 days AV-out-of-date
¥ Flag devices that have not connected in 7 days Av-stale

Save || Cancel | | Help

CGX Access communicates with the ePolicy Orchestrator by querying its SQL database.

Setup the SQL Server used by ePO to support SQL queries over TCP 1433; See below.
Check “Enable Integration”

Enter Hostname or IP / database port / database name

Enter Username / Password to connect to database

Use "Test connection™ button to validate settings = Save changes

ePO SQL Prerequisites:
e Configure the MS SQL Server on the ePO server to enable TCP/IP and specify a port such as 1433

e Configure the firewall on the ePO server to allow CGX Access to communicate with the MS SQL
Server port: 1433

Tip: It may be helpful to search, “how to enable remote connections on SQL version...” referencing
the specific version used by your ePO Server.

Setting and Enforcing Anti-Virus Compliance Policies

Once the communications between the CGX Access appliance and ePO SQL server have been
successfully tested, policies can be set to enforce compliance with AV policies.
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Select the flags that should be assigned to devices that meet or fail the specific conditions.

Policy
CONDITIONS FLAG
¢ Flag devices running ePO Agent A\V-managed v
¢ Flag devices with inactive on-access scanner A\-off A
Flag devices that Endpoint Security Web Control is not installed web-control-off A
Flag devices that Drive Encryption is not installed drive-encryption-off v
Flag devices that Data Loss Prevention is not installed DLP-off v
7 Flag devices with &V signature slder than 10 days A\v-out-of-date v
¢ Flag devices that have not connected in 7 days A\-stale A

There are seven conditions you can select to monitor. When selected CGX Access will set flags on
specific devices that meet or fail the conditions.

Using Device & Role Classification policies, devices with specific flags can be assigned different roles.

Device Classification Policy

Classify devices based on their characteristics

Add Rule
Conditions Actions taken l'-hEn conditions are met
Device is on routerlist Set device role to full-access
Device is on whitelist Set device role to full-access
Device is on blacklist Set device role to restricted
Has any of these flags: APT-Event, FP-mismatched, FW-Event,
5 Set device role to restricted e G x
infected, IPS-Event, SIEM-Event
Has any of these flags: AV-off AV-out-of-date, non-compliant,
v Set device role to non-compliant @ E %
patch-failed, patch-pending
Has any of these Hags: managed-device, full-access, AV-
managed, AD-managed, network-infrastructure, router, switch, Set device role to full-access @ G x
printer

The example above shows a device will be assigned a non-compliant role if it has been flagged as AV-off
or AV-out-of-date. The placements of the rules are important and are evaluated top-down. The first rule
that applies, take precedence.

Tip: The AV-managed flag is helpful in expediting deployments. Any device that is being managed by
the corporate AV server can automatically be granted access to the network.
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Symantec Endpoint Protection Manager - 12.x

e In CGX Access GUI go to Configuration = Integration

e Click on "Symantec Endpoint Protection Manager"

Edit Action

Sy i i anager
[¥] Enable integration

Configuration
Hostor IP | 10.20.0,192

Port 8446

Create Web Service
Application

Client 1d

Chent Secret

Query interval &0
{seconds)

Access token

Refresh token

Create Access And Refresh
Token

Policy

CONDITION

| Flag Dewvices running SEP

e Check “Enable Integration”

FLAG

Test connection

AV-managed

| save | | cancel | [ Help |

e Enter Hostname or IP / port
e Click on "Create Web Service Application” button (a new web-browser window will open)
= - — - - ...“
Edit Action Syrmanted Endpens Protectes . x ".l',
Symantec Endgoint Protection Mansger. oL NN a8 $ 4 BO G S
Coafiguration
o o
G \/Symame.
Symantec*
! Endpoint Protection Manager
ot 5 -t
o (gt Protex Tunn Cumvnnans |
cnds Log On
Policy Cop gt § XA S i Crpiranr. AP0 el
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e Enter Username / Password to login to SEPM

Edit Action :
Symantec Endpoint Web Service Application Regis...
Enable intg | -
(i] (D 8 hitps//10.20.0192:8446/sepm/oauth/viewClientApps.do ¢ | | Q Search
Configurati .
nhiguration ([) Symantecr Endpoint Protection Manager Log Out
Tasks i ; i A q
= Web Service Application Registration
o Add an application ion Hame |Created By I Enable Access | Client ID | Client Secret
98 Delete application
< Enable access
(@ Disable access
Qu
Policy
CONDITION
Flag Devices rt
— — e —— )
— — —

e In left hand pane click on "Add an application”

Edit Action 4
Symantec Endpoint Web Service Application Regis... %
Enable intg | -
Q—/} (DR hitps://10.20.0.193:8446 seprn/oauthfviewClientApps.do e || searcn
Configuration A
9 ([) Symantec Endpoint Protection Manager Log Out
Tasks : P f :
= Web Service Application Registration
5 Add an application ion Name |Created By \ Enable Access Client O | Client Secret
$8 Delete application
4 Enable access
@ Disable access
‘Web Services Application Registration
Register the web service application you would like to
authorize access to your Symantec Endpoint Protection
Manager.
Qu Application Name: CGX-Aoce55|
Policy Add Cancel |
CONDITION
Flag Devices ri
—

e Enter Name of application and click on “Add” button (this will generate client-id and client-secret)
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Condiguration
Web Service Application Registration
i foplaratund Wi Crested By 1 Erable foieis
O -derem admn o
Policy
¥ Flag Devices

o Enter these credentials in CGX configuration page and click on "Create Access and Refresh
Token™ button.

b
o) |

Endpoint P
[¥] Enable integration
Configuration
Host or IP 10.20.0.192 Access token
Port | 8446 Refresh token
[ Create Web Service mmmmn]
Application ‘Token
J Request For Access x
l-‘.' € ) DR hips/102001922486/sepmicacthyaut ¢ || Q seorch B $ A NDD G =
S
Que
Policy
V/Symantec.
CONDITION A d
V] Flag Devices
Symantec™
Endpoint Protection Manager
Web Services Access Authorization
The folowng -] 10 3¢ess Sy
Endpont Protection Manager’s web services,
Applcation Name: CGX-Access
f65e7F336bEF 4967.90%-
Application Client 1D: | ol
ESEa
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e Click on "Authorize" button to authorize this application and generate tokens.

Symantec Endpoint Protection Manager |

Enable integration I lealoE) g

| [E] https://10.2..code=zZwRWs X \+

6 (@ B | https:/710.20.0.220/module/avi/querycor ¢ Q search ﬁ’ B ¥+ A& W high =

Configuration

Host or IP 10.20.0.182

Access Token: fec83840-2{65-4fb1-3906-15adcf3b7296
Port 8446

Refresh Token: 27{6892-3a46-4eld-a906-108£59ffa8f4
Createé
pJ This popup will close in 2 seconds.

Client Id foce7f28-6b8
Client Secret | 428db3a7-b3:
Query interval 60

(seconds)

Policy

CONDITION
Flag Devices running SEP

e These values will automatically get populated in CGX Access configuration page.
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Edit Action

Symantec Endpoint Protection Manager

¥! Enable integration

Configuration
Host or IP 10.20.0.192
Port 8446
Create Web Service
Application
Chent 1d f66e7f38-6b8f-4967-909¢-6e37b¢
Chent Secret 428db357-b3a5-4cfa-b089-45fde
Query interval
(seconds)
Policy

¥| Flag Devices running SEP

Access token fec83840-2f65-4fb1-8906-15addf

Refresh token 27168f92-3a46-4e1d-3906-f08f5¢

Create Access And Refresh
Token

_Test connection

Alert x

Connection was established successfully

| close |

AV-managed

Save | | Cancel | Help

e Use "Test connection" button to validate settings
e You may leave Query interval and flagging conditions as default or modify as required

e Save this configuration

Tip: The AV-managed flag is helpful in expediting deployments. Any device that is being managed by
the corporate AV server can automatically be granted access to the network.
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Symantec Endpoint Protection Manager

e In CGX Access GUI go to Configuration = Integration
e Click on "Symantec Endpoint Protection Manager™

e Check “Enable Integration” and select 14.x

e Enter Hostname or IP / port

e Enter Username / Password to login to SEPM

Edit Action

Symantec Endpoint Protection Manager

#| Enable integration

Version 14.x v

Configuration

Host or IP 10.20.0.31 Username

Port 8446 Password

Query interval 150 Domain
(seconds)

Policy

CONDITION
#| Flag devices running SEP

#| Flag devices with inactive on-access scanner

#| Flag devices that have not connected in 7 days

-14.x

admin

sessssseee

Test connection

FLAG

AV-managed

AV-off

AV-stale

| Save || Cancel || Help |
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Edit Action

Symantec Endpoint Protection Manager

«| Enable integration

Version 14.x v

Configuration

Host or IP 10.20.0.31

Port 8446
Query interval 150
(seconds)

Policy

#| Flag devices running SEP

#| Flag devices with inactive on-access scanner

#| Flag devices that have not connected in

Username
Password

Alert ®

Connection was established successfully

Close

A

days

e Use "Test connection™ button to validate settings
e You may leave Query interval and flagging conditions as default or modify as required

e Save this configuration

LETITE YT

Test connection

AV-managed v
AV-off v
AV-stale v

Save || Cancel || Help

Tip: The AV-managed flag is helpful in expediting deployments. Any device that is being managed by
the corporate AV server can automatically be granted access to the network.
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Trend Micro OfficeScan Integration

Easy NAC support integration with the on-premise enterprise console or the Apex Central cloud version.
Either option can be enabled individually.

Configuring Enterprise Console:

e InCGX Access GUI go to Configuration - Integration
e Sclect the “Trend Micro OfficeScan”

e Check “Enable integration” and select the “Enterprise Console” server type

Edit Action x

Trend Micro OfficeScan

# Enable ntegration

[ Server type Enterprise Consolt ¥ ]
S0QL Server Configuration \
Host or IP 19 i] Username
Port 14 Password | sssssssss
Database | WIN-EH9KPK2TKSH-OCSE Test connection
Query interva 1

Policy
# Flag devices running OfficeScan Agent AV-managed v
¥ Flag devices that OfficeScan Agent is offline AV-offline v
# Flag devices with inactive on-access scanner Av-off

Save | Cancel  Help

CGX Access communicates with the Trend Micro Office Scan by querying the SQL database used by
OSCE.

e Setup the SQL Server used by OCSE to support SQL queries over TCP 1433. See prerequisites
below.

Enter Hostname or IP / database port / database name
Enter Username / Password to connect to database
Use "Test connection” button to validate settings
Save changes

OCSE SQL Prerequisites:
e By default, OCSE uses an internal database, called Codebase. For integration with CGX Access, it
is required to use an SQL database. Trend Micro provides a migration tool to make this easy:

Easy NAC: CGX Access Guide 76



https://success.trendmicro.com/solution/1059973-migrating-officescan-osce-server-database-to-
an-sql-server
e Verify the MS SQL Server on the OCSE server was enabled for TCP/IP and specify a port such as

1433.
e Configure the firewall on the OCSE server to allow CGX Access to communicate with the MS

SQL Server port: 1433

Tip: It may be helpful to search, “how to enable remote connections on SQL version...” referencing
the specific version used by your OCSE Server.

Configuring APEX Central:

e In Apex Central, use Automation API Access Settings to generate an Application ID and APl Key
e InCGX Access GUI go to Configuration - Integration

e Select Trend Micro

e Check “Enable integration” and select the “APEX Central”

e Add Host or IP address

o Copy the Application ID and APl Key to CGX Access

Edit Action x

Trend Micro OfficeScan
# Enable integration

[ Server type Apex Centra v ]
Configuration _-\\
Host or [P Application ID
Port APT key
Query interva 120 Test connection
\ (seconds) Show query result data /
Policy
# Flag devices running Office5can Agent Ayv-managed

# Flag devices with inactive on-access scanner A\-off

Save | Cancel || Help
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Setting and Enforcing Anti-Virus Compliance Policies

Once the communications between the CGX Access appliance and OSCE SQL server have been

successfully tested, policies can be set to enforce compliance with AV policies.

Select the flags that should be assigned to devices that meet or fail the specific conditions.

Policy

# Flag devices running OfficeScan Agent

¥ Flag devices that OfficeScan Agent is offline

# Flag devices with inactive on-access scanner

# Flag devices with AV signature older than 10

# Flag devices that have not connected in 7

A\-managed

Av-offline
Av-off
days Av-out-of-date
days

AV-stale

There are multiple conditions you can select to monitor. When selected CGX Access will set flags on
specific devices that meet or fail the conditions.

Note: when using APEX central, they may be less options, due to Trend Micro’s API limitations.

Using Device & Role Classification policies, devices with specific flags can be assigned different roles.

Device Classification Policy

Classify devices based on their characteristics
Add Rule

Conditions

Device is on routerlist
Device is on whitelist
Device is on blacklist

Has any of these flags: APT-Event, FP-mismatched, FW-Event,

Actions taken when conditions are met
Saet device role to full-access
Set device role to full-access

Set device role to restricted

" d Set device role to restricted e G
infected, IPS-Event, SIEM-Event
Has any of these flags: AV-off AV-out-of-date, non-compliant,

9 Set device role to non-compliant @ @
patch-failed, patch-pending
Has any of these Hags: managed-device, full-access, AV-
managed, AD-managed, network-infrastructure, router, switch, Set device role to full-access Q@ G

printer

The example above shows a device will be assigned a non-compliant role if it has been flagged as AV-off
or AV-out-of-date. The placements of the rules are important and are evaluated top-down. The first rule

that applies, take precedence.

Tip: The AV-managed flag is helpful in expediting deployments. Any device that is being managed by
the corporate AV server can automatically be granted access to the network.
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Kaspersky Antivirus Integration

e InCGX Access GUI go to Configuration - Integration
o Select the “Kaspersky Antivirus”

Edit Action ®

Kaspersky Antivirus

# Enable integration

SQL Server Configuration

Haogt or [P 192.168.253.150 Usarnames

Fort 1433 Fagsord

Database KAN Test connection

Policies

# Flag devices running Kaspersky Antivirus Agent A\v-managed ¥
¥ Flag devices with inactive on-asccess scanner Al=aff ¥
# Flag devices with AV signature clder than 10 days Av-out-of-date ¥

o Fleg devices that have not connected in 7 dayd Av-gtale v

Save | Cancel | Help

CGX Access communicates with the Kaspersky Administration Server by querying the SQL database.

e Setup the SQL Server used by Kaspersky to support SQL queries over TCP 1433. See
prerequisites below.

e Check “Enable Integration”

e Enter Hostname or IP, database port, database name, and database Username & Password

e Use "Test connection" button to validate settings = Save changes

Kaspersky SQL Prerequisites:
e Configure the MS SQL Server on the Administration Server to enable TCP/IP and specify a port
such as 1433
e Use MS SQL Server management studio to create an account with permission to read the KAV
database. KAV is the default database name used by Kaspersky.
e Configure the firewall on the Kaspersky Administration Server to allow CGX Access to
communicate with the MS SQL Server port: 1433

Tip: It may be helpful to search, “how to enable remote connections on SQL version...” referencing
the specific version used by your Kaspersky AV Server.
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Setting and Enforcing Anti-Virus Compliance Policies

Once the communications between the CGX Access appliance and Kaspersky Administration Server have
been successfully tested, policies can be set to enforce compliance with AV policies.

Select the flags that should be assigned to devices that meet or fail the specific conditions.

Policies

#| Flag devices running Kaspersky Antivirus Agent

AV-managed v
# Flag devices with inactive on-access scanner AV-off v
#| Flag devices with AV signature older than 10 days AV-out-of-date v
#| Flag devices that have not connected in 7 days AV-stale v

There are several conditions you can select to monitor. When selected CGX Access will set flags on
specific devices that meet or fail the conditions.

Using Device & Role Classification policies, devices with specific flags can be assigned different roles.

Device Classification Policy

Classify devices based on their characteristics
Add Rule
Conditions Actions taken when conditions are met

Device is on routerlist Set device role to full-access

Device is on whitelist Set device role to full-access

Device is on blacklist Set device role to restricted

Has any of these flags: APT-Event, FP-mismatched, FW-Event,

5 d Set device role to restricted e G x
infected, IPS-Event, SIEM-Event
Has any of these flags: AV-off AV-out-of-date, non-compliant,

9 Set device role to non-compliant @ E %
patch-failed, patch-pending
Has any of these Hags: managed-device, full-access, AV-
managed, AD-managed, network-infrastructure, router, switch, Set device role to full-access @ & =X
printer

The example above shows a device will be assigned a non-compliant role if it has been flagged as AV-off

or AV-out-of-date. The placements of the rules are important and are evaluated top-down. The first rule
that applies, take precedence.

Tip: The AV-managed flag is helpful in expediting deployments. Any device that is being managed by
the corporate AV server can automatically be granted access to the network.
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ESET Antivirus Integration

In CGX Access GUI go to Configuration = Integration
Select the “ESET Antivirus”

Edit Action H

ESET Antivirus

# Enable integration

/E;I. Server Configuration \

Hast or IP 10.10.0.230 Username sa
Port 1433 Password  sssssssssssssss
Database | era_dbl Test connection

Query interva 150

'\ (seconds) /

Policies

# Flag devices running ESET Antivirus Agent AV-managed v

# Flag devices with AV signature older than 10 days AV -ogut-of-date v

# Flag devices that have not connected in 7 days AN -stale v

Save | Cancel Help

CGX Access communicates with the ESET Security Management Center by querying the SQL database.

Setup the SQL Server used by ESET to support SQL queries over TCP 1433. See prerequisites
below.

Check “Enable Integration”

Enter Hostname or IP, database port, database name, and database Username & Password

Use "Test connection™ button to validate settings - Save changes

ESET SQL Prerequisites:

Configure the MS SQL Server on the Administration Server to enable TCP/IP and specify a port
such as 1433

Use MS SQL Server management studio to create an account with permission to read the era_db
database. The default database name use by ESET is era_db.

Configure the firewall on the ESMC to allow CGX Access to communicate with the MS SQL
Server port: 1433

Tip: It may be helpful to search, “how to enable remote connections on SQL version...” referencing
the specific version used by your ESET Security Management Center.
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Setting and Enforcing Anti-Virus Compliance Policies

Once the communications between the CGX Access appliance and ESET Security Management Console
have been successfully tested, policies can be set to enforce compliance with AV policies.

Select the flags that should be assigned to devices that meet or fail the specific conditions.

Policies

# Flag devices running ESET Antivirus Agent

AvV-managed ¥
# Flag devices with AV signature older than 10 days A\V-out-of-date v
# Flag devices that have not connected in 7 days a\-stale v

There are a few conditions you can select to monitor. When selected, CGX Access will set flags on
specific devices that meet or fail the conditions.

Using Device & Role Classification policies, devices with specific flags can be assigned different roles.

Device Classification Policy

Classify devices based on their characteristics
Add Rule
Conditions Actions taken when conditions are met

Device is on routerlist Set device role to full-access

Device is on whitelist Set device role to full-access

Device is on blacklist Set device role to restricted

Has any of these flags: APT-Event, FP-mismatched, FW-Event, . .
d Set device role to restricted 7 X
infected, IPS-Event, SIEM-Event ! I o/@

Has any of these flags: AV-off AV-out-of-date, non-compliant,
9 Set device role to non-compliant @ & x
patch-failed, patch-pending

Has any of these Hags: managed-device, full-access, AV-

managed, AD-managed, network-infrastructure, router, switch, Set device role to full-access Q@ G
printer

The example above shows a device will be assigned a non-compliant role if it has been flagged as AV-

out-of-date. The placements of the rules are important and are evaluated top-down. The first rule that
applies takes precedence.

Tip: The AV-managed flag is helpful in expediting deployments. Any device that is being managed by
the corporate AV server can automatically be granted access to the network.
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Microsoft SCCM \ WSUS Integration

CGX Access communicates with the WSUS server by querying the SQL database. By default, WSUS
uses the Windows Internal Database, so it may be necessary to first update the WSUS server to use SQL.
See WSUS SQL prerequisites below.

e InCGX Access GUI go to Configuration = Integration
e Seclect the “Microsoft WSUS”

Edit Action

Microsoft WSUS

« Enable integration

SQL Server

Host or [P

Port

Database

Query interval
(seconds)

Save changes

WSUS SQL Prerequisites:

10.0.20.200 Username sa

1433 Password | essssss

5uUsDB

150

Check “Enable Integration”

Enter Hostname or IP / database port / database name
Enter Username / Password to connect to database
Use "Test connection™ button to validate settings

Test connection

e By default, WSUS uses the Windows Internal Database. For integration with CGX Access, it is
required to use an SQL database.
e Verify the MS SQL Server on the WSUS server was enabled for TCP/IP and specify a port such

as 1433.

e Configure the firewall on the WSUS server to allow CGX Access to communicate with the MS
SQL Server port: 1433

Tip: It may be helpful to search, “how to enable remote connections on SQL version...” referencing
the specific version used by your WSUS Server.

Setting and Enforcing Patch Compliance Policies

Once the communications between the CGX Access appliance and WSUS server have been successfully

tested, policies can be set to enforce compliance with patch policies.

Select the flags that should be assigned to devices that meet or fail the specific conditions.
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Policies

CONDITIONS FLAG
#| Flag devices enrolled in Microsoft WSUS patch-managed A
#| Flag devices that have not reported in 30 days patch-stale v
#| Flag devices with failed updates greater than 30 days patch-failed v
#| Flag devices with pending updates greater than 30 days patch-pending v
#| Flag devices with updates with errors greater than 5 patch-failed v
#| Flag devices with updates needed greater than 5 patch-pending v
#| Flag devices with updates with no status greater than 5 patch-nostatus v

There are several conditions you can select to monitor. When selected CGX Access will set flags on
specific devices that meet or fail the conditions.

Using Device & Role Classification policies, devices with specific flags can be assigned different roles.

Device Classification Policy

Classify devices based on their characteristics

Add Rule
Conditions Actions taken when conditions are met
Device is on routerlist Set device role to full-access
Device is on whitelist Set device role to full-access
Device is on blacklist Set device role to restricted

Has any of these flags: APT-Event, FP-mismatched, FW-Event,

Set device role to restricted 7 X
infected, IPS-Event, SIEM-Event ! I o/@
Has any of these flags: AV-off AV-out-of-date, non-compliant,

Y v a Set device role to non-compliant @ @ X
patch-failed, patch-pending
Has any of these Hags: managed-device, full-access, AV-
managed, AD-managed, network-infrastructure, router, switch, Set device role to full-access @ & =X

printer

The policy above shows a device will be assigned a non-compliant role if it has been flagged as patch-
pending or patch-failed. The order of the rules is important, as they are evaluated is descending order.

Tip: The patch-managed flag is helpful in expediting deployments. Any device that is being managed by
the WSUS server can automatically be granted access to the network.
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IBM BigFix Integration

In CGX Access GUI go to Configuration = Integration

e Select “IBM BigFix”

Edit Action

TBM BigFix

# Enable integration

SQL Server

Database

[ s@conds

Test connection

Polickes

* Flag devices enrclied in IBM Bigii
¥ Flag devices that have not reported in
¥ Flag devices with failed updates greater than

# Flag devices with pending updates greater than

Check “Enable Integration”

Save changes

BigFix SQL Prerequisites:

Oxys

days patchefailed

days patche-pending

Save

Enter Hostname or IP / database port / database name
Enter Username / Password to connect to database
Use "Test connection™ button to validate settings

Cancel

Help

e Verify the MS SQL Server on the BigFix server was enabled for TCP/IP and specify a port such

as 1433.

e Use MS SQL Server management studio to create an account with permission to read the
BFEnterprise database. BFEnterprise is the default database name used by BigFix.

e Configure the firewall on the BigFix server to allow CGX Access to communicate with the MS

SQL Server port: 1433

Tip: It may be helpful to search, “how to enable remote connections on SQL version...” referencing
the specific version used by your BigFix Server.
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Setting and Enforcing Patch Compliance Policies

Once the communications between the CGX Access appliance and BigFix server have been successfully
tested, policies can be set to enforce compliance with patch policies.

Select the flags that should be assigned to devices that meet or fail the specific conditions.

Policies

| Flag devices enrolled in IBM BigFix

patch-managed v
«| Flag devices that have not reported in 30 days patch-stale v
#| Flag devices with failed updates greater than 30 days patch-failed v
#| Flag devices with pending updates greater than 30 days patch-pending v

There are four conditions you can select to monitor. When selected CGX Access will set flags on specific
devices that meet or fail the conditions.

Using Device & Role Classification policies, devices with specific flags can be assigned different roles.

Device Classification Policy

Classify devices based on their characteristics

Add Rule
Conditions Actions té‘:é-" -'-hEn conditions are met
Device is on routerlist Set device role to full-access
Device is on whitelist Set device role to full-access
Device is on blacklist Set device role to restricted
Has any of these flags: APT-Event, FP-mismatched, FW-Event,
i d Set device role to restricted e G x
infected, IPS-Event, SIEM-Event
Has any of these flags: AV-off AV-out-of-date, non-compliant,
v Set device role to non-compliant @ E %
patch-failed, patch-pending
Has any of these Hags: managed-device, full-access, AV-
managed, AD-managed, network-infrastructure, router, switch, Set device role to full-access @ G x

printer

The policy above shows a device will be assigned a non-compliant role if it has been flagged as patch-
pending or patch-failed. The order of the rules is important, as they are evaluated is descending order.

Tip: The patch-managed flag is helpful in expediting deployments. Any device that is being managed by
the BigFix server can automatically be granted access to the network.
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Kaseya VSA Integration

e In CGX Access GUI go to Configuration = Integration

e Click on "Kaseya VSA"

e Check “Enable Integration”

e Enter Hostname or IP / port

e Enter Username / Password to login to Kaseya management console

Edit Action x

Kaseya VSA
Enable integration

Server Connection

Host or IP nalwvsatrial02.kaseya.com Username user@example.com
Port 443 Password TTTTIY)
(seconds)
Policies
CONDITIONS FLAG
Flag devices enrolled in Kaseya VSA patch-managed :
Flag devices that have not reported in 30 days patch-stale ¥

| Save || Cancel | ‘ Help |

e Use "Test connection" button to validate settings
e You may leave Query interval and flagging conditions as default or modify as required
e Save this configuration
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Setting and Enforcing Patch Compliance Policies

Once the communications between the CGX Access appliance and Kaseya VSA server have been
successfully tested, policies can be set to enforce compliance with patch policies.

Select the flags that should be assigned to devices that meet or fail the specific conditions.

Policies
#| Flag devices enrolled in ManageEngine Patch Manager patch-managed v
#| Flag devices that have not reported in 30 days patch-stale v

There are two conditions you can select to monitor. When selected CGX Access will set flags on specific
devices that meet or fail the conditions.

Using Device & Role Classification policies, devices with specific flags can be assigned different roles.

Device Classification Policy

Classify devices based on their characteristics

Add Bule
Conditions Actions taken when conditions are met
Device = on routerlist Set device role to full-scoess
Device is on whitelist Set device role to full-access
Device i on blackdist Set device role to restricted

. Set device role to High-Risk because Malware or suspeoous behavior has
Maz any of these flags: APT-Event, Dark-1P-scan, FP-mesmatched, -

been detected O 1
Event, nfected, IPS-Event, Scan-detected, SIEM-Event @ @
Send Email to Admin

Has any of these flags; aV-off Set device role to non-comphent becaute AV i turned off B B x
Failed dgent fude Set device role to Faled-Agent-audit B F X
Passed Agent Awdit

. N Sel device role o full-scoes @2 & X
Check ANY: authenticated
Has any of these flags: AV-out-cf-date, non-compliant, patch-siale Sef device role to non-comphant ] 2 @ x
Has any of these flags: f, AD=-managed, AV-managed, full-access,
managed-device, network-infrastructure, patch-managed, printer, router, |Set device role to full-access @ F X

switch

The policy above shows a device will be assigned a non-compliant role if it has been flagged as patch-
stale. The order of the rules is important, as they are evaluated is descending order.

Tip: The patch-managed flag is helpful in expediting deployments. Any device that is being managed by
Kaseya VSA can automatically be granted access to the network.
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ManageEngine Patch Manager Integration

e In CGX Access GUI go to Configuration = Integration
e Click on "ManageEngine Patch Manager"

e Check “Enable Integration”

e Enter Hostname or IP / port

e Enter Username / Password to login to ManageEngine

Edit Action

ManageEngine Patch Manager

Enable integration
Server Connection

Host or IP 192.168.57.7 Username admin
Port 6383 Password ssnee

Query interval 300
(seconds)

Policies

CONDITIONS

Flag devices enrclled in ManageEngine Patch Manager

Flag devices that have not reported in 7 days

e Use "Test connection" button to validate settings

Test connection

FLAG

patch-managed v

ar

patch-stale

[ save | [ Cancel | [ Help |

e You may leave Query interval and flagging conditions as default or modify as required

e Save this configuration
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Setting and Enforcing Patch Compliance Policies

Once the communications between the CGX Access appliance and ManageEngine server have been
successfully tested, policies can be set to enforce compliance with patch policies.

Select the flags that should be assigned to devices that meet or fail the specific conditions.

Policies
#| Flag devices enrolled in ManageEngine Patch Manager patch-managed v
#| Flag devices that have not reported in 30 days patch-stale v

There are two conditions you can select to monitor. When selected CGX Access will set flags on specific
devices that meet or fail the conditions.

Using Device & Role Classification policies, devices with specific flags can be assigned different roles.

Device Classification Policy

Classify devices based on their characteristics

Add Bule
Conditions Actions taken when conditions are met
Device = on routerlist Set device role to full-scoess
Device is on whitelist Set device role to full-access
Device i on blackdist Set device role to restricted

. Set device role to High-Risk because Malware or suspeoous behavior has
Maz any of these flags: APT-Event, Dark-1P-scan, FP-mesmatched, -

been detected O 1
Event, nfected, IPS-Event, Scan-detected, SIEM-Event @ @
Send Email to Admin

Has any of these flags; aV-off Set device role to non-comphent becaute AV i turned off B B x
Failed dgent fude Set device role to Faled-Agent-audit B F X
Passed Agent Awdit

. N Sel device role o full-scoes @2 & X
Check ANY: authenticated
Has any of these flags: AV-out-cf-date, non-compliant, patch-siale Sef device role to non-comphant ] 2 @ x
Has any of these flags: f, AD=-managed, AV-managed, full-access,
managed-device, network-infrastructure, patch-managed, printer, router, |Set device role to full-access @ F X

switch

The policy above shows a device will be assigned a non-compliant role if it has been flagged as patch-
stale. The order of the rules is important, as they are evaluated is descending order.

Tip: The patch-managed flag is helpful in expediting deployments. Any device that is being managed by
the ManageEngine server can automatically be granted access to the network.

Easy NAC: CGX Access Guide 90



Moscii StarCat Integration
In CGX Access GUI go to Configuration = Integration

e Select “Moscii StarCat”

Edit Action E S

Hoscii StarCal

# Enable Integration

SOL Server

Datazass ExarCat Test connection

Policies

Save || Cancel | Help

Check “Enable Integration”

Enter Hostname or IP / database port / database name
Enter Username / Password to connect to database
Use "Test connection™ button to validate settings
Save changes

StarCat SQL Prerequisites:

e Verify the MS SQL Server on the StarCat server was enabled for TCP/IP and specify a port such
as 1433.

e Use MS SQL Server management studio to create an account with permission to read the StarCat
database. StarCat 2013 doesn’t use a default database name, so check the SQL server for the
correct name.

e Configure the firewall on the StarCat server to allow CGX Access to communicate with the MS
SQL Server port: 1433

Tip: It may be helpful to search, “how to enable remote connections on SQL version...” referencing
the specific version used by your StarCat server.
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Setting and Enforcing Compliance Policies

Once the communications between the CGX Access appliance and StarCat server have been successfully

tested, policies can be set to enforce all Windows devices have been installed with the StarCat agent and
connecting to the server regularly.

Select the flags that should be assigned to devices that meet or fail the specific conditions.

Policies

#| Flag devices enrolled in Moscii StarCat managed-device v

#| Flag devices that have not connected in the past 30 days stale-device v

When selected CGX Access will set flags and automatically grant access to devices being managed by
StarCat. While devices that have not connected in the past x days can be flagged as a stale-device.

Using Device & Role Classification policies, devices with specific flags can be assigned different roles.

Device Classification Policy

Classify devices based on their characteristics

Add Rule

Conditions Actions taken when conditions are met

Device is on routerlist Set device role to full-access

Device is on whitelist Set device role to full-access

Device is on blacklist Set device role to restricted

Has any of these flags: APT-Event, FP-mismatched, FW-Event, _ X
r
i Factad TPE- Event] SIEM Euans Set device role to restrictad @ @

4
Has any of these flags: AV-off AV-out-of-date, non-compliant, =
[ . k - Set device role to non-cempliant @ & %
patch-failed, patch-pending, stale-device
8% amy of these Hags: managed-device, ull-access, AV-
managed, AD-managed, network-infrastructure, router, switch, Set device role to full-access & 5 =%
printer

The policy above shows a device will be assigned full-access if flagged as managed-device. However, it

would be given a non-compliant role if it has been flagged as a stale-device. The order of the rules is
important, as they are evaluated is descending order.

Tip: The managed-device flag is helpful in expediting deployments. Any device that is being managed by
the StarCat server can automatically be granted access to the network.
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Carbon Black Cb Response Integration

e In CGX Access GUI go to Configuration = Integration
e Click on "Carcon Black Cb Response™

Edit Action

Carbon Black CbResponse

# Enable integration
CbResponse Server
Host or IP 10.20.0.12

Port 443

Query interval 150
(seconds)

Policies

CONDITIONS

| Flag devices enrolled in Carbon Black CbResponse

«| Flag devices that have not connected in the past

e Check “Enable Integration”
e Enter Hostname or IP / port

Token

Timeout (seconds)

30 days

a0

Test connection

FLAG
managed-device v

stale-device v

| Save || Cancel || Help |

e In Cb Response console go to Admin—> My Profile > API Token
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APl Token - Cb Respans: 3

il (o (=] -

C (@ | A Notsecure | bHpS,//10.20.0.12/#/profile/tok

Notifications
Profile Info AP Teken

EE— .
e7542e02f3aa5f04b3091a615ae 730682697696 copy

Reset AP! Token

Carbon Black. 5 wan Bla
e Copy API Token and Paste into Token field
Edit Action
Carbon Black CbResponse
# Enable integration

ChResponse Server

Host or IP 10.20.0,12 Token T L e T FJaSTe
Port 443 Timeout (seconds) &0
Query interval 150 Test connection

{seconds)

Policies

INDITIONS

# Flag devices enrclled in Carbon Black ChResponse managed-device
# Flag devices that have not connected in the past

30 days stale-device

Save | Cancel

e Use "Test connection™ button to validate settings and connectivity

Help
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Setting and Enforcing Compliance Policies

Once the communications between the CGX Access appliance and Cb Response server have been

successfully tested, policies can be set to enforce endpoint devices have been installed with the Cb
Response agent and connecting to the server regularly.

Select the flags that should be assigned to devices that meet or fail the specific conditions.

Policies

Flag devices enrolled in Carbon Black Cb Response managed-device ~

Flag devices that have not connected in the past 30 days stale-device ~

When selected CGX Access will set flags and automatically grant access to devices being protected by Cb
Response. While devices that have not connected in the past x days can be flagged as a stale-device.

Using Device & Role Classification policies, devices with specific flags can be assigned different roles.

Device Classification Policy

Classify devices based on their characteristics
Add Rule
Conditions Actions taken when conditions are met

Device is on routerlist Set device role to full-access

Device is on whitelist Set device role to full-access

Device is on blacklist Set device role to restricted

Has any of these flags: APT-Event, FP-mismatched, FW-Event,

Set device role to restricted Z x
infected, IPS-Event, SIEM-Event ) © ¢
Has any of these flags: AV-off, AV-out-of-date, non-compliant, :
[ g Set device role to non-compliant @ & X
patch-failed, patch-pending, stale-device
as any of these Hags: managed-cdevice, full-access, AV-
managed, AD-managed, network-infrastructure, router, switch, Set device role to full-access @ G =X
printer

The policy above shows a device will be assigned full-access if flagged as managed-device. However, it
would be given a non-compliant role if it has been flagged as a stale-device. The order of the rules is
important, as they are evaluated is descending order.

Tip: The managed-device flag is helpful in expediting deployments. Any device that is being protected by
the Carbon Black will automatically be granted access to the network.
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Microsoft Intune Integration
Integration with MS Intune requires an application be registered in MS Azure.
Step 1: Register a new application in Azure directory

e Go to Azure Directory > App registration - New registration (Screen 1, 2 & 3)

Home > InfoExpress Inc | Overview

o InfoExpress Inc | Overview

Azure Active Directory

Roles and administrators

!

@ Azure AD Connect

& Administrative units (Preview)

%8 Enterprise applications Status Enabled

ON Devices
Last sync Less than 1 hour ago

@5 App registrations

(&) |dentity Governance

| 0 Search (Ctrl+/) | « @ switch directory  [i] Delete directory + Create adirectory (' What's new
0 overview
& Getting started 0 Azure Active Directory can help you enable remote work for your employees and partne
# Diagnose and solve problems

QOverview
Manage _
& users InfoExpress Inc
£ Groups easynac.onmicrosoft.com Your role Glabal adm
df Organizational relationships Tenant ID Seec31ba-087c-414e-978f-d8db2ebad436 E Azure AD Premium P2

Scr“éen-lp

= Microsoft Azure R search resources, services, and docs (G+/) s 7 jmabie@easynac.onmic|
- INFOEXPRESS |

Home > InfoExpress Inc | App registrations
g5% InfoExpress Inc | App registrations
A y

e Active

‘« + New registration @ Endpoaints & Troubleshocting QD Got feedback?

© Overiew o Welcome to the new and improved App registrations (now Generally Available). See what's new and learn more on how it's changed. —
verview

" Getting started All applications Owned applications

X Diagnose and solve problems

| P Start a name or Application ID to filter these results

Manage

A Users .

& Groups

8E Organizational relationships
&k, Roles and administrators

A Administrative units (Preview)
8 enterprise applications

L3 Devices

¥  App registrations

&) Identity Governance

Display name Application (client) ID Created on Certificates & secrets

Screen-2
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Home > InfoExpress Inc | App registrations > Register an application

Register an application

* Name

The user-facing display name for this application (this can be changed later).

I Demo-MSGraph| v

Supported account types

Whao can use this application or access this API?

@ Accounts in this organizational directory only (InfoExpress Inc only - Single tenant)
O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

Help me choose...

[ PP PP I T S PR LY

By proceeding, you agree to the Microsoft Platform Policies =

Screen-3

Step 2: Set Client secret and copy ‘client ID’, ‘tenant ID’ and ‘client secret’ (Screen 4,5 & 6)

Home > InfoExpress Inc | App registrations > Demo-MSGraph

Demo-MSGraph

|;) Search (Ctrl+/) ‘ « [ pelete & endpoints
IB Oveniew - Display name : Demo-MSGraph Supported account types @ My organization only
Application (client) ID : c0d99ee6-cc90-4aed-b71d-feaeb01419c3 ] Redirect URIs : Add a Redirect URI
& Quickstart
Directory (tenant) ID : Seec31ba-087c-414e-978f-d8db2ebad436 (I Application ID URI : Add an Application ID URI
F Integration assistant {preview) B
Object ID : f76db%4a-01b1-4cbe-9b%f-228e8682a59d Managed application in ... : Demo-MSGraph
Manage ®

= Brandin
g o Welcome to the new and improved App registrations, Looking to learn how it's changed from App registrations (Legacy)? Learn more

-3 Authentication

Certificates & secrets

Token configuration Call APIs Documentation

-5 API permissions Microsoft identity platform

‘ X A ' & Authentication scenarios
& Expose an API qg’ m Authentication libraries
b Code samples
¥ Owners L Microsoft Graph
X Q : E Glossary
5 Roles and administrators (Pr... = Help and Support
Bl Manifest Build more powerful apps with rich user and business data

from Microsoft services and your own company's data
- sources.

D I e e

Screen-4
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Demo-MSGraph | Certificates & secrets

|,-’-'j Search (Ctrl+/)

i Overview o
Description

| « Add a client secret

Home > InfoExpress Inc | App registrations > Demo-MSGraph | Certificates & secrets

& Quickstart |
# Integration assistant (preview) .
Expires
Manage @ In 1 year
O In 2 years
B Branding

O Never

3) Authentication

Certificates &t secrets
Add
Token configuration

o Client secrets
-2 APl permissions

@ Expose an API

+ New client secret

¥ Owners
Description
p4 Roles and administrators (Pr...

[ IR Mo client secrets have been created for this application.

Expires

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to

Value

Screen-5

Client secrets

© Mew client secret

Description

easynac

Expires

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

Value

5/14/2021 YR

Screen-6

Step 3: Set API permissions as shown (Screen 7 & 8)

Home > InfoExpress Inc | App registrations > Demo-MSGraph | API permissions

—) Demo-MSGraph | API permissions

”
|,-’7 Search (Ctrl+/) ‘ « (O Refresh

B Overview . .

o Configured permissions
&4 Quickstart Applications are authorized to call API
all the permissions the application nee

[

F Integration assistant (preview)

Manage

= Branding API / Permissions name

2 Authentication “ Microsoft Graph (1)
Certificates & secrets User.Read

Token configuration

9 API permissions

&b Expose an AP

Owners

Roles and administrators (Pr...

B Manifest

Request APl permissions

g Microsoft Graph
https://graph.microsoft.com/  Doce

What type of permissions does your application require?

Delegated permissions

Your application needs to access the APl as the signed-in user.

Select permissions

Application permissions

Your application runs as a background service

signed-in user.

‘ Type to search

Permission

a

a
O
O

email
View users’ email address (&

offline_access
Maintain access to data you have given it access to (@

openid
Sign users in @

profile
View users' hasic nrofile (1)

Admin

Screen-7
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e Ensure permission name, type and Admin consent is granted for each permission

Home > InfoExpress Inc | App tions > Demo-MSGraph | API permissions

-5 Demo-MSGraph | APl permissions

o) Ctrl+/) ‘ < () Refresh

Successfully granted admin consent for the requested permissions.
. Qverview o v & P

Quickstart . L
Configured permissions

# Integration assistant (preview] . - s . .
= e ) Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include

all the permissions the application needs. Learn more about permissions and cansent

Manage
— Add a permission ‘ | Grant admin consent for InfoExpress Inc

Branding
‘3 Authentication API / Permissions name Type Description Admin consent requi... Status

Certificates & secrets “ Micrasoft Graph (3)

! Token configuration DeviceManagementManagedDevicesRead Al Delegated  Read Microsoft Intune devices Yes @ Granted for Infofxpress Inc

< API permissions Directory.Read.All Delegated  Read directory data Yes @ Granted for InfoExpress Inc
@ Expose an API User.Read.All Delegated  Read all users' full profiles Yes @ Granted for InfoExpress Inc

¥ owners
Roles and administrators (Pr...

H Manifest

Screen-8
Step 4: Go to CGX Access - Configuration - Integration - Microsoft Intune.

e Paste the required details, copied in step-2 above (Screen 9)

CC:'X Access Configuration =  Policies ~  NAC =  Visibility ~ Enforcement is disabled on 5 of 5 su
Edit Action
Microsoft Intune
Enable integration

Configuration

Tenant ID S5eec31ba-087c-414e-978f-d8db2 Username jmabie@easynac.onmicrosoft.com

Client ID c0d99eef-cca0-4aed-b7 1d-feaes Password sssssssssse
Client Secret  1VBvHLU-8gyU_J-ywlLXBaT3..~Yj Test connection
Show query result data
Query interval 300

(seconds)
Policies
CONDITIONS FLAG

Flag Azure AD registered/joined devices AD-managed
Save Cancel

Screen-9

e Input Azure credentials — Account must have a role of "Intune Administrator (Screen 10)
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Home > Microsoft Intune

Users | All users

Surendra | Assigned roles
gl

User

A Diagnose and solve problems

< = Add assignments

Administrative roles

() Refresh P Got feedback?

Manage Administrative roles can be used to grant access to Azure AD and other Microsoft services. _ea|rm<:|e;
& profile Search Type
) ‘ Search by name or description | | All ~
&k, Assigned roles
o R X R Role T4 Description Resource Name T Resource Type Ty Type
8 Administrative units (Preview)
D = Intune administrator Can manage all aspects of the ... Directory Organization Built-in

& Groups
£ 2pplications

a Licenses

Screen-10

e Use "Test connection" button to validate settings and connectivity (Screen-11)

Edit Action

Microsoft Intune
Enable integration

Configuration

Alert

Connection test was successful.
Time elapsed: 4 seconds
Number of entries: 7

Tenant ID Seec31ba-087c-414e-978f-d8dbz Data:
: {
Client ID c0d99ee6-cc00-43e4-b71d-feaes . -
Entries™: [
{
Client Secret 1VBVHLU-8gyU_J-ywILXBaT5..~Yji "id": "567bf8e6B-6b28-4551-b68e-Ebblddbazed ",
"deletedDateTime™: null,
X "accountEnabled™: true,
Query interval | 300 "approximatelastSignInDateTime": "Wed May 13 2020 12:06:37 GMT+0530 (IS
(seconds) Ty

"complianceExpirationDateTime™: null,
"db344807-00b7-414f-a05b-a4cad6lieadi”,
"deviceMetadata™: null,

"deviceld":
Policies
"deviceVersion™: 2,
"displayName™: "WinlOx&4-E",
"isCompliant™: null,
"isManaged™: null,
"Manufacturer”: null,

Flag Azure AD registered/joined devices

| Close

no i o as_Lci_ aa

Screen-11

St

Setting and Enforcing Compliance Policies

Once the communications between the CGX Access appliance and MS Intune have been successfully
tested, policies can be set to enforce endpoint devices have been enrolled and compliant with Intune
device compliance policy.

Select the flags that should be assigned to devices that meet or fail the specific conditions.
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Policies

CONDITIONS FLAG
#| Flag Azure AD registered/joined devices AD-managed v
#| Flag managed devices managed-device v
#| Flag non-compliant managed devices non-compliant v

When selected CGX Access will set flags and automatically grant access to devices being managed by
MS-Intune. While devices out of compliance can be flagged as a non-compliant.

Using Device & Role Classification policies, devices with specific flags can be assigned different roles.

Device Classification Policy

Classify devices based on their characteristics
Add Rule

Conditions Actions taken when conditions are met

Device is on routerlist Set device role to full-access

Device is on whitelist Set device role to full-access

Device is on blacklist Set device role to restricted

Has any of these flags: APT-Event, FP-mismatched, FW-Event,

Setdevi let tricted s =
infected, IPS-Event, SIEM-Event ki © ¢

Has any of these flags: AV-off. AV-out-of-date. non-compliant. ]

Set devic let - liant Zz X
[pn-:h-ia.!od, patch-pending. stale-device et davica rola to nonR=comprian © c
as any of these flags: managed-device, full-access, AV-
managed, AD-managed, network-infrastructure, router, switch, Set device role to full-access @ & X
printer

The policy above shows a device will be assigned full-access if flagged as AD-Managed or managed-
device. However, it would be given a non-compliant role if it has been flagged as a non-compliant. The
order of the rules is important, as they are evaluated is descending order.

Note: The AD-Managed flag is applied to both Azure AD-joined devices and AD registered devices.
While the managed-device flag is only applied to Azure AD-joined devices.
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Microsoft Windows Management Instrumentation (WMI)

CGX Access can query endpoints directly using Windows Management Instrumentation (WMI). WMI
allows for Windows endpoints and Windows Servers to be queried over the network for compliance

requirements.

e InCGX Access GUI go to Configuration = Integration

e Select the “Microsoft WMI”

Edit Action

Microsoft Windows Management Instrumentation (WMI)
#| Enable integration
Domain Admin iex\administrator

Account

Password | sesssses

Test Device 192.168.253.54

Policies

# Flag devices manageable by WMI

Werify device is domain joined

| Flag devices with local account login

e Check “Enable Integration”
e Enter Username and Password

Query interval 14400
(seconds)

Test connection

managed-device

local-legin

Save || Cancel || Help

The account requires permissions to perform WMI queries on client computers. A Domain Admin
Account is often necessary. Use domain\username syntax for the Domain Admin account.

e Use "Test connection” button to validate settings

Alert ®

WMI test passed successfully.

Query result:
Name: Microsoft Windows 7 Professional
CSMName: MANAGEDO1

Build Number:|7601

Close

e Save changes
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WMI Troubleshooting:

Windows contains a number of security features that may prevent the use of WMI on remote system.
Therefore, it may be necessary to modify your system's Active Directory and Windows Firewall settings
for WMI to work.

As WMI is a pre-installed component on Microsoft Operating systems, it’s recommended you use
Microsoft resources from troubleshooting WMI on your network.

https://docs.microsoft.com/en-us/windows/win32/wmisdk/connecting-to-wmi-remotely-starting-with-
vista

Setting and Enforcing Compliance Policies

Once the communications between the CGX Access appliance and endpoint devices have been
successfully tested, policies can be set to detect compliance with policies.

Select the flags that should be assigned to devices that meet or fail the specific conditions.

Policies
# Flag devices manageable by WMI managed-device ¥
Verify device is domain joined
¢ Flag devices with local account login ocal-login r
# Flag devices with AV installed AV-managed T
# Flag devices with no AV installed MNo-AV T
¥ Flag devices with inactive on-access scanner A\ -off r
¢ Flag devices with old AV-signatures AV-out-of-date ¥
¢ Flag devices with personal firewall off FW-off r

¢ Flag devices with running process

dropbox.exe, onedrive.exe, googledrivesync.exe non-compliant r
¢ Flag devices without running process

bdagent. exe non-compliant r

There are several conditions you can select to monitor. When selected CGX Access will set flags on
specific devices that meet or fail the conditions.

Using Device & Role Classification policies, devices with specific flags can be assigned different roles.
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Device Classification Policy

Classify devices based on their characteristics
Add Rule

Conditions Actions taken when conditions are met

Device is on routerlist Set device role to full-access
Device is on whitelist Set device role to full-access
Device is on blacklist Set device role to restricted

Has any of these flags: APT-Event, FP-mismatched, FW-Event,

- Set device role to restricted @ G x
infected, IPS-Event, SIEM-Event
Has any of these flags: AV-off AV-out-of-date, non-compliant, _ _

- Set device role to non-compliant @ @ x
patch-failed, patch-pending
Has any of these Hlags: managed-device, full-access, AV-
managed, AD-managed, network-infrastructure, router, switch, Set device role to full-access @ & =X

printer

The policy above shows a device will be assigned a non-compliant role if it has been flagged as AV-Off
or non-compliant. The order of the rules is important, as they are evaluated is descending order.

Configuring ACLs for WMI access
When a device has full access or enforcement is disabled, WMI remote queries should always work.
However, when a device is quarantined, it would be necessary for the endpoint device to be able to

communicate with the AD server to validate the WMI query.

Below is a sample ACL that should be assigned when a device is out of compliance to allow the WMI
query to work. In this example, the AD server has IP address 192.169.253.100.

ALLOW WHEN PROTO=="UDP' AND PORT==53
ALLOW WHEN PROTO=="TCP' AND PORT==53
ALLOW WHEN PROTO=="UDP' AND PORT==67
ALLOW WHEN PROTO=="TCP' AND PORT==67
ALLOW WHEN ADDR=="192.168.253.100"
HTTPREDIRECT (RemediatePortal)

DENY WHEN TRUE

The ACL example below should be used if DNS Redirection is also required. In this example the AD
server has FQDN host name: WIN-EHIKPK2TKSH.iex.demo with IP address 192.168.253.100

ALLOW WHEN PROTO=='"TCP' AND PORT==67

ALLOW WHEN ADDR=="192.168.253.100"

DNSALLOW WHEN DNSTYPE==33

DNSALLOW WHEN HOSTNAME=="WIN-EH9KPK2TKSH.iex.demo™
DNSREDIRECT(RemediatePortal)

DENY WHEN TRUE
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Orchestration with Syslog

Firewalls, APT solutions, and other security solutions that are designed to monitor devices and network
traffic can send event-based alerts for administrative action. CGX Access can receive event-based syslog
messages from all types for security devices and take immediate action when necessary. If CGX Access
receives an alert that a device has malware or misbehaving, we can restrict it immediately.

Any solution that can send event-based syslog messages can be configured to work with CGX Access.

e In CGX Access GUI go to Configuration = Integration
e Click on "Syslog - Orchestration”

Edit Action »
Syslog Integration

« Enable syslog integration

Listen on port(s) [« UDP (514)
TLS Cwer TCP (6514)

Enable Event Name Event Source IPs
o SonicWall IPS-PortScanning v 192.168.253.100
" SonicWall IPS-TCPXmasTree v 192,168.253.100
C SonicWall IPS-EICAR-Test r 192.168.253.100
T SonicWall IPS-TCPNullFlag v 192.168.253.100
Select v
Select v
Select v
Select v -

Save || Cancel || Help

From this screen, an Event can be enabled. The event source IP is the IP address of the security appliance
that is sending the syslog message to CGX Access. Multiple IP addresses or IP ranges can be entered.
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Syslog Event Creation

CGX Access can work with any solution (Firewall, APT, IPS, SIEM, etc.) that can send event-driven
syslog messages. To create new Events

e In CGX Access GUI go to Policies = Orchestration Events
e Click on "New Event”
e Select “Device event from syslog”

Create New Action x

Device event from an emalll  Define a device event from syslog
alert

Device event from syslog Listens and handles Syslogs messages except those containing the skip pattern. If the search pattern is
found, the event is triggered for the IP noted in the syslog and the device is flagged as specified

[ Event Name SoncWall IPS-PartScanning ]

[Search syslogs for Possible Port Scan Detected ]

Case sensitive while searching for pattern

Skip syslogs
containing
Case sensitive while searching for axclusion
Type of information ® [P Address
extracted Hostname
Extract IP from SRC:[%IP)
Case sensitive while searching for IP
Flag the device as IPS-Event v ]

Save | Cancel | Help

This dialog box defines how a device event can be triggered from a syslog. If the search pattern is found,
this event is triggered for the IP found in the syslog message. To set up an event four sections must be
configured

Event Name
Give this event a name that explains which device is sending the syslog and what is looking for.
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Search syslogs for
The system will search for Syslog messages that match the keywords specified here. For example:
"ID=attack detected". Regular expressions can be used but don't include /" at the beginning and the end.

Type of Information Extracted
Select whether the syslog message should be scanned for an IP address or Hostname.

If using IP: The system will extract the IP address of the offending endpoint using the predefined macro:
(%IP) for the IP address's position. For example, we will specify: "SRC=(%IP)" if the IP value can be
found after SRC:=..."

If using Hostname: The system will extract the hostname of the offending endpoint using after a keyword.

For example, hostname:

Flag the Device as
Choose a flag that should be assigned to the offending device if the event is triggered. Using Device
Classification policy, the device can then be automatically quarantined.

Custom flags names can be created under Configuration - General Settings = Names Used by Policies
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Orchestration - Email Alerts

CGX Access can receive e-mail messages from all types for security devices and take immediate action
when necessary. If CGX Access receives an email alert that a device has malware or is misbehaving, we
can restrict it immediately.

Any solution that can send email messages can be configured to work with CGX Access.
e Verify an inbound e-mail server has been configured — See Page 19

e In CGX Access GUI go to Configuration = Integration
e Click on "Email - Orchestration”

Edit Action x

Email Alert Integration

# Enable email alert integration

Sender's addresses

Query interval 120

(seconds)
Enable Event Name
s Sophos -Infection v
Select r
Select T

—_1_ -

Save || Cancel || Help

e From this screen, an Event can be enabled.

e To limited which e-mail addresses are allowed to send an e-mail alert to the CGX Access
appliance, specify the approved e-mails in the Sender’s Address section. When blank all addresses

are allowed.

e The Query interval specifies how often CGX Access checks the mail server for new e-mail alerts.
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Email Event Creation

CGX Access can work with any solution (Firewall, APT, IPS, SIEM, etc.) that can send e-mail messages.
To create new Events

e In CGX Access GUI go to Policies = Orchestration Events

e Click on "New Event”
e Select “Device event from an email alert”

Create New Action o

| Davice event from an email  Define a device event from an email alert
alert

sant from syvsl ’ - ) -
Device event from SvS100 | | s1ens and handles email alerls except those containing the skip pattern. If the search pattern is found

an gvent is triggered. When triggerad, the IP or hostname noted in the email will be lagged as specified

[ Event Name Sophos - Infection ]

[:‘»‘-éarfh email alerts for Virus/spyware ]

Case sensitive while searching for pattern

Skip email alerts
containing

Case sensitive while searching for exclusion

Type of information IP Address
extracted 5 Hostname

Extract Hostnmame Machine:
from

Case sensitive while searching for keyword

[ Flag the device as infected v

Save | Cancel | | Help

This dialog box defines how a device event can be triggered from an e-mail. If the search pattern is found,
this event is triggered for the IP or hostname found in the e-mail message. To set up an event four sections
must be configured

Event Name
Give this event a name that explains which device is sending the e-mail and why.
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Search email alerts for
The system will search the email messages for keywords specified here. For example: "Virus/Spyware".
Regular expressions can be used but don't include /" at the beginning and the end.

Type of Information Extracted
Select whether the email message should be read for an IP address or Hostname.

If using Hostname: The system will extract the hostname after reading a keyword. For example, if
Machine: is specified as the keyword, any name following it will be assumed as the hostname.

If using IP: The system will extract the IP address of the offending endpoint using the predefined macro:
(%IP) for the IP address's position. For example, we will specify: "SRC=(%IP)" if the IP value follows
after SRC:=.

Flag the Device as
Choose a flag that should be assigned to the offending device if the event is triggered. Using Device
Classification policy, the device can then be automatically quarantined.

Custom flags names can be created under Configuration - General Settings = Names Used by Policies

Easy NAC: CGX Access Guide 110



Automated Threat Response - Zero-Day
Behavioral Detection

With its layer-2 visibility, CGX Access can detect devices making connection attempts to other devices
within the same segment. If an end-user device suddenly attempts to connect to an excessive number of
devices on the same subnet or tries to connect to Dark IPs that at not active on the network, this is
suspicious behavior. This behavior is indicative of a network scan being performed or malware trying to
probe the network in an attempt to spread. Easy NAC can detect this behavior and immediately quarantine
this device so it can’t spread malware laterally on the network.

e In CGX Access GUI go to Configuration = Integration
e Click on "Automated Threat Response — Zero-Day Behavioral Protection”

Edit Action x

Automated Threat Response - Zero-Day Behavioral Detection

# Enable

Query interva 30
(seconds)

# Scanning - connection attempts to excessive IP addresses Scan-detected v
20 Different hosts with-in one minute

¥ Dark IPs - connection attempts to unused IP addresses Dark-IP-scan Y
5 Different hosts with-in one minute

Save || Cancel || Help

With no integration or special requirements, this detection is enabled by default. Devices attempting
connection attempts to an excessive number of hosts will be flagged as “Scan-detected”. While devices
attempting connection attempts to unused IP addresses will be flagged as “Dark-1P-Scan”
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Policy-Based Response

When the “Scan-detected” flag and \ or “Dark-1P-Scan” flag is assigned to a device, the CGX Access can
take quarantine actions based on Device Classification policies.

e In CGX Access GUI go to Policies = Device & Role Classification
e Add Rule to take preferred actions when a device is flagged “Scan-detected” or “Dark-1P-Scan”

Device Classification Policy

Classify devices based on their characteristics

Add Rule
Condtons Acbons taken when condibons are met

Dewvice 15 on routerkst Set device role to full-access

Device is on whitefist Set device role to full-access

Device 15 on blacklist Set device role 1o restricted

Has any of these flags: SIEM-Event, [PS-Event, infected, FW-Event, FP

> Set device role to restncted @ T x

mesmatched, APT-Event
Set device role to restricted ’

Mas any of these flags: Scan-detected, Dark-1P-scan @ @ x
Send Emad to Admin

Has any of these flags: stale-device, patch-pending, patch-failed, non -
: i S = Set device role to non-comphant @  x
comphant, AV-out-of-date, AV-off

e The new rule should be dragged near the top of the list, so it has higher priority over other sets of
conditions

Clearing Zero-day Events

Once a device has been restricted, it will be necessary to clear the event so the device can have network
access again.

e In CGX Access GUI go to Visibility = Alerts and Notifications
e C(Click “Devices with Events”
e Select the device(s) that should be cleared, Select the “Clear event” option and Apply

Alerts and Notifications

Devices with events Back Refresh Export Help

[ Clear avanls

Total # of devices: 1

Apply 1o selecied dovices ]

Make it a custom report CEEEESE SL RGNS Devices Per Page gpp  Page 1of 1 First i Lagi

Arcess Flags: Last Access

MAC Hostname  Events Roles  Location IP Address os Granl Access
e ! Group ! . I Lists seen Status @
2020-06-04 183340
. Windows 7 Frofessional  virtual AD-managed V- 2020-06-
E]E-J OC2O4B:T0ZE  manageddl e restricted " 162 16825354 6.1 Build 7601 Service  managed Scan-detected 04 [ ] @ ]
2020-06-04 18334 o Pack 1 Dark-IP-5can 18:32:48

dairkip (Dadk-IP-5can
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Handling Exceptions

For network monitoring, it may be necessary to configure exceptions on some devices. To ignore Zero-
day behavioral detection, you can flag the allowed devices as “arp-scan-ignoring” and “darkip-scan-
ignoring”. These flags can be set using the Device Manager or Device with Events report.

e In CGX Access GUI go to Visibility = Alerts and Notifications

e Click “Devices with Events”

e Select the device(s) that should be exempted, Select the “Ignore Zero-Day Behavioral Detection”

option and Apply

Alerts and Nofifications

Devices with events

Show Fiport Filler

[ gnore Zero-Day Behavioral Dale »

Apply to selected devices. ]

Total # of devices: 1

MAC Hostname  Events

020-05-04 18:34:59
Scan-

Bur-ac 28 4BTOZE managecd! o
20200804 183459

darkip (Dark-1P-scan

Access
Group

High
resinched
Risk

Roles Location 1P Address

WM
demo

162.168.253.54 &1 Buid 7801 Senvice

Flags

L I Lists

Windows T Professional  virtisal AD-managed AN
managed Scan-getacted
Pack Dk Pegcan

Back Refresh Export Help

updated at Thu Jun 04 2020 1842 5

Last Access

Gramnt Access

Sean Status &
2020-068-

04 ® ) @
18:42.45

Note: by default, devices flagged as Network Infrastructure are exempt from zero-day checks.
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Agent Support

Easy NAC was designed to be an agentless solution. However, agent licenses are optional and can be used
for more in-depth compliance checks, automatic remediation, and other capabilities. When using agents,
you can also consider a hybrid deployment model, where laptops needing stronger security checks use the
agents, while desktops use the agentless approach. The table below summarizes the differences in these

approaches.

Detection

CGX Access - Agent

Agent would detect changes within 10
seconds

CGX Access — Agentless

Compliance check with integration
module depends on the re-check
interval

Supported OS

e  Microsoft Windows
e Apple MacOS
e Linux

The Operating Systems supported by
Integration solution(s)

Compliance checks

Compliance check can be customized to
Include but not limited to the followings:

e Running Process

e Registry values

e Files and locations

e Inifiles and contents

e Machine names and OS check
e Authentication

Agentless solution — Integrations with
AD, 3"-party AV, Patch, and WMI

End-user compliance
communication

Pop-up Message

HTTP Redirection

Real-time Wi-Fi adapters
control

When connected to any wired network
that has connectivity to CGX-Access (ie.
Corporate Network). The wireless
network adapter can be disabled
automatically.

It would be re-enabled once wired NIC is
disconnected

N/A

Can use Windows Connection Manager
as a substitute

Automatic Remediation

When a compliance check fails, a
remediation action can be kicked in. It
includes running scripts or binary in the
host that has the agent installed. With or
without administrative rights.

N/A
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Working with Agents

Easy NAC virtual appliances come with default agents and default polices that can be used for testing or
as a baseline to start building your custom compliance policies.

By default, Device Classification Policy will assign a device passing an agent audit with full access.
While a device failing audit would be assigned a failed-agent-audit role. The order of the policies is
important, so in some environments, it may be necessary to drag these policies up for higher priority.

e In CGX Access GUI go to Policies = Device & Role Classification

Device Classification Policy

Classify devices based on their characteristics

Add Rule
Conditions Actions taken when conditions are met
Device is on routerlist Set device role to full-access
Device is on whitelist Set device role to full-access
Device is on blacklist Set device role to restricted

Has any of these flags: SIEM-Event, IPS-Event, infected, FW-Event, FP-

) Set device role to restricted @ & =
mismatched, APFT-Event
Set device role to restricted
Has any of these flags: Scan-detected, Dark-IP-scan V! ' @ E x
Send Email to Admin
Has any of these flags: stale-device, patch-pendini atch-failed, non- ) .
- : oL 2 2ol ! Set device role to non-compliant @ G =
compliant, AV-out-of-date, AV-off
Has any of these flags: printer, switch, router, network-infrastructure .
! ' ! Set device role to full-access @ G %
AD-managed, AvV-managed, full-access, managed-device
Failed Agent Audit Set device role to failed-agent-audit ® = %
Passed Agent Audit Set device role to full-access @ & =
Completed Guest or Device Registration
. ! J Set device role to BYOD ®@ & =

Has any of these flags: byod

When assigned a “failed-agent-audit” role the device will be assigned “restrict-agent” ACL. By default,
restrict-agent ACL blocks all traffic except DNS, DHCP, and the agent traffic over port TCP 11698.

Edit Action x

Configure NAC rules for access group

Access group restrict-agent
Condition Apply ACL ~

ACL rules ALLOW WHEN PROTO=="UDP' AND PORT==53
ALLOW WHEN PROTO=="TCP' AND PORT==53
ALLOW WHEN PROTO=="UDP' AND PORT==67
ALLOW WHEN PROTO=='TCP' AND PORT==67
ALLOW WHEN PROTO=='TCP' AND PORT==11698
DENY WHEN TRUE

It is recommended the default “restrict-agent” ACL be edited to allow access to approved remediation
resources such as the AV server, patch server, etc.
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Hosting Agents
Easy NAC virtual appliances come with default agents that will meet most customer requirements. To
make these agents available for use:

e In CGX Access GUI go to Configuration > Global Settings - CyberGatekeeper Agents
e Adjust your Captive portal settings to allow the download of the agents

Edit Setting »

CyberGatekeeper Agents

URL Others

Download Links

Agent Hosting On CGX¥ Access (Remediation IF ¥

Upload Files

Prefix https://192.168.253. 222 static/

Windows x54

cgamsiGd. exe -
Nindows x86 "
o - cgamsil2 exe -
Macds ’ ,

cgainst zip =

Linus
cga >

Web Agent

Naote: When hosved on COX Access, the agents will be accessible using the Remediation TP sddress, This IP address muse

ba configured and allowed in the appropriate ACLs.

Show Links

After successful guest
registration / authentication.

Save | Cancel | Help

To host agents on the appliance, it will be necessary to use the Remediation IP address. Once the above
settings are configured; you can decide when to show the agent installers to your end-users.

Show Links

After successful guest
registration / authentication.

After employee registers device,
0On the main landing page.
# On Remediation page.

Show all configured agent links.
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Based on requirements, you can choose when to display the agent installers. This would be helpful for
special situations where you require guest, consultant or BYOD devices to install agents for network
access.

The appliance will only show the agent type appropriate for the Operating System, so a guest with a MAC
computer will only be shown the OSX agent.  If you want to display all the available agent options, you
can check “Show all configured agent links”.

€ > & evor s
MyCompany

Network Access Control

You have reached this page because your device is untrusted. For assistance please contact the
helpdesk.

Access restricted

'f:- Download Agent x64

Installing Agents

The CyberGatekeeper Agents are designed to install silently. Once the installer is run the agent will
install silently with no configuration options or reboots required. The Windows installers are
approximately 8-10 MB in size. The MAC OSX agent installer is approximately 4 MB. These sizes make
is quick to download and install.

Most organizations choose to use a software deployment tool or AD Group policy with a computer startup
script to install the agent automatically for their managed devices. Contact InfoExpress support for a
sample script.

In the case of manual deployment, administrative rights are required.
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e Right-click the installer file and chose to “Run as administrator”

-~

Mame Date modified Type Size

G5 cgamsi32 71192020312 BM___ Application 2339 KB
Open
®  Run as administrator

Troubleshoot compatibility

e There will be no prompts or confirmations. Allow 30-60 seconds for the install to be completed in
the background

e When finished an icon in the system tray will be visible. When double click the agent viewer will
show the current status

Tools  Help

Status:  Auditing [Monitor bMode]
Server  cgx-access

CGA S 947444421 283055
CGAIP: 192.168.253.54

M eszzage from last sezsion attempt at 2020/07/19 15:29:56 +0300GMT STD

Successful, -

For help, support or infermation on updating your system, please click on the
Help URL for more information.

Help URL

Agent Compliance Policies

Easy NAC virtual appliances come with default agent compliance policies that have been pushed to the
appliance. These default policies will provide checks for common AV solutions:

Anti-Virus Installed
Anti-Virus Running

AV Up-to-date

Real-time scanning enabled
Windows Updated Enabled
Recent Microsoft updates

These policies are a good starting point, but it would be recommended every customer adjust these
policies to meet their specific requirements. For example, if your organization’s endpoint security is
TrendMicro, then it may only be necessary to check for this brand.
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To adjust the policies, it will be necessary to install a CyberGatekeeper Policy Manager. Contact
InfoExpress support or your partner for a copy of the CGPM installer and a copy of the of the Easy NAC
Default Settings installer.

1. Install Policy Manager
2. Keep Policy Manager closed
3. Run Easy NAC Default settings

Note: If you plan to use the default agents, it will be necessary to run the Easy NAC Default settings
installer to ensure the agents and Policy Manager have the correct shared settings.

Policy Manager

Policy Manager, also called CGPM (CyberGatekeeper Policy Manager) is a Windows-based application
that can be installed on any 64bit Microsoft Windows Operating System.

The Policy Manager application is used for:

Creating compliance tests

Creating compliance policies

Uploading compliance policies to CGX Access appliances
Building agents for different operating systems

The sections below will serve as a QuickStart guide and Best Practices Guide on how to make use of
policy manager to create the desire agent checks.

Tip: For complete details of the CyberGatekeeper Policy Manager, please refer to the Policy Manager
Reference Manual.
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Policies

The Policies creates and edits audit policies. Audit policies let administrators specify what applications,
configurations, and systems should be allowed or denied into the corporate network.

ox 4 10-Windows x64.def <

|_Recent Windows pdates

—wWhen to Use This Policy [&l Conditions Must Be Met)

T 10Windows 164

|| 10windows =BE WHEM dnw windaws [#64] < Ywihen |
| 15-5upported-mac05-10-13

|| 20-5uppaorted-Linuw05 <--"when Mot |
__| 33-Deny &l Delete |

Al -]

 Requirements to Pasz This Palicy (2l Must be Met]

DESIRE Report Hosthame and Uzername <-- Require
DESIRE “wWindows autamatic Updates Enabled =64

REQUIRE AntiVirus Installed =64 <-- Prohibit
REQUIRE &ntitvinus Runking ©64

REQUIRE Yiruz Definitions Current 64 <~ Desire

REQUIRE Real-Time Scanning Enabled <64
¢-- Mot Desire

Delete

U

| w|

Remediation Message Edit

tessage: Windows Automatic updates not enabled
Pop up Meszage on User's System: Mo

K IL\_

A policy consists of a When Section and a Requirements section. Each requirement section can have their
own remediation section. The When Section indicates which remote systems should be governed by this

policy.

If this policy's When Section does not match the audit information from the remote system, the next
policy will be checked. If the When Section matches the audit information from the remote system, the
Requirements Section is checked to see whether the remote system should be given access to the
corporate network.

When to Use This Policy...

The When Section contains conditions consisting of WHEN or WHENNOT commands followed by test
conditions. The WHEN command passes if the test condition is true. The WHENNOT command passes

if the test condition is not true. All of the When Conditions in the policy must match the audit information
for the policy to be valid (All conditions are ANDed).
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Ordered policies are policies starts with a number in their names. They are arranged in alphanumerical
order. The order in which policies will be evaluated can be seen in the list of policies on CGPM. An agent
can take only 1 ordered policy at a time. Once a match is found in the When Section, the policy would be
taken by this agent and no other policies would be checked.

Policies Best Practices

e Itis a best practice to name the polices with a numbered prefix. This way, you would be able to
change the priority of when a policy gets evaluated by changing its prefix number easily.

For example, an ordered policy named 80-Windows.def would be evaluated before another policy
named 90-Windows.def because the system would evaluate the policies in alphanumeric order.

e The more conditions that you have defined in the When Section, the policy should be evaluated
first. You can do so by changing the name of the policy as suggested above.

For example, if your 90-Windows.def has two When conditions defined (When Any Windows
and When in IP range 192.168.0.0/24) and your 80-Windows.def has 1 When condition defined
(When Any Windows).

In this case, all your agents would be getting the 80-Windows.def because it has a more generic
When condition (only 1).

The correct way to do it, is to rename the 90-Windows.def to, for example, 70-Windows.def.
This would make the policy list higher alphanumerically and hence be evaluated first.

e If you have a mixed 32bit and 64bit of Windows OSes that still need to be supported. It would be
best to separate them into two sets of policies. le. One for 32bit and another one for 64bit.

e Policies created are stored in the Policy Manager installation folder, it is recommended to have a
backup of the whole policy manager folder which is in C:\Program
Files\InfoExpress\CyberGatekeeper Policy Manager.

Requirements to Pass a Policy

The Requirements Section contains requirements consisting of REQUIRE, PROHIBIT, DESIRE or
NOTDESIRE commands followed by test conditions.

The REQUIRE command is used to ensure certain conditions are present and passes if the test
condition(s) are true. If any REQUIRE command is not met, the agent would FAIL to pass this policy
and hence the audit.
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The PROHIBIT command is used to prevent certain conditions and passes if the test condition is not
true. If any PROHIBIT command is not met, the agent would FAIL to pass this policy and hence the
audit.

The DESIRE command is used to check if certain conditions are present. If the test condition(s) are true,
it would pass the policy. However, even in the case the DESIRE command is not met, it would still pass.
This is helpful if compliance information is desired, but no quarantine action should be performed.

The NOTDESIRE command is used to check if certain conditions are not present and passes if the test condition is

not true. However, eve in the case the NOTDESIRE command fails, it would still pass. This is helpful if
compliance information is desired, but no quarantine action should be performed.

Requirements Priority

All the tests, when added to the policy, would be the requirements. These requirements would all be
evaluated from top down.

— Requirements to Pags Thiz Policy [Al kust be Met]
DESIRE “Windows Automatic Updates Enabled =64 <-- Require |
REQUIRE Amti Wiruz Installed x54
REQUIRE Anti-viruz Running =64 £ - Prohibit |
REQUIRE “irus D efinitions Current x54
REQUIRE Real-Time Scanning Enabled =64 ¢ Desre |
<-- Mot Desire |
Al v

For example, as per the screenshot above, DESIRE “Windows Automatic Updates Enabled” would be
checked first, then followed by REQUIRE Anti-Virus Installed, then REQUIRE Anti-Virus Running, etc.

When a REQUIRE or PROHIBIT test fails, the audit would be marked as FAIL and any tests that sit
below would not be checked.

However, because of the nature of the DESIRE or NOTDESIRE command, it would still be pass audit,
even if it fails this test, so the next requirement would still be checked.

For example, if REQUIRE Antivirus Running failed, it would be marked as failing this test. The agent
would not check for any test below, in this case the REQUIRE Virus Definitions Current and the
REQUIRE Real-Time Scanning Enabled would not be checked.
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Requirement Best Practices

It is recommended to put the DESIRE and NOTDESIRE commands in the requirements to the top
by using the arrow button. This way, we ensured all these tests are checked properly before
REQUIRE and PROHIBIT commands.

A v

You can change the command type by right-clicking on a command. For example, change from
DESIRE to REQUIRE.

Requirements to Pazs Thiz Policy [Al Must be bet]
DESIRE “Windows Autopastis

IR Change Type to ... REQUIRE

REGQUIRE .-’-'-._nti-‘-.firus_ F_h_mnlng Wb PROHIBIT
REQUIRE “iruz Definitions Curent =64 NOTDESIRE

REGUIRE Real-Time Scanning Enabled «64

Please check if there are perquisites for tests and arrange the order of these tests accordingly.

For example, a test check for Antivirus running should be checked first before the Antivirus
signature is not older than 7 days. It is because the antivirus program might not be able to update
the signature if it is not even running.

Remediation

If an agent fails a policy requirement, the administrator has the option of running a remediation action,
displaying a remediation message to the user or both.

The remediation action can be configured to bring the device back into compliance so that it can
successfully audit against the policy.

The remediation message pops up a dialog box with informational or instructional information to
users.

A unique remediation action and/or pop-up message can be configured for each of the
requirements set in a policy.

To configure the remediation, please highlighted the corresponding test in the requirement section and
then click the Edit button. This would bring the Edit Remediation Option dialog box.
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Edit Remediation Option

Remediation Mezzage

Antiiriz nat rnning LI Cancel

il

¥ Pop up Message on User's Spstem

Remediation Link [e.g. http: /A Sheerveripathifile]
Ihttp:a’ﬂ 92163, 253.1 00w startzophos. vbs

Bemediatian Link MHame Shaown on dgemt Yiewer

Command Arguments

¥ Fun Bemediation for Deskiop Agent

¥ Fun Femediation with Admin Fights
[ Bun Bemediation for Web Agent [for Windows anly]
[ Fun only once a user has logged in [for Windows only]

[~ Show Download Progress Bar

Advanced Options [for Windows anly]

Pop-up Messages

The Remediation Message box can be edited to include any remediation message that the administrator
deems appropriate. For example, "No authorized antivirus software is found".

Messages do not pop up by default. In order to have the message displayed on the agent upon a failed
requirement, the “Pop up Message on User's System” check box should be selected.

An URL can be embedded in the remediation message to direct the user to further resources to help
provide further information or this URL can be put in the Remediation Link box.

Remediation Actions
The remediation action must be entered under the Remediation Link input box. It can contain either a

URL tag or UNC tag (Universal Naming Convention). The tag points to a file that will be run on the end
user system if that endpoint fails the requirement.
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The file that the tag points to can be any file type that can be run on the hosts system: common file types
include executables (.exe), Windows scripts (.vbs, .bat, .cmd). If the remediation scripts or executables
require parameters (arguments) they can be entered under "Command Arguments”. Multiple parameters
should be separated by spaces.

For example:
URL Tag: http://192.168.253.128/fix/ResShieldOn.bat
UNC Tag: \\server\path\ResShieldOn.vbs

Even if you defined a remediation script URL in the Remediation Link, it may still require the user to
click on the link to download and run the script manually.

Auto-remediation

To provide a better end user experience, the remediation action can be configured to run automatically
without any user intervention.

Also, the user privilege that the remediation script runs would also be configurable.

To allow the remediation script to run automatically with the current logged on user privilege, select the
Run remediation for Desktop Agent.

To allow the remediation script to run automatically but with local administrative rights, select both the
Run remediation for Desktop Agent and Run Remediation with Admin Rights.

Note: Only Windows Agent and Mac OS Agent support remediation actions.

Remediation Best Practices

e Itis recommended to configure the remediation action via an URL instead of a UNC path.
Because the agent runs with the local system account on the endpoint. If a network resource is
accessed, it might not have the sufficient privilege. You can host the remediation scripts on the
CGX Access appliance or Central Visibility Manager

e The remediation action is best to configure to run without any user intervention.

For example, running a batch file (.bat) as a remediation script is supported but it might trigger a

command prompt to be shown on the user’s endpoint. It would look malicious to users. However,
when running it with a VB Script, it can do the same remediation action but can be configured in

the script to hide any user feedback (more transparent user experience).

e Depending on the nature of the remediation script, the necessary privilege would need to be
configured properly for the script to run properly. For example, if the script requires administrative
privilege (restarting a service), running the script automatically with the user privilege alone might
not work for everyone.
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Troubleshooting Agents

Installation Issues

Sometimes users can face problems with installing the agent on a windows PC for various reasons which
may be specific to user environment. You can use the following command line options to troubleshoot
installation issue.

From the admin command prompt type:

cgamsi32.exe or cgamsi64.exe and use any of the options below:

-debug Generates installation log at $tmp%\cgainstall. log. You can send this log to support
when requiring assistance for installation issues
-log Enables agent debug logging in agent install dir [filenames=IEXCGAxxxxx.log]
-manual Interactive install. Shows install window and progress.
For Example:

> cgamsi64d.exe -manual -debug

This is will start a manual installation with install progress & enable installation debug logging file
at %tmp%)\cgainstall.log

> info » AppData > Local > Temp v O P
N Name Date modified Type
#* Quick access -
o cgainstall.lo
BN Desktop nj 9 9
5 cgamsi
4r Downloads
& .n -
ﬁ CyberGatekeeper Agent v9.2.20029 Setup - X

Share

View

Welcome to the CyberGatekeeper Agent
v9.2.20029 Setup Wizard

The Setup Wizard will install CyberGatekeeper Agent
v9.2.20029 on your computer, Click Next to continue or
Cancel to exit the Setup Wizard.
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Once agent is installed, you can check if agent service is running.

>tasklist | find /i "cga"

BN Administrator: CVWINDOWS\system32iemd.exe

Microsoft Windows [Version 18.8.18363.988]
{c) 2019 Microsoft Corporation. All rights reserwved.

C:\Users\info»g

3"
onsole
Console

68 Services

B Services
Services

Note: For problems installing Linux agents, please contact support for the Linux agent install guide.

Connection Issues

Outbound Ports use by CyberGatekeeper Agent:

TCP 11698: Agent Connections to CGX Access appliance
TCP 11697: Agent (NIC Manager) to CGX Access appliance

Once agent is installed correctly, there may be problems with agent connecting to the CGX Access
appliance. The easiest way to check error messages is to open the agent window and note the
message/warning. By default, the CyberGatekeeper agents are configured to talk with hostnames cgx-

access and cgx-access.local. These values can be changed when building agents. Take note of the CGX-

Access IP-address and/or Hostname configured in the agent. (Henceforth referred to as CGXA]

Error/warning seen on CGAgent Command to Objective Resolution
window execute on
end point
CLI/Shell
Failed. Cannot resolve > nslookup To check if DNS is Check is your DNS
hostname <CGXA> <CGXA> correctly resolving CGXA | is configured to

hostname. [if hostname is
used while agent building]

resolve CGXA
hostname

Failed. Unable to
connect to
CyberGatekeeper <CGXA>

> Ping <CGXA>

to check CGXA
reachability

(if your firewall allows
ICMP)

Check if agent or
that network
segment can reach
CGXA appliance

Failed. Unable to
connect to
CyberGatekeeper <CGXA>

> telnet CGXA
11698

To check if agent can
connect to audit port TCP
11698 on CGXA

Check if Anti-Virus
or firewall is
blocking TCP port
11698
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Cannot establish See “different
session with a server domain error”
from a different

below.
administrative domain
or server 1is disabled.
Failed. CyberGatekeeper Agent has failed
indicated failure in compliance. Check
audit session. rules that agent
should pass.

Checking Device
Manager - Reports
would help
identify why this
agent failed
compliance.

Different Domain error: This error occurs when the agent and the policy on the CGX Access were built
from a different Policy Manager. It can also occur if no policy has been pushed to the CGX Access
appliance. The agent and the appliance share a secret key, and this key is generated and provided by the
Policy Manager. It is included when the agent is built, and when the policy is uploaded to the appliance. If
the keys do not match, the client cannot connect to the appliance.

This can be fixed by any of the following:

e Uploading the policy to the appliance, from the same Policy Manager that built the agent.

e Import the correct Shared Settings into the Policy Manager and re-upload the policies to CGX
Access. (If using default agents, contact support for the default Easy NAC shared settings).

e Re-building and re-distributing the agent from the same system that uploaded the current

policy.

Once agent connects to CGX Access appliance successfully, you should see ““successful” message in
agent window.

e When passing audit (compliant)

5il CyberGatekeeper Agent X
Teols  Help

Statuz:  Auditing-Forced On [Monitor Mode)
Server  rlan_cybergatekeeper.com

CGA SN: BO2E33182123027

CGAIP, 10.20.0.37

teszzage from laszt zession attermpt at 202007408 12:59.26 +0500GMT STD

Successful.

For help, support or infermation on updating your system, please click on the
Help URL for mare information.

Help URL
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e When failing audit (non-compliant)

i CyberGatekeeper Agent X
Tocls  Help

Statuz:  Auditing-Forced 0On [Connection iz clozed)

Server.  rlan.cybergatekeeper.com

CGA SM: 502633182123027
CEA P 100.20.0.37

Meszsage from last zession attempt at 2020407 /08 12:53:47 +0500GMT S5TD

Failed, CyberGatekeeper indicated failure while monitaring sessicn.
PROHIBIT Notepad ALL....

For help, support or information on updating your system, please click on the
Help URL for maore information,
link
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Advanced Configuration Options

Administration Permissions

CGX Access can query the Active Directory server to validate permissions for administrators to access
the management GUI. CGX Access uses management accounts stored in Active Directory. Different
levels of access are given to admin users based on their AD group membership.

Administrator roles

Initially there are three roles for administrators configured on a CGX Access: CGX-Admin, CGX-
AdminRO and GRM-Sponsor. “CGX-Admin” is a default role that cannot be modified. It has full
privileges. "CGX-AdminRO" is the one shown below and can be used for limited administrative
privileges. GRM-Sponsor is a group allowed to sponsor guest access. Each permission role can be
configured with different access rights. Permission roles may be deleted or added.

Roles correspond to groups defined in Active Directory, i.e. the administrative user uses their Active
Directory credentials to authenticate and is given access based on the group they are a member of in

Active Directory. In order for an Active Directory user to be placed into the CGX-Admin role on the
CGX Access, the user must be member of an AD group of the same name.

e (o to Configuration = Permission Manager

Role | CGX-AdminRO * | Add Delete Help
Permission
Accounts
Can Creste Account, Set Permission %) Mo sccess Readonby RAN
Can force other users out on conflict ez = MNo
Systemn/Operations
Configuration Mo access = Readonly R
Palicies. Mo access = Readonly R

Guests/BYOD devices

Access to Device Registration Methods Mo scocess ® Readonty RAW
Allow to Sponsaor
All guest types
Sponsor Registers Guest Account
Guest Regizters Themsehes

Guest Registers for an Event

Conzultant Registar Themsehes

Access to Device Registration Manager Mo access ® Readonty RAW
Profiler

Access to Policies Mo access = Readonly RAN
Reports

Diavice Manager Mo access = Readonly RAN

These roles correspond to groups in Active Directory.
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Create CGX Access admin groups in Active directory
Using the "Active Directory Users and Computers” MMC:

e Add the groups CGX-Admin, CGX-AdminRO and GRM-Sponsor. Please note that upper/lower
case is significant when creating these groups.

- Active Directory Users and Computers

File Action View Help
e 2M 40X = Bm3&8ETYaS
| Active Directory Users and Comput | Name | Type | Description |
B ] Saved Queries 82, CGx-Admin Security Group ...
=) &3 DemoCGX.infoexpress.com | 82 CGX-AdminRO  Security Group ...
# | Builin % s =
= ek admnproperis |
£l 8 Domaiey Confrofers & General | Members | Member Of | Managed By |
[+  ForeignSecurityPrincipals g
[+ Managed Service Accounts g ;
Users ’ CGX-Admin
J 5 IJ
&
‘;’ Group name [pre-Windows 2000); !m
% Description: |
A
i E-mai I
i
i Group scope | 1 Group type
5 ¢ Domen local &+ Security
S! (* Global " Distibution
P

e Asaminimum add one account (your own) to the CGX-Admin group

If you create a new account make sure it's not set with "User must change password at next logon" as that
will prevent the account from being used on the CGX Access until the user changes the password.

Test AD connection

e Log out of the CGX Access admin GUI
e Log in with your AD domain account

If you can authenticate using your AD credentials, then the CGX Access is successfully communicating
with the AD domain. If your AD credentials do not work double check that the address of the LDAP
server and the account suffix was entered correctly. Also, double check that the changes/additions you
made to AD groups have been synchronized to the DC that the CGX Access is connecting to (i.e. the host
or IP entered).
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Configuring Radius for CGX Admin Login or BYOD
Authentication

Radius Server Configuration
Note: Free RADIUS server was used in this guide

e On Radius, Configure CGX Access as a client to allow query
e Add VSA id 2939 in dictionary with following attributes

VENDOR InfoExpress 2939
BEGIN-VENDOR InfoExpress

ATTRIBUTE iexgroup 11 string
END-VENDOR InfoExpress

e Add user, and assign a group. See more on groups in CGX settings later in this guide.

zeeghan Cleartext-Password := "zeeshan"
Service-Type = Framed,
Framed-Protocol = PPE,
iexgroup = CGX-AdminRO

CGX-Access Configuration

e Go to Configuration = General - Servers - Radius Server
e Configure your Radius Server details (PAP or MSCHAPV2)

Edit Setting x
Active Directory Servers RADIVS Server DHCP Servers Mail Server Web Proxy Server SMS Gateway

RADIUS Server

Host or IP radius.sl.com
SECret ssssssssssssnsssssseses
Authentication type MSCHAPY2 v

Use for BYOD Authentication

# Use for CGX Access-ADMIN Authentication

Save Cancel | Help
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For assigning group level permissions, you can either use predefined groups or create your own group

with custom permissions.

e Go to Configuration > Permission Manager

Permission Manager

" | Add Delete

Can Create Account, Set Permission

Can force other wsers out on condlict
SystemiDperations

Configuration

Policies

Guesis'BYOD devices

Accass o Device Regestration Templates

Help

Moaccess @ Readonly RN
Yas % Mo

Moaccess @ Readonly RN
Moaccess % Readonly RAN
Mo access * Readanky R

Note: The same group should be assigned and returned with radius VSA 2939 discussed above

e Save changes and log out

e Login in with user defined on Radius server

e Verify the permissions granted to the user

©)»> ¢ o ©

CGX Access | contiguration =

Edit Setting

Access Control Lists
Serve names

n  Device Flags

User Defined Flags

Names Used by Policies

Note: All strings are case sensitive

byod-access
consultant
exduded
full-access
guest-access
limited
Restrict-Azure
Restrict-FaceB
Restrict-limit
restricted

consultant
flag1

flag2
flag3
flagd v
skynet-device

Active Directory or
LDAP User Groups

Reserved Flags

AD-student
AD-itstaff

AD-managed
app-control-off
APT-Event
AV-Config
AV-managed
AV-off
AV-offline v
AV-out-of-date

Cancel

In the above example, user “zeeshan” is a read-only user and cannot make any changes to the above

settings.
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Customizing Landing Pages

CGX Access provides customization in two ways. Text fields can be edited through the main
configuration interface (see Configuration > General Settings). The styles of the landing pages by
modifying the CSS (cascading style sheet). Steps to create such a CSS can be found below.

CSS files govern the look and feel of the landing pages only. The GRM theme (landing page theme) is
generated from LESS source files (see: http://lesscss.org for additional info on LESS).

Obtain a LESS editing program

LESS files are text-based files and any text editor can be used. "Crunch™ (www.cruchapp.net) is
recommended, as it includes a CSS compiler for LESS files. Other options, such as "Sublime™
(www.sublimetext.com) + less2css plugin and an accompanying compiler can be used as well.

Download LESS files

A basic set of LESS files can be obtained from Infoexpress support. It will contain a base set of LESS
files which can be compiled into a main.css and accompanying image files (see below)

Edit .less files as desired

After downloading and decompressing the less files, open them in the editor and make changes as desired.
Below are some locations of parameters that can be changed

File Description

main.less Main file that links to sub-files with additional settings

variables.less | This file contains many of the default colors and images used

header.less | Contains settings for the top part of the pages

footer.less Settings for the bottom of pages

button.less | Settings for buttons

mobile.less | Settings for pages in a small browser

Settings for individual pages can be found in the /page directory.

"Crunch™ (compile) main.css files

When satisfied with the changes made, the main.less file should be compiled (it will invoke all the other
files specified). The output file should be called main.css

Note: The compiler may place the main.css file in the same directory as the .less files.

Upload CSS and images to CGX Access
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http://www.sublimetext.com)/

When done, the main.css file, as well as the images directory should be uploaded to the CGX Access
through FTP using the cguser account. Below is the directory structure that should be present on the CGX
Access

Path Contents

/updates | /grm-theme | /css contains the main.css file

/images | contains the images referenced by the css file

Only the main.css file and images are needed on the CGX Access, The .less files do not need to be
uploaded

After uploading the files, the CGX Access will automatically pull these files and update the landing
pages. No further commands are needed to update the pages. Please allow a few seconds for this
action to complete.
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Central Visibility Manager
CVM Overview

It’s common to deploy multiple CGX Access appliances in multiple offices or for scalability in larger
networks. In these scenarios where more than one CGX Access appliance is deployed it is beneficial to
use the Central Visibility Manager (CVM) for an organization-wide visibility and management of these
appliances.

Data Center

HO VLANS

] WLAN C
4
VLAN B
— a4
AD Server
VLAN A
Protection can be extended up to 1 o
100 VLANS with the use of VLAN @
trunbing.
c
AV Server
Y
4
OGX Access — Heasd Quarters
Automatic: Registration driven:

Restricted

ACCEES

Central Vis bllil!'(‘M ANAGET Branches
Branch offices S

London

Hong Kong
" CGX Access @
[ =
1

The Central Visibility Manager doesn’t perform monitoring and enforcement actions itself, so it used to
consolidate the management of multiple appliances.

Configuring a Central Visibility Manager

The Central Visibility Manager uses the same virtual appliance image as the normal CGX Access
appliance, so the initial setup will be like setting up a CGX Access appliance.

Note: The CVM is licensed separately and has a unique CVM license required to operate.
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Basic IP configuration

e For physical appliances, use a direct connect ethernet cable for SSH access to the default IP
Address 10.0.0.250/24. Alternatively, plug-in a keyboard and HDMI monitor.
e For virtual appliances open a console window and power on the VM.

Once the boot cycle is complete you will be prompted for a login.

e Login as admin/admin.
e From the main menu choose 1 (Run setup wizard) and follow the prompts to set the Managed IP
address and netmask, the default gateway, DNS servers, system name, time zone and date/time.

Note: Keep the admin password in a safe place. If it is lost without having access to an alternate admin
level account, there will be no way to recover the password.

Default user accounts are:

e admin - used for initial setup and configuration as well as SSH access for maintenance tasks
e cguser - used for uploading files through ftp

The default passwords are the same as the username
When the setup wizard completes, the system should be accessible on the network.
e Confirm that you can ping the management IP from another system on the same subnet and also
from a system on another subnet. If the pings fail double check the physical or virtual connections

and the basic IP configuration

e Connect to the CGX Access web GUI by opening https://<Managed ip> (that was configured
previously)

[all=l=] = |
[ InfoExpress - CGX Access - X
&« C | A Mot secure | béeps://192.168.253.220/index.php?r=site/login W ¢

Infoexpress

CGX Access

Standalone

Enter username and password to continue.
F 8
]
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Login as user admin (default password admin). A modern browser such as Chrome is strongly
recommended. Older versions of IE or Firefox may not display the pages correctly.

Using the web GUI additional setting can be configure:
e (Optional) Active Directory server settings (used for Permission Management)
e (Optional) E-mail & SMS server settings (used for alerting)
e (Required) Add license for Central Visibility Manager

=

In CGX Access GUI go to Configuration - License Manager
Click on "New License”
3. Paste the key into the space provided and apply

License Manager

N

License Type Distributed deployment
Maximum Appliance Number 3

Device License 500

Licenses allocated 210

Licenses used B

Licensed to For Evaluation Purpose Cnly

The License Manager will show the maximum number of GX Access appliances that CVM can manage.
If using a Distributed license, you will also see the number of devices that can be managed, and the
current allocation of the license. With the distributed license, customer can allocate the license across
different appliances, as shown below.

License Utilization

Site IP Address Licenses Allocated Licenses Used
Manila 192.168.253.220 200 3 ﬁ‘
Singapore 192.168.253.230 10 3 e

Once the initial configuration is done the new server can be switched to a Central Visibility Server.

e In CGX Access GUI go to Configuration = Appliance Settings
e Scroll down to Site Settings and change "CGX Access Server Mode" from Standalone Server to
Central Visibility Manager
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Site Settings

CGX Access Server Mode Standalone Server v
Standalone Server
Remote Server

Configure Services: Central Visibility Manager

Service Configure

e Set both the Site name and an account for Inter-CGX Access communication.
o Ifleft blank the site name will be the default of Central Visibility Manager
o Site Name should only consist of the characters A-Z, a-z, 0-9, and
o The username and password credentials are only used to secure Inter-CGX traffic. They do
not need to correspond to any actual account.

Site Settings
CGX Access Server Mode Central Visibility Manager v
Site name [:er'.'a Visibility Mamager ]
Inter-CGX Access communication
Username ndmin
Password [nlunnun ]
Submit

e Click Submit. You will be logged out of CGX-Access and the changes will take effect.

[&a]l=|&] 3% |
/ [1 InfoExpress - CGX Access + X \\
—
& C | A Not secure | berS://192.168.253.250/index.php?r=site/login Q

iInfoexpress

CGX Access

Central Visibility

Enter username and password to confinue.
A | Username

& Password
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Configuring a Remote CGX Access Appliance

Once a Central Visibility Manager has been configured, new or existing standalone CGX Access
appliances can be configured to be manageable from CVM.

If the Remote Server will be a new deployment and not a conversion of an existing Standalone Server,
first perform an Initial Configuration as covered on Page 13. At a minimum, the Remote Server should
have:

e Have a primary IP address assigned
e Have a Host name
e Have a DNS server

Once the server has a basic configuration it can be switched to a Remote Server:
e In CGX Access GUI go to Configuration > Appliance Settings

e Scroll down to Site Settings and change "CGX Access Server Mode" from Standalone Server to
Remote Server

Site Settings
CG¥ Access Server Mode | Standalone Server v |
| Standalone Server |
Configure Services: Central Visibility Manager
Service ) Configure

e Set the Site name, Central Visibility Manager IP Address, and the account for Inter-CGX Access
communication.
o Site Name should only consist of the characters A-Z, a-z, 0-9, and _
o The username and password credentials must be the same as those set on the Central Visibility
Management Server.

]

Site Settings

CGX Access Server Mode Remote Server A

Site name [Ei"ugE:'-:r"e ]
Central Visibility Manager Address [192.168.253.250 ]

Inter-CGX Access communication

Username admin
Password FEERARRRREREN
Submit

e C(Click Submit. You will be logged out of CGX-Access and the changes will take effect.
e Within two minutes endpoint state should be replicated to the Central Visibility Management
Server.
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Deployment Manager

The Central Visibility Manager includes a Deployment Manager that is used to accelerate deployments or
configuration changes among different CGX Access appliances.

e In CVM GUI go to Configuration - Deployment Manager
e Create a Deployment Set

Deployment Manager

Use this to selectively synchronize configuration including settings and policies among remote CGX ACCESS

Deployment Set Contents

Source [ Singapore (192.168.253.2; ¥ ]

Include Select all Clear al

v General Settings » Device Registration Methods
v Integrations wDevice & Roles Classification
s Roles & Access » Time/Locafion/List

» Device Events »Monitoring

» Device Profiler v ACL

Save | Cancel

Specify a name

Select the Source appliance to copy the settings from
Choose which settings to include in the Deployment set
Click Save

N =

Push a Deployment Set

=

Select a Deployment Set
Select the location(s) to push to
Click Push

wmn
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Deployment Manager

Use this to selectively synchronize configuration including settings and policies among remote CGX ACCESS

Deployment Set Contents
New Name | singapore Seftings | Rename || Delete

‘ Singapore Setfings Source | 192 168.253.220
Include
+ General Settings » Device Registration Methods
¢+ Integrations »Device & Roles Classification
+ Roles & Access » Time/Location/List
+Device Events »Monitoring
+ Device Profier +ACL

Push selected to Select all Clear all
Singapore (192,168 253 220)
[ London (192.168.253.230) )

| Push | Cancel || Help |

4. Confirm the Push

Confirmation x

@ Do youwant to push the deployment sef?

Proceed Cancel

Software Updates
Deployment Manager can also be used to update software across multiple appliances at the same time.

e InCGX Access, go to Configuration = Appliance Settings
e Scroll down to Server Maintenance - Software Update
« Browse to location of file and upload the image

C(i}f(“_.é.rccess Configuration ~  Visibility =
Central \isibiiey
...' OGX - EME g ..e_"t Software Update:
* CGX Access Logs
* Agent Logging Server Date and Time: Tue Jun 16 15:47:50 MYT 2020

=

e e Upload Image:
- Suppurt Touls e Select image to upload: | Choose File | No file chosen Upload Image

Software Update, select a file to update:

ACCESS-2.4.200526 BIN ¥ | chacksum: | | fite size: | | | submit
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e Once uploaded, go to Configuration > Deployment Manager - Software Update tab
e Choose the correct image, complete checksum: and file size:
o Select the appliances to be upgraded and click Upgrade

Deployment Manager

Settings Software Update

[Se ect a build image.

ACCESS-2 4 200526 BIN v ] [:he:-is.m’l 1297061354 ][ﬁle size: | 244929624 ]

Push the selected to Select all  Clear al

[Singapore (192.168.253.220) Current Version: CGX-ACCESS: 2.4.200526
# Fuala_Lumpur (192.168.253.240) Current Version: CGX-ACCESS: 2.4.200402

LATEST UPDATE:
Status: Finished

Start at: 2020-05-27 06:53:30
File: ACCESS-2.4.200526.BIN
Checksum; 1297061354

File size: 244929624

Reset Help

The images will be downloaded to the appliances and if the Checksum and file size are accurate, each
appliance will upgrade. Allow 5-15 minutes for upgrades to occur. Remote appliances will be
rebooted after upgraded

Note: The CVM should use the same software version as the remotes. As a best practice, it’s
recommended to first upgrade the CVM, before pushing the upgrade to remote appliances.

Central Visibility Manager — Device Roaming

The Central Visibility Manager maintains a list of all devices that are connected to the extended
enterprise. This list can be used to facilitate device roaming between locations. There is no setup required
on the CVM itself. Each CGX Access Remote can be configured to control which type of devices and
from what locations are allowed to connect.

e In CGX Access Remote, go to Configuration - Integration - Central Visibility Manager —
Roaming Integration

e Select Sites - devices can roam from these sites

e Select types of devices that can from the selected sites
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Edit Action »®

Central Visibility Manager - Roaming Integration

#| Enable roaming from the following locations:

# All sites

[ ¥ Singapore " Kuala_Lumpur]

eTaTs

Query interval 300
(seconds)

Policies

Flag roaming devices as roaming .

[# Allow BYOD registered devices ] byod

Allow Guest registered devices guest
[# Allow devices flagged as ] AD-managed =
Select v

| Save || Cancel || Help |

In the above example, only “BYOD” registered devices and devices flagged as “AD-Managed” will
be allowed to roam from either of the sites. These roaming devices will be flagged “Roaming”, so
using this “Roaming” flag, the devices can be assigned limited access to the network, as desired.
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Maintenance and Support

Upgrading firmware

Firmware updates may be provided by InfoExpress to upgrade the CGX Access with new functionalities
or fix existing issues. A binary update file (BIN file) will be provided with a checksum and file size. An
example of the BIN file may be CGX-Access-2.3.190301.BIN, with a checksum of 1067271049 and file

size of 195473389.
Upgrading the firmware of the CGX Access can be done via the web interface

e InCGX Access GUI, go to Configuration > Appliance Settings
e Scroll down to Server Maintenance - Software Update
o Browse to location of file and upload the image

Configuration = Policies ~ NAC = Visibility ~

CG}_( Access

i .J CG“T' ress !.Fa"nag.eTem Software Update:
* CGX Access Logs

5 Agent Logging 5";;;" Date and Time: Wed Jun 5 17:28:47 PHT 2019
* About ’
[ bat . iy " Upload Image:
! EHFP"‘”_TMI? Select image to upload: | Browse_ | Mo file selected. Upload Image

L8

Software Update, select a file to update:

L) -:hecl-:sun'I:l | file size: | Submit
No. File Action
e Once uploaded, complete checksum: and file size: then Submit
Yo . VP
[.kj)IK..":I.I..I..H Configuration =
* CEX Access Management Software Update:
* CGX Access Logs
+ Agent Logging Server Date and Time:  wed Jun 5 17:32:08 PHT 2019
v About
Upload Image:
' Suppon Tools Salact image to upload: | Browse Mo file selected Upload Imaga
I )
Softwrare Update, select a file to updabe:
|ACCESS-2. 3. 190603.8IM vl checksum: | 1466317704 file size: | 213401052 Submit
\ . - J
Na. File Action
1 ACCESS-2.3.130603.BIN Delets

The CGX Access will warn of loss of connectivity, and then may ask for a reboot. Connectivity will be
lost, and you will have to reconnect if an SSH session was used. Allow 5-15 minutes for upgrade to occur.
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Collecting Logs (Dump?2)
For troubleshooting purposes, InfoExpress support may ask administrators to collect Dump2 Logs.

Note: Before collecting dump2 logs, please check with Support if you need to enable debug logging and
the duration of logging required.

Enable Debug Logging

e In CGX Access SSH Console, use Option 91 - Server Maintenance
o Type “trace enable”

SERVER MAINTENANCE

These assist with the maintenance of the system. For updates, please
follow the instructions provided with the binary update.
NOTE: Commands are case sensitive.

Commands

Show system configuration
UPDATE <args> Update software, use args provided with instructions
STATS Display system statistics
MONITOR Monitor network traffic

Command (B=Back)? [default B]1:|trace enable_

e Confirm TRACE ENABLED is shown at the top of the SSH Console

CGX Access Server
= o TRACE ENABLED

=== General Setup === === Information ===
Uersion: CGX-ACCESS: Z.4.2868618
Run Setup Wizard Hardware: 1888-3kK 3.168.8

Conf igure Networking Managed IP: 192.168.253.228-255.255.255.8
Set Date and Time Def gateway: 192.168.253.254

Manage Passwords Syslog Svr: None~None

Conf igure Logging DNS Servers: 192.168.253.188

Conf igure Services

=== Maintenance ===

91 Server Maintenance
99 Restart- Shutdown 3erver

Enter Option (B=Exit): _

e Wait for few minutes, as advised by Support, before collecting the logs.

Note: Collecting the logs will disable Trace Enable
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Collecting Logs (Web GUI method)

e InCGX Access GUI, go to Configuration > Appliance Settings
e Scroll down to Server Maintenance - Dump Logs

Server Maintenance:

52l Certificate Management

Manage Accounts

Radius Authentication

Software Update

DUMP Logs

e Click the DUMP button and confirm dump

CGX Access

Remote Server

Configuration - Policies - NAC - Visibility -

* CGX Access Management

DUMP Logs:

* Agent Logging Server Date and Time: Fri Jun 19 11:35:4% 5GT 2020

¥ About DUME

e Wait for Dump process to complete — It may take 5 to 15 minutes depending on number of
endpoints. Longer if the system has had core dumps.
e Once complete, download the file and send to support.

CGX Access

Remote Saerver

Configuration = Policies - MAC - Visibility -

P CGX Access Management

DUMP Logs:

* Agent Logging Server Date and Time: Fri Jun 19 11:39:25 SGT 2020
* About DUME

File Information:

Created at: June 19 2020 11:39:21.

File: DOWNLOAD ]

Note: If the web interface is not available, the SSH CLI method can be use to collect the logs.
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Collecting Logs (SSH CLI method)

e Type “dump2”
e Type “y” to confirm

endpoints. Longer if the system has had core dumps.

In CGX Access SSH Console, use Option 91 - Server Maintenance

Wait for dump process to complete — It may take 5 to 15 minutes depending on number of

@ admin@cgx-240:/var/log
HSERVER MAINTENANCE
sist with the mair e of the r updates, please
the fnstruc 5 pr ith the binar date.
mmands are ca

ovided with i ructions

S - system stT
MONITOR itor network traffic

Comma (0 ck) [default 0]: dump2
TRACE M i isabled!
ou want to continue or quit (¥/N)? [default
wait while i ation is collec
Take the memor running
- 0

ELE LT
Compressing logs, please wairt...
FTP to the appliance as an
to collect cgs_dump.tgz
nfoexpres o

Dump complete. Hit Enter to continue...:

connected to: localhos

)

(100.0%)

e FTP to CGX Access appliance with Admin account to download the logs and send to support.

B C:\WINDOWS\system32\cmd.exe

8:39:12.03xftp 10.20.0.13

Connected to 10.20.0.13.

220 Welcome to CGX FTP service.

200 Always in UTF8 mode.

User (10.20.0.13:(none)): admin

331 Please specify the password.

Password:

230 Login successful.

ftp> dir
PORT command successful. Consider using PASV.
Here comes the directory listing.

2]

6190707 Aug 28 ©3:07 cgs_dump.tgz

ODOOO®

e
)
)

1

1

226 Directory send OK.
ftp: 778 bytes received in ©.02Seconds 48.63Kbytes/sec.

ftp> bin

200 Switching to Binary mode.

ftp> get cgs_dump.tgz

200 PORT command successful. Consider using PASV.

150 Opening BINARY mode data connection for cgs_dump.tgz (6190787 bytes).
226 Transfer complete.

ftp: 6190707 bytes received in ©.52Seconds 11928.14Kbytes/sec.

ftp> bye

221 Goodbye.

8:39:40.07>
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Appendix A — Facebook Login App Setup

CGX Access can authenticate a guest user via their Facebook account. Technically, Facebook allows
authentication to a Facebook App only. For the authentication to work, we would need to create a
Facebook app for your installation.

To do so, first login your browser with a Facebook account. This is the account that would be able to see
all the login user sessions. It is recommended to have a new account setup and don’t use a personal
account for this function.

Then visit http://developer.facebook.com You will then see a screen similar to below.

e Select My Apps - Add New App
e Give a name for your App and confirm.

B (s sanmusan] (¢ x [ Facebook for Developers |Tobri X = - X

< C @ https//developers.facebook.com % @& B ’A H

We are making important changes to the App Review process. Leamn more.

facebook for developers Products Docs More ¥ My Apps ¥

Facebook Analytics

Understand ho ks
interact across

Al

website, Faceb
and bots.

B suggested ” o= \ N . 15:00
Links . > i [ Pl | 7 = gx
Li L @aBunsoCOimmBg - & s Ee
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http://developer.facebook.com/

You should then be able to see your name of the App showing on the upper left-hand corner and would
see a similar screen below

e Select the “Set Up” button in Facebook Login

Bl (BEaEEETSEmgan] [f x [ CGXAccesslogin- + Add Produc x| 4 - X
<« C' @ https//developers.facebook.com/apps/1046905712148229, W @ B "
facebook for developers Docs Tools Support [YRFPCSlll O Search developers.facebook.com n -

CGXAccessLogin - APP ID: 1046905712148229 Status: In Development ~* View Analytics @ Help

Welcome, Ricky! x

# Dashboard . Ky

Links, tools and resources

£+ settings » e, ke

Ry Roles ,  Add a Product L\ ) ) L =

A Alerts »

/) Get Started

@ App Review Development Overview

Learn how to set up and configure your
PRODUCTS (3 integration

Learn About User Permissions

Facebook Login Account Kit See the usage guidelines and permissions
for Facebook products.
The world's number one social login product Seamless account creation. No more passwords. -
o P Learn About Available Features
See the usage and requirement guidelines
for working with Features
Read Docs Read Docs Set Up Re 9

Need more help?
Platform Policy ~ Privacy Policy  Cookies  Terms
Facebook ® 2018

£ aBus OO mm

e Select web “WWW”

| fRE EEsEEZEn] ¢ x [ CGXAccesslogin - Facebooklog X 4+ = X
& c @ https;//developers.facebook.com/apps/104690571214 /fb-login/quickstart/ Yo e B ‘.
facebook for developers Docs Tools Support VPSSl Q Search developers.facebook.com n B
CGXAccessLogin v APP ID: 1046905712148229 Status: In Development A View Analytics @ Help
#t Dashboard
£ Settings » Use the Quickstart to add Facebook Login to your app. To get started, select the platform for this app.
A] Roles »
& Alerts »
® App Review
PRODUCTS (+
Facebook Login v
ios Web Other
Settings
Quickstart
= Activity L
= sty Lon facebook for developers
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e Site URL: Should be replaced with the URL of your CGX Access Captive Portal

B (eExEsan@Esgan] 0 x ] CGXAccesslogin - Facebookloc X+ = X
<« C @ https;//developers.facebook.com/apps/ b-login/quickstart/ * @ H " i
for developers Docs Tools Support [IMECEER Q. Search developers.facebook.com n -
CGXAccessLogin - APP ID: 1046905712148229 Status: In Development ~* View Analytics @ Help
ios Android Web Other

# Dashboard

£ settings ' 1. Tell Us about Your Website -
) Roles »
& plerts 4 Tell us what the URL of your site is.

@ App Review

Site URL

PRODUCTS

hitps://192.168.1.201
Facebook Login -

Settings

Quickstart

1= Activity Log

e Click SAVE and Continue

| fREE sEZEn] [© x [l CGXAccesslogin - Facebook Lo X 4 = X

< C @& https://developers.facebook.com/apps/104 9/fb-login/quickstart b g e B ‘. H

facebook for developers Docs Tools Support Yl O Search develc book.com n
CGXAccessLogin v APP ID: 1046905712148229 Status: In Development A View Analytics @ Help

need to include a short piece of regular JavaScript in your HTML that will asynchronously load the SDK into your pages. The
async load means that it does not block loading other elements of your page.

#t Dashboard
£ settings 4 The following snippet of code will give the basic version of the Facebook SDK for JavaScript where the options are set to their
AJ Roles » most common defaults. Insert the following code snippet directly after the opening <body> tag on each page you want to use
A Alerts > Facebook Analytics. Replace {your-app-id} with the App ID and {api-version} with the version of the API you are targeting.
The current version is v3.1.
©® App Review
PRODUCTS
Facebook Login v
Settings
Quickstart ’
i= Activity Log

e Click Next Until you see this Page
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sEE#Es] ¢ x [ CGXAccessLogin - Facebook Loc X + = (ul] X

<« C @ https//developers.facebook.com/apps/10469057 /fb-login/quickstart/ * @ 6 “
facebook for developers Docs Tools Support VWPl O Search developers.facebook.com n
CGXAccessLogin - APP ID: 1046905712148229 Status: In Development A View Analytics @ Help
4 Dashboard Congrats, you've added Facebook Login to your website! Be sure to check out our other documentation pages for more
£+ Settings » advanced guides.
A] Roles »

Implement a Data Deletion Callback [2
A Aerts P Implement a data deletion callback to respond the people's request to delete their data from Facebook
© App Review

Login Dialog (2
PRODUCTS (3 Invoke the Login Dialog using your own button instead of the Facebook Login button.

Facebook Login -
Access Tokens [2

Settl
etings Use the Access Tokens generated by Facebook Login for your website.
Quickstart
Permissions (2
i Activity Log Manage what data your app has access to through Facebook Login.

App Review (3
Depending on the Facebook data you request from people using Facebook Login, you may need to submit your app for review
prior to launch.

Suggested > =
ks o L 05 ¢ L -l
B sug0 L aBousotTO m

Under Facebook Login on the left

e Select “Settings”

= O x
li Easy NAC - Facebook Login - Fac X +
&« C & https;//developersfacebook.com/apps/2215619832014633/fb-login/settings/ Q W e :
facebook for deve Docs Tools Support My Apps. 0, Search developers.facebook.com D -
Easy NAC v APP ID: 2215619832014633 CXD) staws:Live  # view Analytics

Client OAuth Settings

ﬂ Dashboard
ﬂ Settings »
n . Client OAuth Login
es
Y Roles ¢ Ei & your application and y locking down
A& Alerts N ons below. Disable globa
e
@ App Review » . Web OAuth Login Enforce HTTPS
= Enables web-based Client OAuth Login Enforce the use of HTTPS for Re:
and the t SDK. Strongly
ECOMMEN:
& Facebook Loy - a Farce Web OAuth Reauthentication = Embedded Browser OAuth Login
° ter their ° v Redirect URIs for Client
Settings o log in on the
Use Strict Mode for Redirect URIs
Only all cis that use the Facebook SDK or that direct URls. Strongly
= Activity Log recommel

Valid OAuth Redirect URIs
hitips:ii192.168.1.221/ss/grmiguest/LoginWithCSA
Login from Devices

Enables the OAuth client login flow for
devices like @ smarl TV

Ne:

Discard Save Changes

e Change the Valid OAuth Redirect URIs to https://captive_portal_ip/ss/grm/guest/LoginWithCSA
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https://captive_portal_ip/ss/grm/guest/LoginWithCSA

e Replace the CAPTIVE_PORTAL_IP with your captive portal IP. The URL above is also case

sensitive.
e Save changes
e Navigate to the Basic under the Settings

] CGXAccessLogin - Settings -Fac. X 4+ =
<« cC @ https;//developers.facebook.com/apps/1046905712148 ot '.
facebook for developers Docs Tools Support (VNS O search developer

CGXAccessLogin v APP ID: 1046905712148229 Status: In Development A View Analytics @ Help

#t Dashboard

App | A t
¥ Settings - pp ID pp Secrel
1046905712148229 ecccsece Show
Basic
Advanced Display Name Namespace
ﬂj > CGXAccessLogin
A Alerts »
@® App Review App Domains Contact Email
ricky.cissp@gmail.com
PRODUCTS
Privacy Policy URL Terms of Service URL
Facebook Login »
Privacy policy for L lia and App Deta Te f Service for Login dialog and App Details
i Activity Log App lcon (1024 x 1024) Category

Choose a Category v

Find out more information about app categories here

Discard Save Changes

e Copy the AppID and App Secret. We will need it for the configuration of the CGX Access later.

] COXAccesslogin - Settings -Fac. X 4+ =
<« cC @ https;//developers.facebook.com/apps/104 w @ B '-
facebook for developers Docs Tools Support YTl Q. Search developers.facebook.com n

CGXAccessLogin v APP ID: 1046905712148229 Status: In Development A View Analytics @ Help

# Dashboard

£ Settings - App ID App Secret

1046905712148229 esccsece Show
Basic
Advanced Display Name Namespace

P Roles 4 CGXAccessLogin

& Alerts »

@ App Review App Domains Contact Email

ricky.cissp@gmail.com

PRODUCTS (+

Privacy Policy URL Terms of Service URL
Facebook Login »
www.infoexpress.com www.infoexpress.com
i= Activity Log App Icon (1024 x 1024) Category

Choose a Category v

Find out more information about app categories here

15:10

23/10/2018

e Configure the Privacy Policy URL and the Terms of service URL as necessary.
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e Save Changes

] COXAccesslogin - Settings -Fac. X 4 = [u) X

& > C @ httpsy//developers.facebook.com/apps/1046905712148229/settings/basic/ v e!! |1} ‘

Q Search developers.facebook.com .-
.

Development A View Analytics @ Help

facebook for developers Docs Tools Support My Apps

EE] coxaccessiogin - APP ID: 1046905712148229

#% Dashboard

¥ Settings - App 1D App Secret
Basic 1046905712148229 ecscscce Show o
Aavanced Display Name Namespace

P Roles » CGXAccessLogin

A Alerts »

© App Review App Domains Contact Email

ricky.cissp@gmail.com
PRODUCTS ()

= Privacy Policy URL Terms of Service URL
() Facebook Login »
www.infoexpress.com www.infoexpress.com
iS Activity Log App lcon (1024 x 1024) Category
Choose a Category v
/; \ il Find out more information about app categories here
(=2
T—

Discard Save Changes

e Click the ON/OFF switch next to the APP ID: above. This would prompt you the screen below

B3 CGxAccessLogin x + = (ul} X

&« > C @ https;//developers.facebook.com/apps/1046905712148229/settings/basic/ ¥ eﬂ | .A

Make App Public?

Are you sure you want to make your app public?

Also, if your app is using permissions or features that require
review, please submit for App Review before making your app
public. Learn more

Please select a category before you go public
Category

Education v

Cancel m

https://developers.facebook.com/apps/1046905712148229/settings/basic/#

e Select a category that might fit and click Confirm and then Save Changes
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3 cGXAccessLogin X + = X

<« C @ https;//developers.facebook.com/apy 4690571214822 ttings/basi bg e B ‘.
-
facebook for developers Docs Tools Support YWYl CQ Search developers.facebook i
CGXAccessLogin v APP ID: 1046905712148229 GID status: Live A View Analytics @ Help

# Dashboard

App ID App Secret
£ Settings - PP pp Secref
1046905712148229 secssece Show
Basic
Advanced Display Name Namespace
ﬂj Rolos ¥ CGXAccesslogin
A Alerts »
© App Review App Domains Contact Email
ricky.cissp@gmail.com
PRODUCTS
Privacy Policy URL Terms of Service URL
Facebook Login »
http://www.infoexpress.com/ http://www.infoexpress.com/
i= Activity L
=ifetivity Log App Icon (1024 x 1024) Category

Education v

Find out more information about app categories here

15:12

B suggested > - ) A A
w Links " 2U99€ES 2 om & : m s . = = dx _
E] ink £ @ B ovtO®[mz: " i b

The app is now in product. We would need to setup CGX Access now

Login to CGX Access and under Configuration > General Settings > Guest Registration
Check the box “Allow guest login with Facebook™
Copy your ApplD and App Secret here from your Facebook app created above.

' [ InfoExpress - CGX Acces: X W%
<« C | A Mot secure | ketps;//192.168.200.222/index.php?r=sitefindex i
CGX Access

sie 1o
Compa Self-service Guest Self-service Guest Access v
Copyrig Template
Welcon

Configuration ~  Policies ~ NAC ~  Visibility = welcome admin  (ETIEID

Welcon
Additio @ Allow guest login with Facebook
Sessior By accesscode title
Applicatio
Enablef
Guest Reg By credential title
Login 7|
Login N Request access title
Show T
Email g
Keep t Facebook login title
Enabley
Enzble{ Facebook App Settings
EEol ApD ID | XOGOOCOOKRXNK
Self-se|
Enabley
Keep t App Secret peeosasels s ssesses

Employee
Login T
Login N
Employ | Save || Cancel || Help |

Click Save and you should now see the Login with Facebook button in the Captive Portal.
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3 Guest Login

Please select your IOgiﬂ t\;pe
® | have an access code.
O I have guest login credentials.

O Register for Guest Access

§ Login with Facebook

Please enter your provided Access Code

Access Code:

NOTE: The ACL use to restrict pending guests, must allow both DNS and internet access to Facebook.
InfoExpress has provide a default ACL named “Restrict-FaceB”.
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Appendix B — Certificate Management

By default, CGX Access uses self-signed certificates which will not be trusted. To eliminate warnings on
untrusted certificates, third-party certificates can be uploaded to the appliance.

Option 1 - Generate Certificate Signing Request (CSR) to obtain a
certificate from your CA

Please note: CGX Access could be using 3 hostnames, one for management-IP, Captive portal, and
Remediation portal. Therefore, it is advised that you create a wildcard certificate. (*.domain.com)

Login to CGX Access using username admin, Go to Configuration = Appliance Settings.

Configure DNS server, Hostname, Domain Name, Hostname for Captive portal & Remediation Portal,
and IP Address for Captive portal & Remediation portal

Click Submit to save the settings
CGX Access | confiquration ~

* CGX Access Management 9
System Configuration: U5

' CGX Access Logs
* Support Tools Date and Time:
Mon Nov 12 9:26:38 1ST 2018 Change
Configure Networking:
IP / Netmask Gateway
Adapter #1
MAC: 00:00:67:06:df:8p  (32:29.0.13/293.299.299.9

Ad

Adapter #3 z 192.1
MAC: 00:90:67:06:dF:8¢

Adapter #4 i
MAC: 00:00:67:06:dF: e

DNS Servers

Hostname

Domain Name

Landing Pages

Host Name for Landing Pages

Enforcement is disabled on 1 of 3 subnelts

VLAN ID Configuration

(Management IP
Using DHCP for IP addressigateway
Using CHCP for IP addressigateway

on

1P Address (A) (IP/Netmask 10.20,0.14/2%5.255.255.0 Adapter #1 v

v o

v| o

v

State

A

dd VLAN

d VLAN

VLAN

Note: Hostnames should match as to be entered in the certificate. Some settings may not be
configurable until DNS server and Domain name is configured.

Scroll down and Click SSL Certificate Management

Server Maintenance:

[ S5L Certificate Management ]

Manage Accounts
Radius Authentication
Software Update
DUMP Logs
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e (lick on Generate Private Key and CSR

CGX Access

Standalone

Configuration ~ Policies ~ NAC -

* CGX Access Management @
SSL Certificate Management:

* CGX Access Logs

Upload Certificate And Private Key
Manage Authentication Certificate

[ Generate Private Key And CSR ]
Generate Self-Signed Certificate
Upload CA bundle

* Agent Logging Server

* About

* Support Tools

e Enterrequired details and click on Generate

Generate Private Key and Certificate Singning Request (CSR): ’j

Visibility ~

Country

State or Province
Locality
Organization
Organizational unit

Common name

T

juttar Pradesh

jNoioa

[inFOEXPRESS

isupPORT

kegxa.s1.com

CGX Access

Standalone

Configuration ~ Policies ~

NAC ~

Visibility ~

two-fetter country code (e.g. US)

non-abbreviated state or province name (e.g. California)
non-abbreviated city/locality name (e.g. Saint Louis)
organization/company name

[optional] organizational unit/department

fully qualified domain name of the server

Enforcement is disabled on 1 of 3 subnets Weicome admin  (ETEEED

' CGX Access

@ Savenrs

= .

Organize v New folder
& Google Drive #
& Links
D Music

OneDrive
& Pictures
#P Saved Games
- Searches
B Videos

8 This PC
B 3D Objects
[ Desktop

1-PATCHES
Certificate

v

Name

> ThisPC » Desktop » Certificate

Date modified Type Size

X

v O Search Certificate L

No items match your search.

File name: | request.csr

A Hide Folders

Save as type: | CSR File (.cst)

e Save the generated CSR

e Provide the CSR to certification authority (CA) to generate the certificate
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e Once you obtain the certificate from CA, Click on Upload signed certificate

SSL Certificate Management: @

Private key and CSR were generated on June 07 2020 13:47:42

[gpload Signed Certlﬁcate]
Download CSR

Upload Certificate And Private Key'

Generate Private Key And CSR'

Generate Self-Signed Certificate
Upload CA bundle

Choose certificate file to and upload

CGX Access | connguraion = Policies ~  NAC ~  Visibllity ~

Standslone

CGX Access Management | . g, 1o 551 Certificate Management

CGX Access Logs

Agent Logging Upload Signed Certificate: (¥

* About

Support Tools

CGX Access Configuration ~

Standaione

v NAC ~ Visibliity ~

' CGX Access Management
oo s SSL Certificate Manaoement:{j
* CGX Access Logs

ipport Tools Current certificate:

Fssuer:

domainComponent = Com
domainComponent =51
commonName = SiSetupCA

ot Befcre: Nov 9 @3:31:51 2018 GNT
Not After : Nov § €9:31:51 2020 GNT

Sunjec
countr; . IN
state » Uttar Pradesh
localityname = NOIDA
organizaticnnaae = Infoexpress
commontiane = Cgxa.s1.con

Y 1
oigital Signature, Key Encipherment
X5e9v3 Exte

T 1on

/CN=S15eupCA, CN:
$1m3,51.Ccon/CertE

Certificate file

7iABI79:14:80:A3:59:C0:86

6:0F113:18:34:30:35:87

11/

Mo file chosen

New certificate will be uploaded and details will be shown

Enforcement is disabled on 1 of 3 subnets Welcome admin  (EZIEED

CNeS1SETUPCA, CNns a3, CNCOP, CNaPUD1 L CX20Key X205 vices, CNaServices, CNnConfiguration, DCas1, Diacondcertificatetevocationl 1t 2base Jobjectc]
1n3.51.con/Certenroll/Sisetupla.crl

CNaPUblicR20KeyR205ervices , CNaServices, CNslonfiguration, DCs51,0Cscon?caCertificatePbasedobjectClassscert]
$1n3,51.€0n_S15etupCa.crt

Name :
ONS:CgX8.51.C0m, DNS:CExa-1anding.s1.com, IP AdCress:10.20.0.13, IP ASOress:10.20.8.14

e Reboot CGX Access for new certificate to take effect
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e To Check certificate, browse CGX Access using hostname

- O x
[ InfoExpress - CGX Access Admin X +
€ 5 C ( @& hitpsy/egxast.comfindexphp?r=site/index Tt O . H
CGi( ACCESS  conmguration ~  Policies ~  NAC = Visibllity = (R @] | Eements Comsole Sources Network Securty » 3
tandalone
Enforcement is disabled on 1 of 3 subnets Welcome admin Sign Out & Overview Security overview
a
CGX Access Main origin
N | Certificate % |This page is secure (valid HTTPS).
System Overview version CGX-ACCESS: 2.1.181101 more
) General Detals Cerbfication Path - . "
Devices BY Operating Systems Certificate - valid and trusted
Certh th T serv
B Windows
L] mini. 5 1.com
W ios View certificate
I MacCs
Connection - secure (strong TLS 1.2)
M Linux
W Android
| Embedded
I Others
Urk Resources - all served securely
All resources on this page are served securely
View Certificate
Certificate status:
Guest Registered [N certificate is OK.
Username Full Name Fhone Company
Devices Registered E
‘

Note: You can also browse the Captive Portal page (This example used Subject alternative name and
hence the same certificate was valid for both hostnames.)

[ InfoExpress - CGX Access Admin X Guest Registration Managemen: X + - 2 .
€ > C { & https//cgxa-landing.s1.com/ss/grm/guest/termOfise b+ g Q . H
“ = 4 Elements  Console  Sources  Metwork  Security » 4
MyCompany — =
Network Access Control 8 Overview Security overview
[
Main origin
i ion!
Welcome to Guest Registration! o Certifcate x This page is secure (valid HTTPS).
Terms Of Use General | Detads | Certification Path . I
- - Lertihcate - val and trusty
Before proceeding to next page, please take a minute to rej ! o N
Certification path T t o1V
Terms and Conditions of Use ) s1setupca
Lﬂlm View certificate

You agree to use the network services in accordance with this il

you do not accept and agree to the TOU, you may reject the T(

which case any further access is unauthorized. .

B Connection - secure (strong TLS 1.2)
If you require details about the policy or have further g
support group.
B Rescurces - all served securely
All resources on this page are served securely
View Certificate
Certificate status:
[This certificate is OK.
To signify your acceptance and complete the guest
button.
i -
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Option 2 - Upload certificate and private key to CGX Access. (When
CSR is not generated)

Please note: CGX Access could be using 3 hostnames, one for management-IP, Captive portal, and
Remediation portal. Therefore, it is advised that you create a wildcard certificate. (*.domain.com)

e Login to CGX Access using username admin, Go to Configuration > Appliance Settings.

e Configure DNS server, Hostname, Domain Name, Hostname for Captive portal & Remediation Portal
and IP Address for Captive portal & Remediation portal

e (lick Submit to save the settings

CGX Access Configuration 5 - NAC ~ Visibility ~ Enforcement is disabled on 1 of 3 subnets Welcome admir

* CGX Access Management 2
9 System Configuration: ®

' CGX Access Logs
' Support Tools Date and Time:
Mon Nov 12 9:26:38 1ST 2018 Change

Configure Networking:

IP / Netmask Gateway VLAN ID Configuration State
“t‘:’%‘,‘:,’el 06idfigy  130:20.0.13/235.255.285.0 10.20.0.2 (Management 1P’ 0 Add VIAN
Adspler#2 ... H5 255.0 Using DHCP for IP addressigateway v | § Add VAN
192.168.10.10/255.255.255.0 192.168.10.2 Using OHCP for IP addressigateway v | Add VLAN
5?:.)9:?::'54_ 06:df:8e of A £dd yuan
DNS Servers
Hostname
Domain Name s1.com

Landing Pages
Host Name for Landing Pages
1P Address (A) (IP/Netmask 10.20,0.14/2%5.255.255.0 Adapter #1 v

Submit

Note: Hostnames should match as to be entered in the certificate. Some settings may not be
configurable until DNS server and Domain name is configured.

e Scroll down and Click SSL Certificate Management

Server Maintenance:

[ SSL Certificate Management ]
Manage Accounts
Radius Authentication
Software Update
DUMP Logs
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e Click on Upload Certificate and Private Key

SSL Certificate Management: E‘?

Private key and CSR were generated on June 07 2020 13:47:42

Upload Signed Certificate

Download CSR

[ggload Certificate &And Private Keyj]
Generate Private Key And CSR'
Generate Self-Signed Certificate

Upload CA bundle

e Choose files to upload. (Enter password if required)

e Click Upload

CGX Access

Landa

< Back to SSI Certificate Managemen

* CGX Access Management
* CGX Access Logs

* Support Tools Upload Certificate and Private Key: _Y

Certificate Type | Server key
Certificate file
Private key file
Key password

Configuration v Policies v NAC ~ Visibility

Enforcement is disabled on 1 of 3 subnets W

e New certificate will be uploaded and details will be shown

Configuration v Policies ~ NAC ~ Visibility

CGX Access

SSL Certificate Management: (2

Current certificate:

Before: Nov
After : Nov

Subject
countryNane
stateOrProvincename

uttar Pracesh

= NOIDA

Infoexpress
cgxa.s1.con

CheS15etUp

X5e3v3 Extended Key :
TLS web S er Authentication
ernative Name:

1m3, 51, con/CertEnroll/sasetupCa.crl

Enforcement is disabled on 1 of 3 subnets

com, DNS:cgxa-landing.s1.com, IP Address:1d.20.0.13, IP Acdressile.20.e.14

e Reboot CGX Access for new certificate to take effect

N

Ca, Clins1m3, CHaCOP, CNaPUBL L CX20KEYR20ServiCes, CnServices, CNaCOnFiguration, DCas1, DCacondcertificateaavocationt 15t 2basedonjectc]

, CNaPUDLicR200eyN205ervices, CNaServices, CNaConfiguration, DCaS], DCscon?cacertificatebasedobiectClassncert
11/51n3.51.¢on_S1S€tupCa.crt
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e To Check certificate, browse CGX Access using hostname

- O x
[ InfoExpress - CGX Access Admin X +
€ 5 C ( @& hitpsy/egxast.comfindexphp?r=site/index Tt O . H
CGi( ACCESS  conmguration ~  Policies ~  NAC = Visibllity = (R @] | Eements Comsole Sources Network Securty » 3
tandalone
Enforcement is disabled on 1 of 3 subnets Welcome admin Sign Out & Overview Security overview
a
CGX Access Main origin
N | Certificate % |This page is secure (valid HTTPS).
System Overview version CGX-ACCESS: 2.1.181101 more
) General Detals Cerbfication Path - . "
Devices BY Operating Systems Certificate - valid and trusted
Certh th T serv
B Windows
L] mini. 5 1.com
W ios View certificate
I MacCs
Connection - secure (strong TLS 1.2)
M Linux
W Android
| Embedded
I Others
Urk Resources - all served securely
All resources on this page are served securely
View Certificate
Certificate status:
Guest Registered [N certificate is OK.
Username Full Name Fhone Company
Devices Registered E
‘

Note: You can also browse the Captive Portal page (This example used Subject alternative name and
hence the same certificate was valid for both hostnames.)

[ InfoExpress - CGX Access Admin X Guest Registration Managemen: X + - 2 .
€ > C { & https//cgxa-landing.s1.com/ss/grm/guest/termOfise b+ g Q . H
“ = 4 Elements  Console  Sources  Metwork  Security » 4
MyCompany — =
Network Access Control 8 Overview Security overview
[
Main origin
i ion!
Welcome to Guest Registration! o Certifcate x This page is secure (valid HTTPS).
Terms Of Use General | Detads | Certification Path . I
- - Lertihcate - val and trusty
Before proceeding to next page, please take a minute to rej ! o N
Certification path T t o1V
Terms and Conditions of Use ) s1setupca
Lﬂlm View certificate

You agree to use the network services in accordance with this il

you do not accept and agree to the TOU, you may reject the T(

which case any further access is unauthorized. .

B Connection - secure (strong TLS 1.2)
If you require details about the policy or have further g
support group.
B Rescurces - all served securely
All resources on this page are served securely
View Certificate
Certificate status:
[This certificate is OK.
To signify your acceptance and complete the guest
button.
i -
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Appendix C — vLinks Deployment

vLinks Overview

The Easy NAC solution uses CGX Access appliances for visibility and protection of the network. To
provide visibility and protection, the CGX Access appliance requires layer-2 visibility of the subnets it’s
protecting. Having layer-2 visibility at the main site can be easily achieved with trunk ports or standard
access ports. However, getting layer-2 visibility for remote sites can be more challenging. The vLinks
solution is designed to extend the reach of the CGX Access appliances so it can also protect your smaller
remote sites with cost effective hardware.

The vLinks architecture is shown below. At remote sites, a vLinks appliance is placed on the network for
layer-2 visibility. This layer-2 traffic is then tunneled back to a vLinks Central appliance. This tunneled
traffic is sent over the existing corporate WAN, so an existing WAN network is required. MPLS and
NAT’d network types are supported.

At the main site, a vLinks Central will consolidate the layer-2 traffic from multiple vLinks and share it
with the CGX Access appliance using a port directly connected to the CGX Access appliance. With this
connectivity in place, CGX Access will detect rogue devices at the branches and quarantine these devices
real-time. All Easy NAC features including compliance checks, captive portals, Automated Threat
Response, etc., are supported.

Branch

H Q Layer-2
Tunnel
Switch Switch

Note: Each vlinks can tunnel 4 Vlans

WSUS AD Server

Looan 3 & 3
30 -
~ /1unnel‘_\_'_'k———} sooo
| —————
CGXACCESS! Trunk hf——f |
N . Port . - .
CGX Access vlinks Central itel
Virtual Appliance
Note: Each vLlinks can tunnel 4 Vlans

Layer-2
Tunnel

@

Branch

———— vLinks

Switch Switch

Note: Each vlinks can tunnel 4 Vlans

Adding vLinks to extended CGX Access protection to remote sites is a two-stage process. Stage one is to
configure the vLinks Central appliance. Once the vLinks Central appliance is configured the vLinks
Remote appliances can be configured to contact the CGX Access and download their configurations.
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vLinks Central Setup

The vLinks Central hardware is manufactured by MicroTec. To configure this box, download the
WinBox application at https://mikrotik.com/download. Connect the appliance (adapter 1) to your PC

using an RJ45 cable and connect to it via it’s MAC address or DHCP assigned IP address.

(& WinBox v3.18 (Addresses)
File Tools

Connect To:
Login: |admin

Password:

Add/Set

Managed Meighbors

| | Refresh
MAC Address IP Address |dertity
CC:2D:ED:B1:30:E6 0.000 Mikcro Tik

1item (1 selected)

Connect To RoMOMN

Version Board
6.46.3 (st... RB750Gr3

- a X

Keep Password
Open In New Window

Ll

all

|ptime -
00:01:31

The default account is admin. The default password is blank.

Perform the following steps to assign a static IP, default gateway, and admin password:

1) Configure a Static IP address - Go to: IP > Addresses >
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https://mikrotik.com/download

Session  Settings  Dashbeard

e admin@ CC:2D:ERB1:30:E6 (MikroTik) - WinBox v6.46.3 on hEX (mmips)

— O >

Safe Mode Session:
AS Quick Set
1 CAPsMAN
8 Interfaces
1 Wireless ARP
Eﬁ Bridge Accounting

=8 PPP Addresses

ki

Time{00:14:56 B ﬂ

5= Switch Cloud

! | Network:

|Ir'|terfac:e |V

°13 Mesh DHCF Client
El DHCP Relay
<77 MPLS DHCP Server
22 Routing DNS

52 System Firewall

& Queues Hotspot
Files IPsec

|| Log Kid Control
L RADIUS Neighbers
% Tools Packing

New Terminal Poal

4 Dot1X Routes
#2 Parition SMB
| Make Supoutrif  SNMP
& Manual Services
a Mew WinBox Settings

Network: S Cancel
Interface: |etherl |i| Apply

Disable

Comm

2) Configure a default route - Go to: IP > Routes > Click +

Ja Quick Set
I CAPsMAN

8 Interfaces
T Wireless

Ez Bridge

e admin@CC:20:E0:B1:30:E6 (MikraTik) - WinBox v6.46.3 on hEX (mmips) — O >
Session  Settings  Dashboard
Safe Mode | Session:[CC:2D-E0:B1-30-E6 Time{00:34.13 W

=7 PPP M oute

e | Ol [Mbae|

“1% Mesh Dst. Address: |DIRITIN] | [ | Cancsl

el r Gateway: [192.168.254.254 =] | E Aoply

&7 MPLS 2

% Routing i | Check Gateway: | |~ Disable
&m [ Type: |unicast || ¥ | Comment

i Syst

®cn

Files Distance: | |~ —

-ove

] Log Scope: [30 |

£ RADIUS Target Scope: |10 |

% Tools [+ Fouting Mark: | | -

New Terminal Pref. Source: | |~

41 Dot1x

#5 Partition

g Make Supout rif

& Manual

@ New WinBox enabled active
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3) Configure a password - Go to: System > Password

Qld Password: |

Mew Password:

Corfim Password:

4) Shutdown box and place on the network: System > Shutdown

Note: Configurations changes made on vLinks Central take effect immediately, there are no added steps
required to save the configurations.

5) Physical Placement - Place the vLinks Central box on the production network using Adapter 1.

Power Pilewet. 2 2 38 A T

DC8-30V

Model: VLC-55M

6) Test connectivity — Using WinBox login into the IP address of the box. Go to: Tools > Ping to test
connectivity to default gateway and any off-subnet resource.

Fing =B
Packet Count: 7
Timeout: | 1000 ms
Seq #/ |Host Time Reply Size | TTL |Status -
03888 31ms B0 54
18888 29ms 50 54
238888 25ms 50 54
33388 29ms 50 54
4 items 4 of 4 packets rece... | 0% packet loss Min: 23ms  |Avg: 29ms  |Max: 31 ms
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7) Connect a second cable using Adapter 2 directly into any open port on the CGX Access
Appliance. Take note of the port used on the CGX Access appliance for later configuration. This is
a direct connection between the vLinks Central and CGX Access appliance.

Power

Internet 2 3 4 5

8) Once connected to the CGX Access Appliance, Login into CGX Access web interface.
Go to: Configuration > vLinks Manager

vLinks Configuration O Refresh

vLink Servers

.ixdde Server Models | Manage Ceris

Name IP Address Port Model VLAN ID Range  Username  Action

vLinks

Add New vLink

ID Name Config Key Source IP Server Revision Action

vLinks Auto-Configuration

Config Key Update

D Name Config Key Source IP Server Action
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9) Select Add New Server and complete the registration process

Add New Server

Mame wvlLinks HQ

IP Address 192.168.254 240

Port| 1194
Model 5 port small E
Trunk Port| ether? “

VLAN ID Range  1-50
Username | admin

Password | seses|

Change Password []

Save Cancel

Name — Use any name to help you distinguish this vLinks Central from other vLinks Central you
may deploy.

IP Address — Use the Static IP address that was set in Step 1 above
Port — Port 1194 is the recommended default port

VLAN ID Range — A 5 port vLinks Central can support 50 remote subnets, so you can configure a
range of 50 VLAN IDs. You can use any VLAN range desired. To avoid confusion, it is
recommended these VLAN ranges be outside the range of other VLAN IDs used on your corporate
network. The 12-port vLinks Central can support 200 remote subnets, and can be configured with a
range of 200 VLAN IDs.

Username — The default username is admin

Password — The default password in blank. It recommended you create a secure admin password.
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Once saved, the above settings will be pushed to the vLinks Central server and the vLinks Central
will be ready to accept connections from vLinks Remote network extenders.

vLink Servers

Add Mew Server | Manage Server Models | Manage Certs
Name IP Address Port Model VLAN ID Range Username Action

vLinks HQ 192.168.254.240 1194 5 port small 1-50 admin o *k R X

vLinks Remote Setup

The vLinks Remote boxes have minimal configuration requirements. The recommended deployment
technique is to leverage the Auto Configuration feature to pull the necessary configuration details from
the CGX Access server. This section will detail the steps to use the Auto Configuration method.

1) To allow Auto Configuration a Config Key must be set within the vLinks Manager.

Requesting Configuration

Config K&Y  secret Update

D Name Config Key Source IP Server Action

2) vLinks Remotes are configure to support DHCP by default. You can attach the vLinks Remote to
any DHCP enabled network, and then use the web interface to configure the Auto Configuration.

@ vLink-HongKeng - LuCl - Mozilla Firefox — O *
i) vLink-HongKeong - LuCl X ‘ +
<« c @ © £ hitps//192.168.254.112/cgi-bin/ w o ® =

vLink-HongKong

Authorization Required

Please enter your username and password.

Username root

Password

o

EasyMAC / V-Link 3.2.0

The default account is root. The default password is GlassDoor2020.
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3) Configure the basic information required to sync with the CGX Access Appliance — Go to:
System > Auto Configuration

VLink-HGng Kong Status System Logout

vLink Configuration [ [;Ln"ﬁwm
CONFIG

WLINK Mame wLink-
@ wli

CGX-Access 192.168.254 250

@ Example viink-semver infoexpress com

Config Key secret
B CGXA Server Config Key

IP Proto DHCP W
@ Metwork Configuration

MNTP Server
@ MTP Server

Auto DNS

@ If unchecked, the advertised DNS server addresses are ignored

e

Save & Apply the settings
vLink Name — Any name to help you distinguish this vLinks Remote from other sites

CGX-Access — Provide the Management IP address of the CGX Access that the vLinks Central is
attached to. It will use this IP to download the auto configuration.

Config Key — This key must match the key configured in CGX Access to allow the automated
configuration downloads

IP Proto — Use this field to change to a Static IP if required. For simplified deployment, DHCP
is recommended as each vLinks Remote will have the same configuration and can then be used
on any network.

NTP Server — A NTP server is critical to maintain time-sensitive tunnels with the vLinks
Central. Warning: If time is out of sync, the connection to the vLinks Central will fail.
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Auto DNS — It’s recommended to use DNS server where available

4) Physical Placement - Place the vLinks Remote box on the remote network using Adapter 1 (eth0).
Adapter 1 is used for tunneling Layer-2 traffic from the remaining 4 ports (eth1-eth4) back to the
CGX Access appliance.

Adapter 1 is not protected, so if this subnet needs protection, a second cable should be attached to
Adapter 2 (ethl). Each vLinks Remote can protect 4 subnets.

eth3 eth4 / PoE OUT

5) Accept vLinks Remotes - Once placed on the remote networks the vLinks Remotes will connect to
CGX Access to request configurations: Configuration > vLinks Manager Click the Accept button
as shown below.

Requesting Configuration

Config K&y secret Update

D Name Config Key Source IP Server Action

bd:fb:ed:1d:67:a7  vLink-HongKong secrett 192.168.254.112 | yiinksHQ |~ @

Once Accepted the vLinks Remote will be shown in your vLinks list.

vLinks
Add New vLink
ID Name Config Key Source IP Server Revision  Action

bd:fred 1d:67:a7  vLink-HongKong secretl 192.168.254.112  vLinks HQ 1585805456 o X
(20/04/02
13:30:56)

6) The last step is to configure the CGX Access Adapter settings to protect the remote segments. On
the CGX Access appliance take note of which adapter the vLinks Central was plugged into, during
Step 7 of the vLinks Central setup.

On the web GUI - Go to: Configuration > Appliance. Click the + button next to the appropriate
adapter to add a VLAN
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System Configuration: L’Q

Date and Time:
Thu Apr 2 14:10:44 SGT 2020 Change

Configure Networking:

IP / Netmask Gateway Metric VLAN ID vLinks Configuration State VLAN

Adapter #1

A e febciehaz [192.168.254.250/255.255.255.0 [192.168.254.254 | [100 | Managed IP &

Adapter #2

MAC: ac: 1fi6b:6c:ehia3 ! 500 = @
Adapter #3

MAC: ac: LF:6b:6c:eh44 ! 1000 = =

(=] (=]
< <

Adapter #4
MAC: ac:1f:6b:6c:ef:45 ! 1500 Off v +

Add Vian ®

VLAN ID (1-4094)
1

DHCF w

IP / Netmask
Gateway

vLinks
[No viinks [+~]
Mo vlinks

wLink-Hongkong

Cancel Save

pa

VLAN ID — Specify any unique VLAN ID that was defined during the vLinks Central. Normally
1-50 by default. On vLinks Remote each Adapter(eth1-eth4) that is active will use a VLAN ID.

DHCP \ Static — Each adapter(eth1-eth4) will use an IP address if the port is active. If using
DHCP this address will be auto assigned. If using a Static environment, the Static IP is
configured in this step.

vLinks — Use the dropdown box to select the appropriate vLinks for this remote network. If the
vLinks box is not shown, confirm it has been accepted during the Auto Configuration stage.

Note: This process would be repeated for each remote subnet that is be to protected. Up to 4
subnets per vLinks.

Once network additions have been made, click the Submit button to activate changes. There will
be a delay as each subnet using DHCP will requests an IP assignment.
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System Configuration: L"bJ

Date and Time:
Thu Apr 2 14:21:10 SGT 2020 Change

Configure Networking:

IP / Netmask Gateway Metric VLAN ID vLinks Configuration State VLAN
Adapicr s SR [192.168.254.250/255.255.255.0 [192.168.254.254 | [to0 | Managed 1P § +

/ 500
Adapter #2 off ™ +
CR e o TS E 192.168.253.51/255.255.255.0 192.168.253.254 [s001 [x | [wlink-Hongkong ~| [oHCP vl @ @
Adapter #3
MAC: ac:1F:6b:6c:ef:44 ! 1000 off v +
Adapter #4 7 1500 oFf = o

MAC: ac:1fi6b:6ciefas

If successful you will see an IP address has been obtain, and device monitoring will be active.
Go to: NAC > Network Map

Network Map

CGX Access

Default configuration (applied to all subnets) Show Configuration

Subnets
Network Last seen Mode -~
192.168.254.0/24 0 second ago Monitor o Show Configuration

192.168.253.0/24 0 second ago Monitor - Show Configuration

Save | Cancel Help

Deployment is complete and devices from the remote sites will now be shown in the System
Overview and the Device Manager, just as other devices are.
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End of Document
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